The "Overview of the Privacy Act of 1974"
the Privacy Act's disclosure prohibition,
and its agency recordkeepi ng requirenents.
I nformation and Privacy in coordination

ment provi sions,
pared by the O fice of

OVERVI EW OF THE PRI VACY ACT OF 1974

is a discussion of
its access and amend-

Pr e-

with the Ofice of Managenent and Budget (OVB), it is updated and

expanded each year.

si ons should be nmade to i ndivi dua

conjunction with use of this

"Overvi ew. "

Any inquiry about the Privacy Act's provi-

agency Privacy Act officers in

Particularly inportant

Privacy Act policy/litigation questions, or questions concerning
the OVB Quidelines, nmay be directed to Maya A Bernstein, Policy
Anal yst, O fice of Information and Regul atory Affairs, OVB, at
(202) 395-3785.
TABLE OF CONTENTS
Page
INTRODUCTI ON . . . . . . . . o o o o e e e e 577
LEG SLATIVE HHSTORY . . . . . . . . . « o o o v oo o 577
ROLE OF THE PRI VACY PROTECTI ON STUDY COM SSION . . . . . 577
ROLE OF THE COFFI CE OF MANAGEMENT AND BUDGET . . . . . . . 577
COVPUTER MATCHING . . . . . . . . . o o o e 578
POLICY OBJECTIVES . . . . . . . . .« . o o o v v v oo o 579
DEFINITIONS . . . . . . . . . . o e e e e e 579
A Agency . . . L oL L Lo e 579
B. Individual . . . . . . . . . . . . .00 L. 583
C. Mintain . . . . . . . . . . L0 585
D. Record . . C e e e e e 585
E. System of Records .o Coe e e 591
1. Disclosure: Subsectlon (b) .o .o 594
2. Access and Anendnent: Subsectlons (d)(l)
and (d)(2) . . . . . . . .o 598
3. Oher Aspects . . . . . . . . . . . . ... 600
CONDI TIONS OF DI SCLOSURE TO THHRD PARTIES . . . . . . . . 601
A. The "No D sclosure Wthout Consent” Rule . . . . 601
B. Twelve Exceptions to the "No Di sclosure
Wt hout Consent” Rule . . . . . . . . . . . . . 607
1. 5 US C 8§ 552a(b)(1) ("need to know'
wi thin agency) . Ce e e 607
2. 5USC 8§ 552a(b)(2) (required FAO A
di scl osure) . . C e e e e 611
3. 5USC 8§ 552a(b)(3) (routine uses) . . . . 614
4, 5 U S. C. 8§ 552a(b)(4) (Bureau of the
Census) . . C e e e e 623
5. 5 USC 8§ 552a(b)(5) (statistica
research) . . C e e e 623
6. 5 USC 8§ 552a(b)(6) (National Archives) . . 624
7. 5 U S.C 8§ 552a(b)(7) (law enforcenent
request) . C e e e 624
8. 5 USC 8§ 552a(b)(8) (health or safety of
an individual) . . Coe e 625
9. 5 U S C 8§ 552a(b)(9) (Cbngress) . : 625
10. 5 U.S.C. 8§ 552a(b)(10) (Ceneral Accountlng

- 575 -



Ofice) . . . . . . . . .00 625
11. 5 U S.C. 8§ 552a(b)(11) (court order) . . . . 626
12. 5 U S.C. 8§ 552a(b)(12) (Debt Collection
Act) . . . L 632
Page
ACCOUNTI NG OF CERTAIN DISCLOSURES . . . . . . . . . . . . 632
INDIVIDUAL' S RIGHT OF ACCESS . . . . . . « « v v v o o .. 633
INDIVIDUAL' S RIGHT OF AMENDVENT . . . . . . . . . . . . . 642
AGENCY REQUI REMENTS . . . . . . . . . . .« .« .« . .« . . .. 642
A 5 USC 8 552a(e)(1) . . . . . . . . . oL 642
B. 5 USC 8 552a(e)(2) . . . . . . . . . . . . .. 643
C 5 USC §8552a(e)(3) . . . . . . . . . oo 644
D 5 US C 8 552a(e)(4) . . . . . . . . . . . . .. 646
E. 5 USC 8 552a(e)(5) . . . . . . . . . . . . .. 647
F. 5 US C 8 552a(e)(6) . . . . . . . . . . . . .. 654
G 5 USC §552a(e)(7) . . . . . . . . ... 655
H 5 USC 8 552a(e)(8) . . . . . . . . . . . . .. 660
. 5 US C 8 552a(e)(9) C e e e e 661
J. 5USC 8§ 552a(e)(10) C e e e e 661
K. 5 US C 8 552a(e)(11) . . . . . . . . . . . .. 661
AGENCY RULES 662
A 5 USC 8§ 552a(f)(1) . . . . . . . . . . ... 662
B. 5USC 8552a(f)(2) . . . . . . . . . . . . .. 662
C 5 USC §552a(f)(3) . . . . . . . . . . . ... 662
Db 5 USC 8552a(f)(4) . . . . . . . . . . . . .. 664
E. 5 USC 8 552a(f)(5 . . . . . . . . . . . . .. 664
CVIL REMEDIES . . . . . . . . . . . . . .« .o 665
A, Anendnent Lawsuits . . . . . . . . . oL L. 666
B. Access Lawsuits . . . . . . . . . . . . . . L. 673
C. Accuracy Lawsuits for Damages . . . . . . . . . . 675
D. Oher Damages Lawsuits . . Coe e 681
E. Intentional/WIIful Standard and Actual Danages
in Accuracy and O her Danmages Lawsuits . . . 683
F. Principles Applicable to Al Prlvacy Act G vil
Actions . . . . . 691
1. Attorney Fees and Cbsts C e e e e 691
2. Jurisdiction and Venue . . . . . . . . . . . 693
3. Statute of Limtations . . . . . . . . . . . 694
4. Jury Trial . . . . . . . . 0L 701
CRIM NAL PENALTIES . . . . . . . . . . . . . . .« . .« . .. 701
TEN EXEMPTIONS . . . . . . . . . . . o o e 702
A. One Special Exenption--5 U. S.C. § 552a(d)(5) . . 702
B. Two General Exenptions--5 U S.C. § 552a(j) (1)
and (j)(2) . . oo 704
C. Seven Specific Exenptlons--5 U S C § 552a(k) .o 709
1 5 US. C 8§ 552a(k)(1) . . . oo 710
2 5USC §552a(k)(2) . . . . . . . . . . .. 710
3. 5USC §552a(k)(3) . . . . . . . . . .. 715
4. 5 U S . C 8§ 552a(k)(4) . . . . . . . . . . .. 715
5. 5 US.C 8§ 552a(k)(5 . . . . . . . . . . .. 715

- 576 -



PRI VACY ACT OVERVI EW

6. 5 US.C § 552a(k)(6) 718

7. 5 US.C § 552a(k)(7) 719
SOCI AL SECURI TY NUMBER USAGE . 719
GOVERNVENT CONTRACTORS . 721
MAI LI NG LI STS 722
M SCELLANEQUS PROVI SI ONS . 722

| NTRODUCT| ON

The Privacy Act of 1974, 5 U.S.C. 8§ 552a (1994) (anended 1996,
5 US CA 8§ 552a (West Supp. 1997)), which becane effective on
Sept enber 27, 1975, can generally be characterized as an omi -
bus "code of fair information practices” which attenpts to reg-
ulate the collection, maintenance, use, and dissem nation of
personal information by federal governnent agencies. However,
the Act's inprecise language, limted | egislative history, and
somewhat out dated regul atory gui delines have rendered it a dif-
ficult statute to deci pher and apply. Mbdreover, even after
twenty years of administrative and judicial analysis, nunerous
Privacy Act issues remain unresolved or unexplored. Adding to
these interpretational difficulties is the fact that many of
the nost significant Privacy Act cases are unpublished district
court decisions. A particular effort has been made in this
"Overview' to clarify the existing state of Privacy Act |aw
while at the sane tinme highlighting those controversial, unset-
tled areas where further litigation and case | aw devel opnent
can be expected.

LEG SLATI VE H STORY

The entire legislative history of the Privacy Act is contained
in a conveni ent, one-volune conpilation. See House Comm on
Gov't Operations and Senate Comm on CGov't Operations, 94th
Cong., 2d Sess., Legislative H story of the Privacy Act of
1974--S. 3418 (Public Law 93-579) Source Book on Privacy (1976)
[ herei nafter Source Book]. The Act was passed in great haste
during the final week of the N nety-Third Congress. No confer-
ence conmttee was convened to reconcile differences in the
bills passed by the House and Senate. |Instead, staffs of the
respective conmmttees--led by Senators Ervin and Percy, and
Congressnen Moor head and Erl enborn--prepared a final version of
the bill that was ultimately enacted. The original reports are
thus of limted utility in interpreting the final statute,
while the nore reliable |legislative history consists of a brief
anal ysis of the conprom se anendnents--entitled "Anal ysis of
House and Senate Conprom se Anendnents to the Federal Privacy
Act"--prepared by the staffs of the counterpart Senate and
House comm ttees and submtted in both the House and Senate in
l[ieu of a conference report. See 120 Cong. Rec. 40, 405-09,

40, 881-83 (1974), reprinted in Source Book at 858-68, 987-94.

ROLE OF THE PRI VACY PROTECTI ON STUDY COWM SS| ON

Section 5 of the original Privacy Act established the "U. S.
Privacy Protection Study Comm ssion” to evaluate the statute
and to issue a report containing recormendations for its im
provenent. The Conm ssion issued its final report and ceased
operation in 1977. See U. S. Privacy Protection Study Comm s-
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sion, Personal Privacy in an Information Society (1977) [ here-
inafter Privacy Conm ssion Report].

ROLE OF THE OFFI CE OF MANAGENMENT AND BUDGET

Subsection (v) of the Privacy Act requires the Ofice of Man-
agenent and Budget (OwB) to: (1) prescribe guidelines and reg-
ulations for the use of federal agencies in inplenenting the
Act, see 5 U S.C. 8 552a(v)(1); and (2) provide continuing as-
sistance to and oversight of the inplenentation of the Act by
agencies, see 5 U . S.C. 8 552a(v)(2).

The vast majority of OVMB's Privacy Act Cuidelines [hereinafter
OMB Cuidelines] are published at 40 Fed. Reg. 28,948-78 (1975).
However, these original guidelines have been supplenented in
particul ar subject areas over the years. See 40 Fed. Reg.

56, 741- 43 (1975) (system of records definition, routine use and
i ntra-agency disclosures, consent and congressional inquiries,
accounting of disclosures, anmendnent appeals, rights of parents
and | egal guardians, relationship to Freedom of Information Act
(FOA)); 48 Fed. Reg. 15,556-60 (1983) (relationship to Debt
Col l ection Act); 52 Fed. Reg. 12,990-93 (1987) ("call detail™
programns); 54 Fed. Reg. 25818-29 (1989) (conputer matching); 56
Fed. Reg. 18,599-601 (proposed Apr. 23, 1991) (conputer match-
ing); 61 Fed. Reg. 6428, 6435-39 (1996) ("Federal Agency Re-
sponsi bilities for Mintaining Records About Individuals").

As a general rule, the OVMB Guidelines are entitled to the def-
erence usually accorded the interpretations of the agency that
has been charged with the admnistration of a statute. See
Quinn v. Stone, 978 F.2d 126, 133 (3d G r. 1992); Baker V.
Departnent of the Navy, 814 F.2d 1381, 1383 (9th G r. 1987);
Perry v. FBlI, 759 F.2d 1271, 1276 n.7 (7th Cr. 1985) (citing
Bartel v. FAA 725 F.2d 1403, 1408 n.9 (D.C. Gr. 1984); Al -
bright v. United States, 631 F.2d 915, 919 n.5 (D.C. G
1980)), rev'd en banc on other grounds, 781 F.2d 1294 (7th Cr.
1986); Smiertka v. United States Dep't of the Treasury, 604
F.2d 698, 703 n.12 (D.C. GCr. 1979); Rogers v. United States
Dep't of Labor, 607 F. Supp. 697, 700 n.2 (N.D. Cal. 1985);
Sanchez v. United States, 3 Gov't Disclosure Serv. (P-H)

1 83,116, at 83,709 (S.D. Tex. Sept. 10, 1982); Golliher v.
United States Postal Serv., 3 Gov't Disclosure Serv. (P-H)

1 83,114, at 83,703 (N.D. Chio June 10, 1982); G eene v. VA
No. C-76-461-S, slip op. at 6-7 (MD.N.C. July 3, 1978); Dan-
iels v. FCC, No. 77-5011, slip op. at 8-9 (D.S.D. Mar. 15,
1978); see also Martin v. Ofice of Special Counsel, 819 F. 2d
1181, 1188 (D.C. Cir. 1987) (OMB interpretation "worthy of our
attention and solicitude”). However, a few courts have reject-
ed particul ar aspects of the OVB Gui del i nes as inconsistent
with the statute. See Kassel v. VA No. 87-217-S, slip op. at
24-25 (D.N.H. Mar. 30, 1992) (subsection (e)(3)); Saunders v.
Schwei ker, 508 F. Supp. 305, 309 (WD.N Y. 1981) (sane); Meta-
dure Corp. v. United States, 490 F. Supp. 1368, 1373-74

(S.D.N. Y. 1980) (subsection (a)(2)); Florida Med. Ass'n v. HEW
479 F. Supp. 1291, 1307-11 (MD. Fla. 1979) (sane); Zeller v.
United States, 467 F. Supp. 487, 497-99 (E.D.N. Y. 1979) (sane).

Questions concerning the Act should first be directed to agency
Privacy Act officers. However, inportant policy/litigation
guestions, or questions concerning the OB Cuidelines, nay be
directed to Maya A Bernstein, Policy Analyst, Ofice of Infor-
mati on and Regul atory Affairs, OVB, at (202) 395-3785.
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COVWPUTER NMATCHI NG

The Conputer Matching and Privacy Protection Act of 1988 (Pub.
L. No. 100-503) anended the Privacy Act to add several new
provisions. See 5 U S.C. § 552a(a)(8)-(13), (e)(12), (o), (p),
(q), (r), (u) (1994). These provisions add procedural require-
ments for agencies to follow when engagi ng i n conput er-nmat chi ng
activities; provide matching subjects with opportunities to re-
ceive notice and to refute adverse infornmation before having a
benefit denied or term nated; and require that agenci es engaged
in matching activities establish Data Protection Boards to
oversee those activities. These provisions becanme effective on
Decenber 31, 1989. OWB's guidelines on conputer matching
shoul d be consulted in this area. See 54 Fed. Reg. 25, 818-29
(1989).

Subsequent |y, Congress enacted the Conputer Matching and Pri -
vacy Protection Anendnents of 1990 (Pub. L. No. 101-508), which
further clarify the due process provisions found in subsection
(p). OWB s proposed guidelines on these anendnents appear at
56 Fed. Reg. 18,599-601 (proposed Apr. 23, 1991).

The highly conpl ex and speci alized provisions of the Conputer
Mat chi ng and Privacy Protection Act of 1988 and t he Conputer
Mat chi ng and Privacy Protection Amendnents of 1990 are not
further addressed herein. For guidance on these provisions,
agenci es should consult the OVB Cuidelines cited above.

POLI CY OBJECTI VES

Broadly stated, the purpose of the Privacy Act is to bal ance

t he governnent's need to maintain information about individuals
with the rights of individuals to be protected agai nst unwar -
ranted invasions of their privacy stemm ng from federal agen-
cies' collection, maintenance, use, and disclosure of personal

i nformati on about them The historical context of the Act is
inportant to an understanding of its renmedi al purposes: |In
1974, Congress was concerned with curbing the illegal surveil-
| ance and investigation of individuals by federal agencies that
had been exposed during the Watergate scandal; it was al so con-
cerned with potential abuses presented by the governnent's in-
creasing use of conputers to store and retrieve personal data
by means of a universal identifier--such as an individual's
soci al security nunber. The Act focuses on four basic policy
obj ecti ves:

(1) To restrict disclosure of personally identifiable records
mai nt ai ned by agenci es.

(2) To grant individuals increased rights of access to agency
records mai ntai ned on thensel ves.

(3) To grant individuals the right to seek anendnent of agency
records mai ntai ned on thensel ves upon a show ng that the
records are not accurate, relevant, tinely or conplete.

(4) To establish a code of "fair information practices" which
requi res agencies to conply with statutory norns for col -
| ection, maintenance, and di ssem nation of records.

DEFI NI TI ONS
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A

Agency

"any Executive departnent, mlitary departnent, Governnent
corporation, Governnment controlled corporation, or other
establishment in the executive branch of the [federal]
Government (including the Executive Ofice of the Presi-
dent), or any independent regulatory agency.” 5 U.S. C

§ 552a(1) (incorporating 5 U.S.C. § 552(f) (1994), as
amended by El ectronic Freedom of Information Act Amendnents
of 1996, 5 U.S.C. A 8§ 552 (West Supp. 1997), which in turn
incorporates 5 U.S.C. 8 551(1) (1994)).

comment -- The Privacy Act--like the Freedom of Information

Act, 5 U S.C. 8 552--applies only to a federal
"agency." See OMB Cuidelines, 40 Fed. Reg.
28,948, 28,950-51 (1975); 120 Cong. Rec. 40, 408
(1974), reprinted in Source Book at 866; see
also, e.g., NLRB v. United States Postal Serv.,
841 F.2d 141, 144 n.3 (6th G r. 1988) (Postal
Service is an "agency" because it is an "inde-
pendent establishment of the executive branch");
Ehmv. National R R Passenger Corp., 732 F.2d
1250, 1252-55 (5th GCir. 1984) (Amrak held not
to constitute a "Governnent-controlled corpora-
tion"); Dong v. Smithsonian Inst., 878 F. Supp.
244 (D.D.C. 1995) (finding that Smthsonian In-
stitution constitutes an "agency" subject to
Privacy Act) (appeal pending). But cf. Al ex-
ander v. FBI, No. 96-2123, 1997 W. 428532, at
**2-4 (D.D.C. June 12, 1997) (although recogni z-
ing that definition of "agency" under Privacy
Act is sane as in FOA and that courts have in-
terpreted that definition under FO A to excl ude
President's inmedi ate personal staff and units
wi thin Executive O fice of President whose sole
function is to advise and assi st President, nev-
ertheless rejecting such limtation with regard
to "agency" as used in Privacy Act due to dif-
ferent purposes that two statutes serve) (inter-
| ocutory appeal pending); Shannon v. Ceneral
Elec. Co., 812 F. Supp. 308, 313, 315 n.5
(N.D.N. Y. 1993) ("no dispute"” that GE falls
within definition of "agency" subject to

requi renents of Privacy Act where pursuant to
contract it operated Departnent of Energy-owned
| ab under supervision, control, and oversi ght of
Department and where by ternms of contract GE
agreed to conply with Privacy Act).

Thus, state and | ocal governnent agencies are
not covered by the Privacy Act, see Otez v.
Washi ngton County, Or., 88 F.3d 804, 811 (9th
Cr. 1996); Brown v. Kelly, No. 93-5222, slip
op. at 1 (D.C. Gr. Jan. 27, 1994) (per curian;
Monk v. Teeter, No. 89-16333, slip op. at 4 (9th
Cr. Jan. 8, 1991); Davidson v. Georgia, 622
F.2d 895, 896 (5th Cir. 1980); Ferguson v. Al a-
bama Crim nal Justice Info. Cr., 962 F. Supp
1446, 1446-47 (MD. Ala. 1997); Wllianms v. Di-
strict of Colunbia, No. 95CV0936, 1996 W
422328, at **2-3 (D.D.C. July 19, 1996); Martin-
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son v. Violent Drug Traffickers Project, No. 95-
2161, 1996 W. 411590, at **1-2 (D.D.C. July 11,
1996), summary affirmance granted, No. 96-5262
(D.C. Gr. Sept. 22, 1997); Manmarella v. County
of Westchester, 898 F. Supp. 236, 237-38
(S.-D.N. Y. 1995); Reno v. United States, No.
4:94CVv243, 1995 U.S. Dist. LEXIS 12834, at *6
(WD.N.C. Aug. 14, 1995) (state national guard);
Connolly v. Beckett, 863 F. Supp. 1379, 1383-84
(D. Colo. 1994); MR by RR v. Lincolnwod Bd. of
Educ., Dist. 74, 843 F. Supp. 1236, 1239-40
(N.D. 1ll. 1994), aff'd sub nom Rheinstromv.
Li ncol nwood Bd. of Educ., Dist. 74, No. 94-1357,
1995 U. S. App. LEXIS 10781 (7th G r. My 10,
1995); Malewich v. United States Postal Serv.,
No. 91-4871, slip op. at 19 (D.N. J. Apr. 8§,
1993), aff'd, 27 F.3d 557 (3d GCir. 1994) (un-
publ i shed tabl e decision); Shields v. Shetler,
682 F. Supp. 1172, 1176 (D. Colo. 1988); Ryans
v. New Jersey Commin, 542 F. Supp. 841, 852
(D.N.J. 1982), nor does federal funding or regu-
| ati on convert such entities into covered agen-
cies, see St. Mchaels Conval escent Hosp. V.
California, 643 F.2d 1369, 1373 (9th Cr. 1981);
Adel man v. Di scover Card Servs., 915 F. Supp.
1163, 1166 (D. Uah 1996).

Simlarly, private entities are not subject to
the Act, see Mtchell v. GE Anerican Spacenet,
No. 96-2624, 1997 W. 226369, at *1 (4th G r. My
7, 1997); Glbreath v. Guadal upe Hosp. Found., 5
F.3d 785, 791 (5th Cr. 1993); Davis v. Boston
Edi son Co., No. 83-1114-2 (D. Mass. Jan. 21,
1985); Friedlander v. United States Postal

Serv., No. 84-773, slip op. at 5-6 (D.D.C. Cct.
16, 1984); Marshall v. Park Place Hosp., 3 Gov't
Di scl osure Serv. (P-H) ¢ 83,088, at 83, 057
(D.D.C. Feb. 25, 1983); see also Bybee v.

Pirtle, No. 96-5077, 1996 W. 596458, at *1 (6th
Cr. Cct. 16, 1996) (appellant did not state

cl ai munder Privacy Act because Act does not
apply to conduct of individuals who refused to
hire himdue to his failure to furnish his so-
cial security nunber or fill out W4 forns for

i ncone tax purposes); Steadnan v. Rocky ©Muntain
News, No. 95-1102, 1995 U.S. App. LEXI S 34986,

at *4 (10th Cr. Dec. 11, 1995) (Privacy Act

cl ai ms "cannot be brought agai nst defendant
because defendant is not a governnental enti-
ty"); United States v. Mercado, No. 94-3976,
1995 U. S. App. LEXIS 2054, at **3-4 (6th Cr

Jan. 31, 1995) (appellant's retained defense
counsel not an "agency"), nor does federal fund-
ing or regulation render such entities subject
to the Act, see Unt v. Aerospace Corp., 765 F.2d
1440, 1448 (9th Gr. 1985); United States v.
Haynes, 620 F. Supp. 474, 478-79 (M D. Tenn.
1985); Dennie v. University of Pittsburgh Sch.

of Med., 589 F. Supp. 348, 351-52 (D.V.l. 1984),
aff'd, 770 F.2d 1068 (3d Cir. 1985) (unpublished
tabl e decision); see also United States v. M-
ler, 643 F.2d 713, 715 n.1 (10th Gr. 1981)
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(finding that definition of "agency" does not
enconpass national banks); Boggs v. Southeastern
Tidewater Qpportunity Project, No. 2:96cv196,
1996 U.S. Dist. LEXIS 6977, at **5-9 (E. D. Va.
May 22, 1996) (rejecting plaintiff's argunent
concerning entity's acceptance of federal funds
and stating that "[i]t is well settled that the
Adm ni strative Procedures [sic] Act, 5 U S C

8§ 551 . . . applies only to Federal agencies").

Note al so that federal entities outside of the
executive branch, such as a grand jury, see
Standley v. Departnent of Justice, 835 F.2d 216,
218 (9th Cr. 1987), a probation office, see
Schwartz v. United States Dep't of Justice, No.
95- 6423, 1996 W. 335757, at *1 (2d Cr. June 6,
1996), aff'g No. 94 CIV. 7476, 1995 W. 675462,
at *7 (S.D.N. Y. Nov. 14, 1995); Chanbers v. Di -
vision of Probation, No. 87-0163, slip op. at 2
(D.D.C. Apr. 8, 1987), or a federal bankruptcy
court, see In re Adair, No. 97-67820, 1997
Bankr. LEXI S 1362, at **3-4 (Bankr. N.D. Ga.
Aug. 25, 1997), are not subject to the Act.

An exception to this rule, however, is the so-
cial security nunber usage restrictions, con-
tained in Section 7 of the Privacy Act, which do
apply to federal, state, and |ocal governnent
agencies. (Section 7, originally part of the
Privacy Act, Public Law 93-579, was not codi-
fied; it can be found at 5 U.S.C. § 552a note
(Di sclosure of Social Security Nunber)). This
speci al provision is discussed bel ow under "So-
cial Security Nunber Usage."

A Privacy Act lawsuit is properly filed agai nst
an "agency" only, not against an individual, a
government official, or an enployee. See, e.qg.,
Connelly v. Conptroller of the Currency, 876
F.2d 1209, 1215 (5th Cr. 1989); Petrus v. Bow
en, 833 F.2d 581, 582-83 (5th G r. 1987); Schow
engerdt v. General Dynamics Corp., 823 F.2d
1328, 1340 (9th Cir. 1987); Hewitt v. G abi cki
794 F.2d 1373, 1377 & n.2 (9th Gr. 1986); Unt,
765 F.2d at 1447; Brown-Bey v. United States,
720 F.2d 467, 469 (7th Cr. 1983); Wndsor v.
The Tennessean, 719 F.2d 155, 159-60 (6th G r.
1983); Bruce v. United States, 621 F.2d 914, 916
n.2 (8th Cr. 1980); Parks v. IRS, 618 F.2d 677,
684 (10th Cr. 1980); daasen v. Brown, No. 94-
1018, 1996 W. 79490, at **3-4 (D.D.C. Feb. 16,
1996); Lloyd v. Coady, No. 94-5842, 1995 U.S.
Dist. LEXIS 2490, at **3-4 (E.D. Pa. Feb. 28,
1995), upon consideration of anended conpl aint,
1995 U.S. Dist. LEXIS 6258, at *3 n.2 (E. D. Pa.
May 9, 1995); Hill v. Blevins, No. 3-CV-92-0859,
slip op. at 4-5 (MD. Pa. Apr. 12, 1993), aff'd,
19 F.3d 643 (3d Gr. 1994) (unpublished table
decision); Mlew ch, No. 91-4871, slip op. at 19
(D.N.J. Apr. 8, 1993); Sheptin v. United States
Dep't of Justice, No. 91-2806, slip op. at 5-6
(D.D.C. Apr. 30, 1992); WIlians v. MCausl and,
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791 F. Supp. 992, 1000 (S.D.N. Y. 1992); Mttle-
man v. United States Treasury, 773 F. Supp. 442,
450 (D.D.C. 1991); Stephens v. TVA, 754 F. Supp.
579, 580 n.1 (E.D. Tenn. 1990); B.J.R L. V.

Ut ah, 655 F. Supp. 692, 696-97 (D. Uah 1987);
Denni e, 589 F. Supp. at 351-53; Gonzalez v.
Leonard, 497 F. Supp. 1058, 1075-76 (D. Conn.
1980). Note, however, that a prosecution en-
forcing the Privacy Act's crimnal penalties
provision, 5 U S C 8§ 552a(i) (see "Crimnal
Penal ti es" discussion below), would of course
properly be filed against an individual. See
Stone v. Defense Investigative Serv., 816 F
Supp. 782, 785 (D.D.C. 1993) ("Under the Privacy
Act, this Court has jurisdiction over individu-
ally nanmed defendants only for unauthorized dis-
closure in violation of 5 U.S.C. § 552a(i).");
see also Hanpton v. FBI, No. 93-0816, slip op.
at 8, 10-11 (D.D.C. June 30, 1995) (citing

St one) .

However, sone courts have held that the head of

an agency, if sued in his or her official capac-
ity, can be a proper party defendant. See

e.g., Hanpton, No. 93-0816, slip op. at 8, 10-11
(D.D.C. June 30, 1995); Jarrell v. Tisch, 656 F
Supp. 237, 238 (D.D.C. 1987); Dianond v. FBI

532 F. Supp. 216, 219-20 (S.D.N. Y. 1981), aff'd,
707 F.2d 75 (2d Cir. 1983); Nenetz v. Depart nent

of the Treasury, 446 F. Supp. 102, 106 (N.D

I11. 1978); Rowe v. Tennessee, 431 F. Supp.
1257, 1264 (M D. Tenn. 1977), vacated on other
grounds, 609 F.2d 259 (6th Gr. 1979). Further,
| eave to anend a conplaint to substitute a prop-
er party defendant ordinarily is freely granted
where the agency is on notice of the claim

See, e.qg., Reyes v. Supervisor of DEA, 834 F.2d
1093, 1097 (1st GCr. 1987); Petrus, 833 F.2d at
583.

"a citizen of the United States or an alien lawfully admt-
per manent residence.” 5 U S.C. 8§ 552a(a)(2).

ted for

conment

Conpare this definition with the FOA s nuch
broader "any person” definition (5 U S.C

§ 552(a)(3) (1994)). See, e.qg., Fares v. INS,
No. 94-1339, 1995 W. 115809, at *4 (4th Cr.
1995) (per curiam ("[Privacy] Act only protects
citizens of the United States or aliens lawfully
admtted for pernmanent residence."); Raven v.
Pananma Canal Co., 583 F.2d 169, 170-71 (5th Cir
1978) (sane as Fares, and conparing "use of the
word “individual' in the Privacy Act, as opposed
to the word "person,' as nore broadly used in
the FO A"); Cudzich v. INS, 886 F. Supp. 101

105 (D.D.C. 1995) (A plaintiff whose permnent
resi dent status had been revoked "is not an
“individual' for the purposes of the Privacy
Act. . . . Plaintiff's only potential access to
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the requested information is therefore under the
Freedom of Information Act.").

Deceased individuals do not have any Privacy Act
rights, nor do executors or next-of-kin. See
OMB Cuidelines, 40 Fed. Reg. 28,948, 28,951
(1975); see also Munk v. Teeter, No. 89-16333,
slip op. at 4 (9th Cr. Jan. 8. 1991); Crunpton
v. United States, 843 F. Supp. 751, 756 (D.D.C
1994), aff'd on other grounds sub nom Crunpton
v. Stone, 59 F.3d 1400 (D.C. Cr. 1995), cert.
denied, 116 S. C. 1018 (1996).

Cor porations and organi zati ons al so do not have
any Privacy Act rights. See St. M chaels Conva-
| escent Hosp. v. California, 643 F.2d 1369, 1373
(9th Gr. 1981); KXC v. WIllians, 614 F.2d 58,
60 (5th Gr. 1980); Dresser Indus. v. United
States, 596 F.2d 1231, 1237-38 (5th GCir. 1980);
Cell Assocs. v. NIH 579 F.2d 1155, 1157 (9th
Cr. 1978); Stone v. Export-lnport Bank of the
United States, 552 F.2d 132, 137 n.7 (5th G
1977); Commttee in Solidarity v. Sessions, 738
F. Supp. 544, 547 (D.D.C. 1990), aff'd on other
grounds, 929 F.2d 742 (D.C. Cir. 1991); United
States v. Haynes, 620 F. Supp. 474, 478-79 (M D.
Tenn. 1985); Uah-Chio Gas & G I, Inc. v. SEC 1
Gov't Disclosure Serv. (P-H) { 80,038, at 80, 114
(D. Uah Jan. 9, 1980); see also OVB Gui del i nes,
40 Fed. Reg. at 28, 951.

The OVB Cui del i nes suggest that an individual
has no standi ng under the Act to chall enge agen-
cy handling of records that pertain to himsole-
ly in his "entrepreneurial" capacity. OVB

Gui del ines, 40 Fed. Reg. at 28,951 (quoting

| egi slative history and stating that it "sug-
gests that a distinction can be made bet ween

i ndividuals acting in a personal capacity and

i ndividuals acting in an entrepreneurial capac-
ity (e.g., as sole proprietors) and that th[e]
definition [of “individual'] (and, therefore,
the Act) was intended to enbrace only the for-
mer"). However, there is a split of authority
concerni ng OVB' s personal /entrepreneuri al
distinction as applied to an individual. Com
pare Sherncto Indus. v. Secretary of the United
States Air Force, 452 F. Supp. 306, 314-15 (N. D
Tex. 1978) (accepting distinction), rev'd &
remanded on other grounds, 613 F.2d 1314 (5th
Cr. 1980), and Daniels v. FCC, No. 77-5011
slip op. at 8-9 (D.S.D. Mar. 15, 1978) (sane),
with Henke v. Departnent of Conmerce, No. 94-
189, slip op. at 5-6 (D.D.C. May 26, 1995)
(rejecting distinction), vacated & renmanded on
ot her grounds, 83 F.3d 1453 (D.C. Cr. 1996);
Henke v. United States Dep't of Commerce, No.
94-0189, 1996 W. 692020, at **2-3 (D.D.C. Aug.
19, 1994) (sane), aff'd on other grounds, 83
F.3d 1445 (D.C. Gr. 1996); Mtadure Corp. v.
United States, 490 F. Supp. 1368, 1373-74
(S.D.N Y. 1980) (sane); Florida Med. Ass'n v.
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HEW 479 F. Supp. 1291, 1307-11 (M D. Fla. 1979)
(sanme), and Zeller v. United States, 467 F.
Supp. 487, 496-99 (E.D.N. Y. 1979) (sanme). Cf.
St. Mchaels Conval escent Hosp., 643 F.2d at
1373 (stating that "sole proprietorships[] are
not “individuals' and thus lack standing to
raise a claimunder the Privacy Act").

Privacy Act rights are personal to the individ-
ual who is the subject of the record and cannot
be asserted derivatively by others. See, e.qg.,
Parks v. IRS, 618 F.2d 677, 684-85 (10th Cr.
1980) (union | acks standing to sue for damages
to its nmenbers); Wrd v. United States, 604 F.2d
1127, 1129 (8th G r. 1979) (crim nal defendant

| acks standing to allege Privacy Act violations
regarding use at trial of nedical records con-
cerning third party); Dresser Indus., 596 F.2d
at 1238 (company | acks standing to litigate em
pl oyees' Privacy Act clains); Shulman v. Secre-
tary of HHS, No. 94 ClV. 5506, 1997 W. 68554, at
**1, 3 (S.D.N. Y. Feb. 19, 1997) (plaintiff had
no standing to assert any right that m ght have
bel onged to fornmer spouse), aff'd, No. 96-6140
(2d Cr. Sept. 3, 1997); Harbolt v. United
States Dep't of Justice, No. A-84-CA-280, slip
op. at 2 (WD. Tex. Apr. 29, 1985) (prisoner

| acks standing to assert Privacy Act clains of
ot her inmates regarding disclosure of their rec-
ords to him; Abranmsky v. United States Consuner
Prod. Safety Conmin, 478 F. Supp. 1040, 1041-42
(S.D.N.Y. 1979) (union president cannot conpel
rel ease of records pertaining to enpl oyee's ter-
m nation); Attorney Gen. of the United States v.
Irish N. Ald Comm, No. 77-700, slip op. at 6-7
(SSD.NY. Cct. 7, 1977) (commttee | acks stand-
ing to sue in representative capacity). But see
National Fed'n of Fed. Enployees v. G eenberg,
789 F. Supp. 430, 433 (D.D.C. 1992) (union has
associ ational standi ng because nenbers whose
interests union seeks to represent would them
sel ves have standing), vacated & remanded on

ot her grounds, 983 F.2d 286 (D.C. Cr. 1993).

Not e, however, that the parent of any mnor, or
the | egal guardian of an inconpetent, may act on
behal f of that individual. See 5 U S. C

8§ 552a(h); see also Gula v. Meese, 699 F. Supp.
956, 961 (D.D.C. 1988). The OVB Cui delines note
that subsection (h) is "discretionary and that

i ndi viduals who are mnors are authorized to
exercise the rights given to them by the Privacy
Act or, in the alternative, their parents or
those acting in |l oco parentis nay exercise them
in their behalf.” OVB Guidelines, 40 Fed. Reg.
at 28,970; see also OVB Cuidelines, 40 Fed. Reg.
56, 741, 56,742 (1975) (noting that "[t]here is
no absolute right of a parent to have access to
a record about a child absent a court order or
consent™").
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D.

"maintain, collect, use or dissemnate." 5 U S.C
§ 552a(a)(3).

comrent -- This definition enbraces various activities with

respect to records and has a neani ng nuch broad-
er than the comon usage of the term See OVB
GQui del i nes, 40 Fed. Reg. 28,948, 28,951 (1975);
see also, e.qg., Albright v. United States, 631
F.2d 915, 918-20 (D.C. Gr. 1980) (analyzing
scope of "maintain"” in context of subsection
(e)(7) challenge to record describing First
Amendnent - protected activity).

Recor d

"any item collection, or grouping of information about an

i ndi vidual that is maintained by an agency, including, but
not limted to, his education, financial transactions, mnedi-
cal history, and crimnal or enploynment history and that con-
tains his nane, or the identifying nunber, synbol, or other
identifying particular assigned to the individual, such as a
finger or voice print or a photograph.™ 5 U S. C

§ 552a(a)(4).

comment -- To qualify as a "record,” the information nust
identify an individual. Conpare Reuber v. United
States, 829 F.2d 133, 142 (D.C. Cr. 1987) (letter
repri mandi ng indi vidual sent to and discl osed by
agency was "record" because it clearly identified
i ndi vi dual by nane and address), w th Robinson v.
United States Dep't of Educ., No. 87-2554, slip
op. at 7-8 (E.D. Pa. Jan. 20, 1988) (letter de-
scribing individual's adm nistrative conplaint not
"record" because it did not nmention his nane).

The OVB Cuidelines state that the term"record"
means "any item of information about an individual
t hat includes an individual identifier,"” OVB

Gui del i nes, 40 Fed. Reg. 28,948, 28,951 (1975),
and "“can include as little as one descriptive
item about an individual,'" id. at 28,952 (quoting
| egi sl ative history appearing at 120 Cong. Rec.

40, 408, 40,883 (1974), reprinted in Source Book at
866, 993). Consistent with the OVB Cui deli nes,
the Court of Appeals for the Third G rcuit held
that the term"record"” "enconpass|[es] any inforna-
tion about an individual that is linked to that

i ndi vi dual through an identifying particular” and
is not "limted to informati on which taken al one
directly reflects a characteristic or quality."
Quinn v. Stone, 978 F.2d 126, 133 (3d G r. 1992)
(out-of-date honme address on roster and tine card
information held to be records covered by Privacy
Act); see also Wllianms v. VA, 104 F.3d 670, 673-
74 (4th Gr. 1997) (quoting legislative history
and finding that materials qualified as "records”
because they "substantially pertain to Appellant,”
"contain “information about' [hin], as well as his
“nane' or “identifying nunber,'" and "do nore than
nmerely apply to hinf); Henke v. United States
Dep't of Commerce, No. 94-0189, 1996 W 692020, at
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*3 (D.D.C. Aug. 19, 1994) (names of four reviewers
who eval uated grant applicant's proposal are ap-
plicant's "records" under Privacy Act), aff'd on
ot her grounds, 83 F.3d 1445 (D.C. Gr. 1996); cf.
Sullivan v. United States Postal Serv., 944 F.
Supp. 191, 196 (WD.N. Y. 1996) (finding that dis-
closure to job applicant's enpl oyer that applicant
had applied for enploynent with Postal Service
constituted disclosure of "record" under the Pri-
vacy Act; although no other information was dis-
cl osed from application, rejecting Postal Serv-
ice's attenpt to distinguish between discl osing
fact of record's existence and disclosing infornma-
tion contained in record, as applicant's nane was
part of information contained in application and
Postal Service disclosed that particul ar applicant
by that nanme had applied for enploynent).

Nevert hel ess, several courts have limted Privacy
Act coverage by adopting a narrow construction of
the term"record.” See, e.qg., Tobey v. NLRB, 40
F.3d 469, 471-73 (D.C. Cr. 1994) ("fact that in-
formati on contains an individual's nanme does not
mean that the information is “about' the individu-
al"; Privacy Act protects "only information that
actual ly describes the individual in sonme way";
that "NLRB enpl oyees could use data from [ conputer
systen] in conbination with other information to
draw i nferences about [plaintiff's] job perfor-
mance, as [NLRB Regi onal Director] apparently

did . . . does not transformthe [conputer system
files into records"), aff'g 807 F. Supp. 798, 801
(D.D.C. 1992) (information about NLRB enpl oyee re-
trieved from NLRB conputer systemthat was created
to track and nonitor NLRB unfair |abor practice
and representati on cases was not "record" because
i nformati on was not "personal” information about
enpl oyee and did not contain eval uations of job
performance, even if information m ght be useful
to supervisors in review ng enpl oyee's work); Unt
v. Aerospace Corp., 765 F.2d 1440, 1448-49 (9th
Cr. 1985) (letter witten by enpl oyee--containing
al | egati ons of m smanagenent agai nst corporation
that led to his dism ssal--not his "record"” be-
cause it was "about" the corporation and reflected
"only indirectly on any quality or characteristic"
of enployee); Fisher v. NIH 934 F. Supp. 464,
466-67, 469-72 (D.D.C. 1996) (follow ng Tobey and
finding that information in database about arti-
cl es published in scientific journals that con-
tai ned bibliographic information including title
of article and publication, nane and address of
aut hor, and sunmary of article and al so incl uded
annotation "[scientific m sconduct--data to be
reanal yzed]," provides "information "about' the
article described in each file and does not pro-
vide information "about' [the author],"” even

t hough i nformation "could be used to draw infer-
ences or concl usions about [the author]"), summary
affi rmance granted, No. 96-5252 (D.C. Cir. Nov.
27, 1996); Bechhoefer v. United States Dep't of
Justice, 934 F. Supp. 535, 538-39 (WD.N Y. 1996)
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(foll ow ng reasoning of Unt and Tobey and concl ud-
ing that letter concerning alleged drug deal ers
was not record "about" author of letter; "If the

| etter was "about' anyone, it was about the people
that plaintiff accused of crimnal activities, not
about hinself."); Wlde-Gorgis v. United States,
No. 94-254, slip op. at 5-6 (D. Ariz. Dec. 9,
1994) (citing Unt with approval and hol ding that
Postal Service claimformand information concern-
ing estimated value of item sent through mail "not
a record wthin the neaning of the [Privacy
Act]" because it "disclosed no information about
the plaintiff" and did not reflect any " quality
or characteristic' concerning the plaintiff"),
aff'd, 65 F.3d 177 (9th G r. 1995) (unpublished
tabl e decision); Ingerman v. I RS, No. 89-5396,
slip op. at 6 (D.N.J. Apr. 3, 1991) ("An individ-
ual's social security nunber does not contain his
name, identifying nunber or other identifying par-

ticular. . . . [A] social security nunber is the
i ndividual's identifying nunber, and therefore, it
cannot qualify as a record under . . . the Privacy

Act."), aff'd, 953 F.2d 1380 (3d Cr. 1992) (un-
publ i shed table decision); Nolan v. United States
Dep't of Justice, No. 89-A-2035, slip op. at 16
(D. Colo. Mar. 18, 1991) (names of FBI agents and
ot her personnel held not requester's "record" and
therefore "outside the scope of the [Privacy
Act]"), aff'd, 973 F.2d 843 (10th G r. 1992); Doe
V. United States Dep't of Justice, 790 F. Supp.
17, 22 (D.D.C. 1992) (applying Nolan and alterna-
tively holding that "nanes of agents involved in
the investigation are properly protected fromdis-
closure"); Shewchun v. United States Custons
Serv., No. 87-2967, slip op. at 3 (D.D.C. Jan. 11,
1989) (letter concerning agency's disposition of
plaintiff's nmerchandi se "l acks a sufficient infor-
mational nexus with [plaintiff] (hinself, as op-
posed to his property) to bring it wwthin the def-
inition of "record "); Blair v. United States For-
est Serv., No. A85-039, slip op. at 4-5 (D. Al aska
Sept. 24, 1985) ("Plan of Operation" form conplet-
ed by plaintiff not his "record" as it "reveals
not hi ng about his personal affairs"), appeal dis-
m ssed, No. 85-4220 (9th GCir. Apr. 1, 1986); Wnd-
sor v. A Fed. Executive Agency, 614 F. Supp. 1255,
1260-61 (M D. Tenn. 1983) (record includes only
sensitive informati on about individual's private
affairs), aff'd, 767 F.2d 923 (6th Cr. 1985) (un-
publ i shed tabl e decision); Cohen v. United States
Dep't of Labor, 3 Gov't Disclosure Serv. (P-H)

9 83,157, at 83,791 (D. Mass. Mar. 21, 1983) (rec-
ord includes only "personal” information); Houston
V. United States Dep't of the Treasury, 494 F.
Supp. 24, 28 (D.D.C. 1979) (sane); Anerican Fed'n
of Gov't Enployees v. NASA, 482 F. Supp. 281, 282-
83 (S.D. Tex. 1980) (sign-in/sign-out sheet not
"record" because, standing alone, it did not re-
veal any "substantive information about the em

pl oyees"); see also Benson v. United States, No.
80-15-MC, slip op. at 4 (D. Mass. June 12, 1980)
(permtting wthhol ding of OPMinvestigator's nane
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where identities of informants were properly ex-
ci sed under subsection (k)(5)).

The Ninth Crcuit Court of Appeals' narrow con-
struction of the term"record" in Unt elicited a
particularly forceful dissent by Judge Ferguson.
765 F.2d at 1449-52. However, Unt was cited with
approval in Topuridze v. FBI, No. 86-3120, slip
op. at 3-4 (D.D.C. Feb. 6, 1989), reconsideration
deni ed sub nom Topuridze v. USIA, 772 F. Supp.
662 (D.D.C. 1991), in which the court held that a
letter witten about the requester, authored by a
third party, cannot be regarded as the third par-
ty's record. The court in Topuridze ruled that it
"does not follow that a docunent reveals sone

qual ity or characteristic of an individual sinply
by virtue of the individual having authored the
docunent." Topuridze v. FBI, No. 86-3120, slip
op. at 3-4 (D.D.C. Feb. 6, 1989). Subsequently,
on reconsideration and after in canera review,

al though the court reaffirned that "[i]n order to
be about an individual a record nust “reflect some
quality or characteristic of the individual in-
vol ved,'" 772 F. Supp. at 664 (quoting Boyd v.
Secretary of the Navy, 709 F.2d 684, 686 (1l1th
Cr. 1983) (per curiam), the court stated that

t he docunent "may well be “about' the author," as
it discussed the author's famly status, enploy-
ment, and fear of physical retaliation if the let-
ter were disclosed to plaintiff. Topuridze v.
USIA 772 F. Supp. at 665 & n.6. However, the
court ultimately ruled that it need not reach the
i ssue of whether or not the letter was "about" the
author and it denied reconsideration on the ground
that the letter was w thout dispute about the sub-
ject/plaintiff and therefore nust be rel eased to
him 1d. at 665.

Recently, however, the Court of Appeals for the
District of Colunbia Circuit "observe[d] that the
definitions of "record offered by other circuits
appear either too broad or too narrow. " Tobey, 40
F.3d at 472. Examning the Third Crcuit's state-
ment in Quinn that information could qualify as a
record ""if that piece of information were |inked
with an identifying particular (or was itself an
identifying particular),"” the DDC. Grcuit re-
jected the Third Crcuit's interpretation "[t]o
the extent that . . . [it] fails to require that

i nformation both be “about' an individual and be
l'inked to that individual by an identifying par-
ticular.” Id. 1In order to qualify as a "record,"
the DC. Grcuit ruled that the information "nust
both be "“about' an individual and include his name
or other identifying particular.” 1d. at 471. On
the other hand, the D.C. Circuit rejected "as too
narrow the Ninth and El eventh Circuits' defini-
tions" in Unt and Boyd, and stated that: "So |ong
as the information is “about' an individual, noth-
ing in the Act requires that it additionally be
about a "quality or characteristic' of the indi-
vidual ." Tobey, 40 F.3d at 472. Utimtely, the
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D.C. Grcuit, "[wWithout attenpting to define
“record' nore specifically than [necessary] to re-
solve the case at bar," held that an NLRB conputer
system for tracking and nonitoring cases did not
constitute a system of records, because its files
contained no informati on "about" i ndividuals, de-
spite the fact that the case information contained
the initials or identifying nunber of the field
exam ner assigned to the case. [d. at 471-73.

Al t hough the court recognized that the case infor-
mati on could be, and apparently was, used in con-
nection with other information to draw i nferences
about a field examner's job performance, it stat-
ed that that "does not transformthe [conputer
systen] files into records about field exam ners."
Id. at 472-73. See also Fisher, 934 F. Supp. at
466- 67, 469-72 (follow ng Tobey and finding that
informati on in database about articles published
in scientific journals that contained bibliograph-
ic information including title of article and pub-
lication, nane and address of author, and summary
of article and al so included annotation "[scien-
tific msconduct--data to be reanalyzed]," pro-
vides "information “about' the article described
in each file and does not provide infornmation
“about' [the author]," even though infornmation
"could be used to draw i nferences or concl usions
about [the author]"; "The fact that it is possible
for a reasonable person to interpret information
as describing an individual does not nean the
information i s about that individual for purposes
of the Privacy Act.")

For a further illustration of conflicting views
concerning the neaning of the term"record"” in the
subsection (d)(1) access context, conpare Voel ker
v. IRS 646 F.2d 332, 334 (8th Cir. 1981), with
Nolan v. United States Dep't of Justice, No. 89-A-
2035, slip op. at 16 (D. Colo. Mar. 18, 1991),
aff'd, 973 F.2d 843 (10th G r. 1992), and

DePl anche v. Califano, 549 F. Supp. 685, 693-98
(WD. Mch. 1982). These inportant cases are
further discussed bel ow under "Individual's R ght
of Access."

One district court, in a case concerning the Pri-
vacy Act's subsection (b)(3) routine use excep-
tion, has held that a plaintiff may choose which
particular "itemof information" (one docunent)
contained within a "collection or grouping of in-
formati on" disclosed (a prosecutive report indi-
cating a potential violation of law) to denom nate
as a "record" and chall enge as wongfully dis-

cl osed. Covert v. Harrington, 667 F. Supp. 730,
736-37 (E.D. Wash. 1987), aff'd on other grounds,
876 F.2d 751 (9th Cir. 1989). Purporting to con-
strue the term"record" narrowy, the district
court in Covert ruled that the Departnent of En-
ergy's routine use--47 Fed. Reg. 14,333 (1982)
(permtting disclosure of relevant records where
"a record" indicates a potential violation of
law)--did not permt its Inspector General to dis-
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cl ose personnel security questionnaires to the
Justice Departnent for prosecution because the
guestionnaires thensel ves did not reveal a poten-
tial violation of law on their face. 667 F. Supp.
at 736-37. Covert is further discussed bel ow
under "Conditions of Disclosure to Third Parties,"”
"Agency Requirenents,” and "Civil Renedies."

Note al so that purely private notes--such as per-
sonal nenory refreshers--are generally not subject
to the Privacy Act because they are not "agency
records.” See Johnston v. Horne, 875 F.2d 1415,
1423 (9th G r. 1989); Bower v. United States
Dep't of the Air Force, 804 F.2d 428, 431 (7th
Cr. 1986); Boyd v. Secretary of the Navy, 709
F.2d 684, 686 (11th Cr. 1983) (per curiam;
Sherwin v. Departnent of Air Force, No. 90-34-Cl V-
3, slip op. at 2-7 (E.D.N.C. Apr. 15, 1992),
aff'd, 37 F.3d 1495 (4th Cr. 1994) (unpublished
table decision); dass v. United States Dep't of
Energy, No. 87-2205, slip op. at 2 (D.D.C. Cct.
29, 1988); Mahar v. National Parks Serv., No. 86-
0398, slip op. at 16-17 (D.D.C. Dec. 23, 1987);
Kalmn v. Departnment of the Navy, 605 F. Supp.
1492, 1494-95 (D.D.C. 1985); Machen v. United
States Arny, No. 78-582, slip op. at 4 (D.D.C. My
11, 1979); see also OVMB Cuidelines, 40 Fed. Reg.
at 28,952 ("[u]ncircul ated personal notes, papers
and records which are retained or discarded at the
aut hor's discretion and over which the agency
exercises no control or domnion (e.g., personal
tel ephone |ists) are not considered to be agency
records").

However, in Chapman v. NASA, 682 F.2d 526, 529
(5th CGr. 1982), the Court of Appeals for the
Fifth Grcuit, relying on the fair recordkeeping
duties inposed by subsection (e)(5), ruled that
private notes may "evanesce" into records subject
to the Act when they are used to make a deci sion
on the individual's enploynment status well after

t he eval uation period for which they were com
piled. See also Lawence v. Dole, No. 83-2876,
slip op. at 5-6 (D.D.C. Dec. 12, 1985) ("[a]bsent
tinmely incorporation into the enployee's file, the
private notes may not be used as a basis for an
adverse enpl oynent action"); Thonpson v. Depart -
nent of Transp. United States Coast Guard, 547 F
Supp. 274, 283-84 (S.D. Fla. 1982) (tineliness re-
qui renment of subsection (e)(5) net where private
notes upon which disciplinary action is based are
pl aced in system of records "contenporaneously
with or wwthin a reasonable tine after an adverse
disciplinary action is proposed"). But cf. Sher-
win, No. 90-34-CIV-3, slip op. at 2-7 (E D.NC
Apr. 15, 1992) (distinguishing Chapman and fi ndi ng
t hat notes of tel ephone conversations between two
of plaintiff's supervisors concerning plaintiff
were not "agency records'" because plaintiff was
"wel | aware of the general content"” of notes,
"essence" of notes was incorporated in agency's
records, "private notes played no role" in plain-
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E

tiff's discharge, and al though sonme of notes were
shared between two supervisors, "they renai ned
personal notes at all tinmes").

Note that publicly available information, such as
newspaper clippings or press rel eases, can consti-
tute a "record." See darkson v. IRS, 678 F.2d
1368, 1372 (11th Cr. 1982) (permtting subsection
(e)(7) challenge to agency's mai ntenance of news-
letters and press releases); Mirphy v. NSA 2
Gov't Disclosure Serv. (P-H) 81,389, at 82, 036-
37 (D.D.C. Sept. 29, 1981) (sanme as to newspaper
clippings); see also OVMB Guidelines, 40 Fed. Reg.
56, 741, 56,742 (1975) ("[c]ollections of newspaper
clippings or other published matter about an indi-
vi dual rmai ntai ned other than in a conventi onal
reference library would nornmally be a system of
records"); cf. Fisher, 934 F. Supp. at 469 (dis-
cussing difference between definition of "record"
for purposes of FOA and statutory definition
under Privacy Act and rejecting argunent, based on
FO A case law, that "library reference nmaterials”
are not covered by Privacy Act).

One court has relied on non-Privacy Act case | aw
concerning grand jury records to hold that a grand
jury transcript, "though in possession of the

U S. Attorney, is not a record of the Justice De-
partment within the neaning of the Privacy Act."
Kotmair v. United States Dep't of Justice, No.

S 94-721, slip op. at 1 (D. Md. July 12, 1994)
(citing United States v. Penrod, 609 F.2d 1092,
1097 (4th Gr. 1979), for above proposition, but

t hen confusingly not applying sane theory to anal -
ysis of FO A accessibility), aff'd, 42 F.3d 1386
(4th Gr. 1994) (unpublished table decision).

The Privacy Act--like the FO A--does not require
agencies to create records that do not exist. See
DeBold v. Stinmson, 735 F.2d 1037, 1041 (7th Gr.
1984); Perkins v. IRS, No. 86-CVv-71551, slip op.

at 4 (E.D. Mch. Dec. 16, 1986); see also, e.qg.,
Villanueva v. Departnent of Justice, 782 F.2d 528,
532 (5th Cr. 1986) (rejecting argunment that FB
was required to "find a way to provide a brief but
intelligible explanation for its decision . .

w thout [revealing exenpt information]"). But
conpare May v. Departnent of the Air Force, 777
F.2d 1012, 1015-17 (5th Cr. 1985) ("reasonable
segregation requirenent” obligates agency to cre-
ate and rel ease typewitten version of handwitten
eval uation forns so as not to reveal identity of
eval uat or under exenption (k)(7)), with Church of
Scientology W United States v. I RS, No. CV-89-
5894, slip op. at 4 (C.D. Cal. Mar. 5, 1991) (FO A
deci sion rejecting argunent based upon May and
hol di ng that agency not required to create rec-
ords).

System of Records
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"a group of any records under the control of any agency
fromwhich information is retrieved by the nane of the

i ndi vidual or by sone identifying nunber, synbol, or other
identifying particular assigned to the individual."

5 U S.C 8§ 552a(a)(5).

coment -- The OVB Quidelines explain that a system of rec-
ords exists if: (1) there is an "indexing or
retrieval capability using identifying partic-
ulars [that is] built into the systen; and (2)
t he agency "does, in fact, retrieve records
about individuals by reference to sone personal
identifier." OVB Quidelines, 40 Fed. Reg.
28,948, 28,952 (1975). The Cuidelines state
that the "is retrieved by" criterion "inplies
that the grouping of records under the control
of an agency is accessed by the agency by use of
a personal identifier; not nmerely that a capa-
bility or potential for retrieval exists."” |1d.
(enphasi s added).

The Court of Appeals for the District of Colum
bia Crcuit recently addressed the "system of
records" definition in the context of conput-
erized information in Henke v. United States
Dep't of Commerce, 83 F.3d 1453 (D.C. Gir

1996), and noted that "the OVB gui delines make
it clear that it is not sufficient that an agen-
cy has the capability to retrieve information

i ndexed under a person's nane, but the agency
must in fact retrieve records in this way in
order for a systemof records to exist." 1d. at
1460 n.12. The issue in Henke was whet her or
not conputerized databases that contained infor-
mat i on concerni ng technol ogy grant proposals
subm tted by businesses constituted a "system of
records" as to individuals listed as the "con-
tact persons" for the grant applications, where
t he agency had acknow edged that "it could theo-
retically retrieve informati on by the nane of
the contact person.” 1d. at 1457-58. The D.C
Circuit |ooked to Congress' use of the words "is
retrieved" in the statute's definition of a sys-
temof records and focused on whether the agency
"In practice" retrieved information. 1d. at
1459-61. The court held "that in determ ning
whet her an agency maintains a system of records
keyed to individuals, the court should viewthe
entirety of the situation, including the agen-
cy's function, the purpose for which the infor-
mati on was gat hered, and the agency's actual
retrieval practice and policies.” 1d. at 1461.
Applying this test, the D.C. Grcuit determ ned
that the agency did "not maintain a system of
records keyed to individuals listed in the con-
tact person fields of its databases" because the
agency's "purpose in requesting the nane of a
techni cal contact [was] essentially adm nistra-
tive and [was] not even necessary for the con-
duct of the [program s] operations,” nor was
there "any evidence that the names of contact
persons [were] used regularly or even frequently
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to obtain informati on about those persons.” |[|d.
at 1456, 1461-62. But cf. Wllianms v. VA 104
F.3d 670, 674-77 & n.4 (4th Gr. 1997) (although
remandi ng case for further factual devel opnent
as to whether records were contained within sys-
temof records, and noting that it was "express-
[1ng] no opinion on the Henke court's rationale
when applied to circunstances where a plaintiff
seeks to use retrieval capability to transforma
group of records into a "system of records,' as
in Henke," nevertheless finding the "narrow
Henke rationale . . . unconvincing” in
circunstances before the court where there "ap-
pear[ed] to exist already a formal system of
records,"” where "published characteristics of
the agency's formal system of records ha[d] not
kept current with advances in and typical uses
of conputer technol ogy," and where record was
"poorly devel oped" on such point").

Two district courts have also reached this re-
sult in the context of conputerized informtion.
See Fisher v. NIH 934 F. Supp. 464, 472-73
(D.D.C. 1996) (applying Henke and stating:

"[T] he primary practice and policy of the agency
[during the tinme of the alleged disclosures] was
to index and retrieve the investigatory files by
the name of the institution in which the all eged
m sconduct occurred, rather than by the nane of
t he individual scientist accused of commtting
the m sconduct. The fact that it was possible
to use plaintiff's nane to identify a file con-
taining information about the plaintiff is ir-
relevant."), summary affirmance granted, No. 96-
5252 (D.C. Cr. Nov. 27, 1996); Beckette v.
United States Postal Serv., No. 88-802, slip op.
at 19-22 (E.D. Va. July 3, 1989) (Al though the
plaintiff denonstrated that the agency "could
retrieve . . . records by way of an individual's
nanme or other personal identifier,” that fact
"does not nake those records a Privacy Act sys-
temof records. The relevant inquiry is whether
the records or the information they contain are
[In fact] retrieved by nane or other personal
identifier.").

The D.C. Grcuit in Henke, in looking to the
"pur pose" for which the information was gat h-
ered, also drew a distinction between inform-
tion gathered for investigatory purposes and
informati on gathered for, in that case, adm n-
istrative purposes. The court stated that where
information is conpiled about individuals "pri-
marily for investigatory purposes, Privacy Act
concerns are at their zenith, and if there is
evi dence of even a fewretrievals of information
keyed to individuals' nanes, it may well be the
case that the agency is maintaining a system of
records.” 83 F.3d at 1461; see also Fisher, 934
F. Supp. at 473 (quoti ng Henke but determ ning
that agency's "primary practice and policy" was
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to retrieve investigatory files by nanme of in-
stitution rather than by nane of i ndividual).

The highly technical "system of records” defini-
tion is perhaps the single nost inportant Priva-
cy Act concept, because (with sone exceptions

di scussed below) it nmakes coverage under the Act
dependent upon the nethod of retrieval of a rec-
ord rather than its substantive content. See
Baker v. Departnent of the Navy, 814 F.2d 1381,
1384 (9th G r. 1987); Shannon v. GCeneral Elec.
Co., 812 F. Supp. 308, 321 (N.D.N. Y. 1993); see
also Crunpton v. United States, 843 F. Supp

751, 755-56 (D.D.C. 1994) (although records dis-
cl osed to press under FO A contained information
about plaintiff, they were not retrieved by her
name and therefore Privacy Act did not apply),
aff'd on other grounds sub nom Crunpton v.
Stone, 59 F.3d 1400 (D.C. Gr. 1995), cert.
denied, 116 S. . 1018 (1996). |Indeed, a mmjor
criticismof the Privacy Act is that it can be
easily circunvented by not filing records in
nanme-retrieved formats. See Privacy Conm ssion
Report at 503-04 & n.7. A recognition of this
potential for abuse has |ed sonme courts to rel ax
the "actual retrieval" standard in particular
cases (exanples given below). Moreover, certain
subsections of the Act (discussed bel ow) have
been construed to apply even to records not in-
corporated into a "system of records.”

1. Disclosure: Subsection (b)

Wth varying degrees of clarity, the courts gen-
erally have ruled that a disclosure in violation
of subsection (b) does not occur unless the
plaintiff's record was actually retrieved by
reference to his name or personal identifier
See, e.qg., Barhorst v. Marsh, 765 F. Supp. 995,
999-1000 (E.D. Md. 1991) (Privacy Act claimun-
der subsection (b) dism ssed on alternative
grounds where record retrieved by job announce-
ment nunber, not by individual's nane; noting
that ""mere potential for retrieval' by name or
other identifier is insufficient to satisfy the
"system of records' requirenent”) (quoting Fagot
v. FDIC, 584 F. Supp. 1168, 1175 (D.P.R 1984),
aff'd in part &rev'd in part, 760 F.2d 252 (1st
Cir. 1985) (unpublished table decision)). But
see Wall v. IRS, No. 1:88-CV-1942, slip op. at
3-6 (N.D. Ga. July 5, 1989) (because agency of -
ficial retrieved applicant's fol der by name from
file mai ntai ned under vacancy announcenent nunt
ber, records were kept within "system of rec-
ords" and thus subsection (b) was applicable).

Several courts have stated that the first ele-
ment a plaintiff nmust prove in a wongful dis-
closure suit is that the information disclosed
is arecord within a systemof records. See
Quinn v. Stone, 978 F.2d 126, 131 (3d Cir.
1992); Kinchen v. United States Postal Serv.,
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No. 90-1180, slip op. at 5 (WD. Tenn. June 17,
1994); Hass v. United States Air Force, 848 F
Supp. 926, 932 (D. Kan. 1994); Swenson v. United
States Postal Serv., No. S-87-1282, slip op. at
9 (ED Cal. Mar. 10, 1994); see also Doe v.
United States Dep't of the Interior, No. 95-
1665, slip op. at 2-5 (D.D.C. Mar. 11, 1996)

(all eged disclosure that plaintiff was H V posi -
tive and had been treated for AIDS-related ill-
nesses was not violation of Privacy Act because
"[wWhile it appears to be true that sone breach
in confidentiality occurred . . . plaintiff can-
not show that the breach stemmed from an i nprop-
er disclosure of plaintiff's personnel rec-
ords"); Mttleman v. United States Dep't of the
Treasury, 919 F. Supp. 461, 468 (D.D.C. 1995)
("statenent of general provisions of |aw' that
was "not a disclosure of information retained in
the [agency's] records on plaintiff . . . does
not inplicate the general nondiscl osure provi-
sions of the Privacy Act"), aff'd in part & re-
manded in part on other grounds, 104 F.3d 410
(D.C. Gr. 1997). In fact, the Court of Appeals
for the First Crcuit has held that a conpl ai nt
that fails to allege a disclosure froma "system
of records" is facially deficient. Beaulieu v.
IRS, 865 F.2d 1351, 1352 (1st G r. 1989); see
also Whitson v. Departnent of the Arny, No. SA-
86- CA- 1173, slip op. at 8-12 (WD. Tex. Feb. 25,
1988); Bernson v. ICC 625 F. Supp. 10, 13 (D
Mass. 1984). But see Sterling v. United States,
798 F. Supp. 47, 49 (D.D.C. 1992) (i ndividual
"not barred fromstating a claimfor nonetary
damages [under (g)(1)(D)] nerely because the
record did not contain " personal information'
about himand was not retrieved through a search
of indices bearing his nane or other identifying
characteristics"); see also Sterling v. United
States, 826 F. Supp. 570, 571-72 (D.D.C. 1993)
(subsequent opinion), summary affirmnce grant-
ed, No. 93-5264 (D.C. Cir. Mar. 11, 1994).

Thus, it has frequently been held that subsec-
tion (b) is not violated when a dissem nation is
made on the basis of know edge acquired i ndepen-
dent of actual retrieval froman agency's system
of records (such as a disclosure purely from
menory), regardl ess of whether the identical

i nformati on al so happens to be contained in the
agency's systens of records. The |eading case
articulating the "actual retrieval" and

"I ndependent know edge" concepts is Savarese V.
HEW 479 F. Supp. 304, 308 (N.D. Ga. 1979),
aff'd, 620 F.2d 298 (5th Cr. 1980) (unpublished
tabl e decision), where the court ruled that for
a disclosure to be covered by subsection (b),
"there nmust have initially been a retrieval from
the system of records which was at sone point a
source of the information." 479 F. Supp. at

308. In adopting this stringent "actual re-
trieval" test, the court in Savarese reasoned
that a nore relaxed rule could result in exces-
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sive governnmental liability, or an unworkable
requi renent that agency enpl oyees "have a pan-
sophic recall concerning every record within
every systemof records within the agency." 1d.

There are numerous subsection (b) cases that
foll ow Savarese and apply the "actual retrieval”
and "independent know edge" concepts in varying
factual situations. See, e.qg., Kline v. HHS
927 F.2d 522, 524 (10th Cir. 1991); Mnuel v. VA
Hosp., 857 F.2d 1112, 1119-20 (6th Cr. 1988);
Thomas v. United States Dep't of Energy, 719
F.2d 342, 344-46 (10th Cr. 1983); Boyd v. Sec-
retary of the Navy, 709 F.2d 684, 687 (11th Cir.
1983) (per curiam; Doyle v. Behan, 670 F.2d
535, 538-39 & n.5 (5th Gr. 1982) (per curiam;
Hanley v. United States Dep't of Justice, 623
F.2d 1138, 1139 (6th Cr. 1980) (per curian);
Fisher v. NIH 934 F. Supp. 464, 473-74 (D.D.C.
1996) (plaintiff failed to denonstrate that

i ndi vidual s who disclosed information | earned it
frominvestigatory file or through direct in-
vol venment in investigation), summary affirmnce
granted, No. 96-5252 (D.C. G r. Nov. 27, 1996);
Bal binot v. United States, 872 F. Supp. 546,
549-51 (C.D. Ill. 1994); Coakley v. United
States Dep't of Transp., No. 93-1420, slip op.
at 2-3 (D.D.C. Apr. 7, 1994); Swenson, No. S-87-
1282, slip op. at 11-19 (E.D. Cal. Mar. 10,
1994); G bbs v. Brady, 773 F. Supp. 454, 458
(D.D.C. 1991); MGegor v. Geer, 748 F. Supp.
881, 885-86 (D.D.C. 1990); Avant v. Postal
Serv., No. 88-T-173-S, slip op. at 4-5 (MD.
Ala. May 4, 1990); Howard v. Marsh, 654 F. Supp.
853, 855 (E.D. Mb. 1986); Krowitz v. USDA, 641
F. Supp. 1536, 1545 (WD. Mch. 1986), aff'd,
826 F.2d 1063 (6th Cr. 1987) (unpublished table
decision); Blanton v. United States Dep't of
Justice, No. 82-0452, slip op. at 4-5 (D.D.C
Feb. 17, 1984); Sanchez v. United States, 3
Gov't Disclosure Serv. (P-H) T 83,116, at
83,708-09 (S.D. Tex. Sept. 10, 1982); olliher
v. United States Postal Serv., 3 Gov't Disclo-
sure Serv. (P-H) T 83,114, at 83,703 (N.D. Onio
June 10, 1982); Thomas v. United States Dep't of
the Navy, No. C81-0654-L(A), slip op. at 2-3
(WD. Ky. Nov. 4, 1982), aff'd, 732 F.2d 156
(6th Gr. 1984) (unpublished table decision);

A berding v. DAD, 564 F. Supp. 907, 913 (S.D
lowa 1982), aff'd per curiam 709 F.2d 621 (8th
Cr. 1983); Balk v. United States Int'l Communi -
cations Agency, No. 81-0896, slip op. at 2-4
(D.D.C. May 7, 1982), aff'd, 704 F.2d 1293 (D.C
Cr. 1983) (unpublished table decision); Johnson
V. United States Dep't of the Air Force, 526 F
Supp. 679, 681 (WD. Ckla. 1980), aff'd, 703
F.2d 583 (Fed. Cir. 1981) (unpublished table
decision); Carin v. United States, 1 Gov't Dis-
closure Serv. (P-H) T 80,193, at 80, 491-92
(D.D.C. Aug. 5, 1980); Jackson v. VA, 503 F
Supp. 653, 655-57 (N.D. Il1. 1980); King v.
Califano, 471 F. Supp. 180, 181 (D.D.C. 1979);
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G eene v. VA No. C76-461-S, slip op. at 6-7
(MD.N.C July 3, 1978); see also Stephens v.
TVA, 754 F. Supp. 579, 582 (E.D. Tenn. 1990)
(comparing d berding and Jackson and noting
"confusion in the law with respect to whether
the Privacy Act bars the disclosure of personal
informati on obtained indirectly as opposed to
directly froma systemof records"); cf. Rice v.
United States, No. 96-0078, 1997 U. S. Dist.
LEXIS 11574, at **2-4, 16-18 (D.NM July 2,
1997) (quoting Thomas and finding that IRS s

di sclosure in two press releases of information
regarding plaintiff's crimnal trial and con-
viction of felony federal tax crines, and IRS s
i nform ng individual taxpayer that plaintiff
could no | onger represent himbefore IRS due to
conviction, were disclosures of information that
was gat hered by agency Public Affairs Speciali st
by attending plaintiff's trial and from public
docunents, not from agency "system of records")
(appeal pending); Viotti v. United States Air
Force, 902 F. Supp. 1331, 1338 (D. Colo. 1995)
("Section 552a(b) contenplates a system of rec-
ords' as being the direct or indirect source of
the information di scl osed" and al t hough agency
enpl oyee adm tted disclosure of information to
press "based on personal know edge," plaintiff
"was obligated to cone forward with sone evi -
dence indicating the existence of a triable is-
sue of fact as to the identity of the "indirect'
source" of disclosure to press); Mttleman, 919
F. Supp. at 469 (although no evi dence indicated
that there had been disclosure of information
about plaintiff, even assum ng there had been,
information at issue would not have been subject
to restrictions of Privacy Act because "it was a
belief . . . derived from conversations .

and whi ch was acquired i ndependent froma system
of records"); Doe v. United States Dep't of the
Interior, No. 95-1665, slip op. at 4-5 (D.D.C.
Mar. 11, 1996) (where plaintiff could "not show
that the breach [in confidentiality] stemmed
froman inproper disclosure of [his] records,"”
stating further that "[t]his is especially true
in light of the fact that several other enploy-
ees knew of, and could have told . . . of,
plaintiff's illness").

However, the Court of Appeals for the District
of Colunmbia Crcuit, in Bartel v. FAA 725 F.2d
1403, 1408-11 (D.C. Gr. 1984), suggested that
the "actual retrieval" standard is inapplicable
where a disclosure is undertaken by agency per-
sonnel who had a role in creating the record
that contains the released information. This
particul ar aspect of Bartel has been noted with
approval by several other courts. See Minuel,
857 F.2d at 1120 & n.1; Pilon v. United States
Dep't of Justice, 796 F. Supp. 7, 12 (D.D.C
1992) (denying agency's notion to dism ss or
alternatively for sunmmary judgnent where infor-
mati on "obviously steninmed] from confidenti al
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Departnent docunents and oral statenents derived
therefroni); Kassel v. VA 709 F. Supp. 1194,
1201 (D.N.H 1989); Cochran v. United States,

No. 83-216, slip op. at 9-13 (S.D. Ga. July 2,
1984), aff'd, 770 F.2d 949 (11th Gir. 1985);
Fitzpatrick v. IRS, 1 Gov't Disclosure Serv.
(P-H T 80,232, at 80,580 (N.D. Ga. Aug. 22,
1980), aff'd in part, vacated & remanded in
part, on other grounds, 665 F.2d 327 (11th G r.
1982). But cf. Abernethy v. IRS, 909 F. Supp.
1562, 1570 (N.D. Ga. 1995) (holding that alleged
statenents nmade to other I RS enpl oyees that
plaintiff was being investigated pertaining to
al | egations of EEO viol ations, assum ng they
were in fact made, did not violate the Act "be-
cause information allegedly disclosed was not
actually retrieved froma system of records”
even though individual alleged to have made such
statenents was sane individual who ordered in-
vestigation), aff'd, No. 95-9489 (11th Cir. Feb.
13, 1997).

In particular, the Court of Appeals for the
Ninth Crcuit recently held that an Adm nistra-
tive Law Judge for the Departnent of Health and
Human Services violated the Privacy Act when he
stated in an opinion that one of the parties
attorneys had been placed on a Performance Im
provenent Plan (PIP) while he was enpl oyed at
HHS- - despite the fact that there was no actual
retrieval by the ALJ--because, as the creator of
the PIP, the ALJ had personal know edge of the
matter. WIborn v. HHS, 49 F.3d 597, 600-02
(9th Cr. 1995). The Ninth Grcuit noted the
simlarity of the facts to those of Bartel and
hel d that " independent know edge,' gai ned by
the creation of records, cannot be used to side-
step the Privacy Act." 1d. at 601. Additional-
ly, it rejected the |ower court's reasoning that
not only was there no retrieval, but there was
no |l onger a record capable of being retrieved
because as the result of a grievance action, all
records relating to the PIP had been required to
be expunged fromthe agency's records and in
fact were expunged by the ALJ hinself. 1d. at
599-602. The Ninth Crcuit found the district
court's ruling "inconsistent wwth the spirit of
the Privacy Act," and stated that the "fact that
t he agency ordered expungenent of all inform-
tion relating to the PIP makes the ALJ's dis-
closure, if anything, nore rather than |ess

obj ectionable.” 1d. at 602.

2. Access and Anendnent: Subsections (d)(1)
and (d)(2)

One of Congress's underlying concerns in narrow
ly defining a "system of records"” appears to
have been efficiency--i.e., a concern that any
broader definition would require el aborate
cross-references anong records and/ or burdensone
hand- searches for records. See OVB Cuidelines,
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40 Fed. Reg. at 28,957; see al so Baker v. De-
partnent of the Navy, 814 F.2d 1381, 1385 (9th
Cr. 1987); Carpenter v. IRS, 938 F. Supp. 521,
522-23 (S.D. Ind. 1996).

Consistent with OQVB' s gui dance, nunerous courts
have hel d that, under subsection (d)(1), an in-
di vidual has no Privacy Act right of access to
his record if it is not indexed and retrieved by
his name or personal identifier. See WIllians
v. VA 104 F.3d 670, 673 (4th Cir. 1997); Manuel
v. VA Hosp., 857 F.2d 1112, 1116-17 (6th Cr.
1988); Baker, 814 F.2d at 1383-84; Cuccaro v.
Secretary of Labor, 770 F.2d 355, 360-61 (3d
Cr. 1985); Wen v. Heckler, 744 F.2d 86, 89
(10th Gr. 1984); Springnmann v. United States
Dep't of State, No. 93-1238, slip op. at 9 n.2
(D.D.C. Apr. 21, 1997); Fuller v. IRS, No. 96-
888, 1997 W. 191034, at **3-5 (WD. Pa. Mar. 4,
1997) (appeal pending); Carpenter, 938 F. Supp.
at 522-23; Qinn v. HHS, 838 F. Supp. 70, 76
(WD. N Y. 1993); Shewchun v. United States Cus-
toms Serv., No. 87-2967, slip op. at 3-4 (D.D.C.
Jan. 11, 1989); Bryant v. Departnent of the Ar
Force, No. 85-4096, slip op. at 4 (D.D.C. WNar
31, 1986); Fagot v. FDIC, 584 F. Supp. 1168,
1174-75 (D.P.R 1984), aff'd in part & rev'd in
part, 760 F.2d 252 (1st Cr. 1985) (unpublished
tabl e decision); Gachowv. United States Cus-
tons Serv., 504 F. Supp. 632, 634-36 (D.D. C
1980); Smertka v. United States Dep't of the
Treasury, 447 F. Supp. 221, 228 (D.D.C. 1978),
remanded on ot her grounds, 604 F.2d 698 (D. C
Cr. 1979); see also OVMB Guidelines, 40 Fed.
Reg. at 28,957 (giving exanples).

Li kew se, with regard to anendnent, severa
courts have ruled that where an individual's
record is being maintained allegedly in viola-
tion of subsection (e)(1) or (e)(5), the indi-
vi dual has no Privacy Act right to amend his
record, under subsection (d)(2), if it is not

i ndexed and retrieved by his nane or personal
identifier. See Baker, 814 F.2d at 1384-85
("the scope of accessibility and the scope of
amendnent are coextensive"); Pototsky v. Depart-
nent of the Navy, 717 F. Supp. 20, 22 (D. WMass.
1989) (follow ng Baker), aff'd per curiam 907
F.2d 142 (1st Cir. 1990) (unpublished table
decision); see also darkson v. IRS, 678 F.2d
1368, 1377 (11th Cr. 1982) (subsections (e)(1)
and (e)(5) apply only to records contained in
system of records).

However, with respect to access under subsection
(d)(1), and amendnent under subsection (d)(2),
several courts have cautioned that an agency's
pur poseful filing of records in a non-nane re-
trieved format, in order to evade those provi-
sions, will not be permtted. See, e.qg., Po-
totsky v. Departnment of the Navy, No. 89-1891,
slip op. at 2 (1st Cr. Apr. 3, 1990) (per curi-
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am; Baker, 814 F.2d at 1385; Kalmn v. Depart-
nent of the Navy, 605 F. Supp. 1492, 1495 n.5
(D.D.C. 1985); see also Manuel, 857 F.2d at 1120
("The Court does not want to give a signal to
federal agencies that they should evade their
responsibility to place records within their
"system of records' in violation of the
[Act].").

Followi ng the rationale of the Fifth Grcuit
Court of Appeals in Chapman v. NASA, 682 F.2d
526, 529 (5th Cir. 1982), several courts have
recogni zed a subsection (e)(5) duty to incorpor-
ate records into a systemof records (thus nak-

i ng them subject to access and anmendnent) where
such records are used by the agency in taking an
adverse action against the individual. See
MacDonal d v. VA, No. 87-544-ClV-T-15A, slip op.
at 2-5 (MD. Fla. Feb. 8, 1988); Lawence v.
Dol e, No. 83-2876, slip op. at 5-6 (D.D.C. Dec.
12, 1985); Waldrop v. United States Dep't of the
Air Force, 3 Gov't Disclosure Serv. (P-H)

7 83,016, at 83,453 (S.D. Ill. Aug. 5, 1981);

Nel son v. EECC, No. 83-C-983, slip op. at 6-11
(E.D. Ws. Feb. 14, 1984); cf. Mnuel, 857 F.2d
at 1117-19 (no duty to place records wthin sys-
tem of records where records "are not part of an
of ficial agency investigation into activities of
t he individual requesting the records, and where
the records requested do not have an adverse ef-
fect on the individual"). But cf. Gowan v. De-
partnment of the Air Force, No. 90-94, slip op.

at 7, 11, 13, 16, 30, 33 (D.N M Sept. 1, 1995)
(al though ultimately finding access cl ai mnoot,
stating that "personal notes and | egal research”
infile "marked "Ethics'" that was originally
kept in desk of Deputy Staff Judge Advocate but
that was later given to CGtimnal Mlitary Jus-
tice Section and used in connection with court
martial hearing were not in system of records
for purposes of either Privacy Act access or
accuracy lawsuit for damages) (appeal pending).
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3. Oher Aspects

The "system of records” threshold requirenent is
not necessarily applicable to all subsections of
the Act. See OVMB Guidelines, 40 Fed. Reg. at
28,952 (systemof records definition "limts the
applicability of some of the provisions of the
Act") (enphasis added). But see Privacy Conm s-
sion Report at 503-04 (assuming definition lim
its entire Act).

For exanple, in Albright v. United States, 631
F.2d 915, 918-20 (D.C. G r. 1980), the Court of
Appeal s for the District of Colunbia Grcuit
hel d that subsection (e)(7)--which restricts
agenci es from nmai ntai ni ng records descri bing how
an individual exercises his First Amendnent
rights--applies even to records not incorporated
into a systemof records. Albright involved a
chal | enge on subsection (e)(7) grounds to an
agency's mai ntenance of a vi deotape--kept in a
file cabinet in an envel ope that was not | abel ed
by any individual's nane--of a neeting between a
personnel officer and agency enpl oyees affected
by the officer's job reclassification decision.
Id. at 918. Relying on both the broad defini-
tion of "maintain" (5 U S.C. § 552a(a)(3)) and
the "special and sensitive treatnent accorded
First Amendnent rights,” the D.C. Circuit held
that the nmere collection of a record regarding
those rights could be a violation of subsection
(e)(7), regardl ess of whether the record was
contained in a systemof records retrieved by an
i ndi vidual's name or personal identifier. Id.
at 919-20.

Al bright's broad construction of subsection
(e)(7) has been adopted by several other courts.
See MacPherson v. IRS, 803 F.2d 479, 481 (9th
Cir. 1986); Boyd, 709 F.2d at 684; d arkson, 678
F.2d at 1373-77; Fagot, 584 F. Supp. at 1175.
Further, the Court of Appeals for the Eleventh
Crcuit in darkson, 678 F.2d at 1375-77, held
that, at least with respect to alleged viol a-
tions of subsection (e)(7), the Act's anmendnent
provi sion (subsection (d)(2)) also can apply to
a record not incorporated into a system of rec-
ords. However, Judge Tjoflat's concurring opin-
ion in Carkson intinmated that sonething nore
than a bare allegation of a subsection (e)(7)

vi ol ati on woul d be necessary in order for an
agency to be obligated to search beyond its sys-
tems of records for potentially offensive mate-
rials. 1d. at 1378-79.

Two district courts have gone even further. In
Connelly v. Conptroller of the Currency, 673 F
Supp. 1419, 1424 (S.D. Tex. 1987), rev'd on oth-
er_grounds, 876 F.2d 1209 (5th Gr. 1989), the
court construed the broad "any record" |anguage
contained in 5 US.C 8 552a(g)(1)(C to permt
a damages action arising froman allegedly inac-
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curate record that was not incorporated into a

system of records. 1In a subsequent opinion, the
court in Connelly went on to find a cause of ac-

tion under subsections (e)(5) and (g)(1)(C wth
regard to records not in a system Connelly v.
Conptroller of the Currency, No. H 84-3783, slip
op. at 3-4, 42-43 (S.D. Tex. June 3, 1991). 1In
Reuber v. United States, No. 81-1857, slip op.

at 5 (D.D.C. Cct. 27, 1982), partial summary
judgnment denied (D.D.C. Aug. 15, 1983), parti al
sunmary judgnent granted (D.D.C. Apr. 13, 1984),
subsequent decision (D.D.C. Sept. 6, 1984),
aff'd, 829 F.2d 133 (D.C. Gr. 1987), the court
relied on Albright for the proposition that sub-
sections (d)(2), (e)(1)-(2), (e)(5)-(7), and
(e)(10) all apply to a record not incorporated
into a systemof records. See also Fiorella v.
HEW 2 Gov't Disclosure Serv. (P-H) T 81, 363, at
81,946 n.1 (WD. Wash. Mar. 9, 1981) (noting

t hat subsections (e)(5) and (e)(7) "are parallel
in structure and would seemto require the sane
statutory construction"). But see Barhorst, 765
F. Supp. at 999-1000 (dism ssing on alternative
grounds Privacy Act clains under subsections
(b), (e)(1)-(3), (e)(5)-(6), and (e)(10) because
information found not in systemof records; in-
formation was retrieved by job announcenent num
ber, not by nanme or other identifying partic-

ul ar).

Al bright and its progeny establish that the
"system of records" I[imtation on the scope of
the Act is not uniformy applicable to all of
the statute's subsections. As is apparent from
t he above di scussion, there is sone uncertainty
about which particul ar subsections of the stat-
ute are limted to records contained in a "sys-
tem of records.”

CONDI T1 ONS OF DI SCLOSURE TO THI RD PARTI ES

A. The "No Disclosure Wthout Consent" Rule

"No agency shall disclose any record which is contained in
a systemof records by any nmeans of comrunication to any
person, or to another agency, except pursuant to a witten
request by, or with the prior witten consent of, the in-
dividual to whomthe record pertains [subject to 12 excep-
tions]." 5 U S.C. § 552a(h).

coment -- A "disclosure" can be by any neans of communi -
cation--witten, oral, electronic, or nechani-
cal. See OVMB Cuidelines, 40 Fed. Reg. 28, 948,
28,953 (1975).

A plaintiff has the burden of denonstrating that
a disclosure by the agency has occurred. See,
e.qg., Askew v. United States, 680 F.2d 1206,
1209-11 (8th Cr. 1982); Zerilli v. Smith, 656
F.2d 705, 715-16 (D.C. Gir. 1981).
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It has frequently been held that a "discl osure"
under the Privacy Act does not occur if the com
muni cation is to a person who is already aware
of the information. See, e.qg., Quinn v. Stone,
978 F.2d 126, 134 (3d Cir. 1992) (dictum; Kline
v. HHS, 927 F.2d 522, 524 (10th Cir. 1991); Hol -

lis v. United States Dep't of the Arny, 856 F.2d
1541, 1545 (D.C. Cr. 1988); Reyes v. Supervisor
of DEA, 834 F.2d 1093, 1096 n.1 (1st Cr. 1987);
Schowengerdt v. General Dynam cs Corp., 823 F.2d
1328, 1341 (9th Gr. 1987); Pellerin v. VA 790
F.2d 1553, 1556 (11th Cr. 1986); FD C v. Dye,
642 F.2d 833, 836 (5th Cir. 1981); Ash v. United
States, 608 F.2d 178, 179 (5th Cr. 1979); Sul -
livan v. United States Postal Serv., 944 F.

Supp. 191, 196 (WD.N. Y. 1996); Viotti v. United
States Air Force, 902 F. Supp. 1331, 1337 (D
Col 0. 1995); Abernethy v. IRS, 909 F. Supp.

1562, 1571 (N.D. Ga. 1995), aff'd, No. 95-9489
(11th Gr. Feb. 13, 1997); Kassel v. VA 709 F
Supp. 1194, 1201 (D.N.H 1989); Krowitz v. USDA
641 F. Supp. 1536, 1545 (WD. M ch. 1986),

aff'd, 826 F.2d 1063 (6th Cr. 1987) (unpub-
|ished table decision); Golliher v. United
States Postal Serv., 3 Gov't Disclosure Serv.

1 83,114, at 83,702 (N.D. Chio June 10, 1982);
King v. Califano, 471 F. Supp. 180, 181 (D.D.C.
1979); Harper v. United States, 423 F. Supp.

192, 197 (D.S.C. 1976); see also Loma Linda
Community Hosp. v. Shalala, 907 F. Supp. 1399,
1404-05 (C. D. Cal. 1995) (policy underlying Pri-
vacy Act of protecting confidential information
fromdisclosure not inplicated by rel ease of
informati on health care provider had al ready
recei ved through patients' California "Mdi-Cal"
cards); Omens v. MSPB, No. 3-83-0449-R, slip op.
at 2-3 (N.D. Tex. Sept. 14, 1983) (mailing of
agency decision affirm ng enpl oyee's renoval to
his fornmer attorney held not a "disclosure" as
"attorney was famliar with facts of [enploy-
ee's] clain and "no new i nformati on was di s-
closed to hint).

However, the Court of Appeals for the District
of Colunmbia Crcuit recently clarified that this
princi ple does not apply to all dissem nations
of protected records to individuals with prior
know edge of their existence or contents. Pilon
V. United States Dep't of Justice, 73 F.3d 1111
1117-24 (D.C. Gr. 1996). In Pilon, the D.C
Circuit held that the Justice Departnent's
transm ssion of a Privacy Act-protected record
to a forner enployee of the agency constituted a
"di scl osure” under the Privacy Act, even though
the recipient had cone "into contact with the
[record] in the course of his duties" while an
enpl oyee. 1d. The Court's "review of the Pri-
vacy Act's purposes, legislative history, and
integrated structure convince[d it] that Con-
gress intended the term “disclose" to apply in
virtually all instances to an agency's unaut hor-
ized transm ssion of a protected record, regard-
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| ess of the recipient's prior famliarity with
it." 1d. at 1124.

In an earlier case, Hollis v. United States
Dep't of the Army, 856 F.2d 1541 (D.C. Cir.
1988), the D.C. Grcuit had held that the re-

| ease of a sunmmary of individual child-support
paynments previously deducted fromplaintiff's
salary and sent directly to his ex-wfe, who had
requested it for use in pending litigation, was
not an unlawful disclosure under the Privacy Act
as she, being the designated recipient of the
chi | d-support paynents, already knew what had
been remtted to her. 1d. at 1545. In Pilon,
the DC. Grcuit reconciled its opinion in Hol-
lis by "declin[ing] to extend Hollis beyond the
limted factual circunstances that gave rise to
it," 73 F.3d at 1112, 1124, and holding that:

[ Al n agency's unaut horized rel ease of
a protected record does constitute a
di scl osure under the Privacy Act ex-
cept in those rare instances, |like
Hollis, where the record nerely re-
flects information that the agency has
previously, and |lawfully, dissem nated
out side the agency to the recipient,
who is fully able to reconstruct its
materi al contents.

Id. at 1124; cf. Gsborne v. United States Postal

Serv., No. 94-30353, slip op. at 2-4, 6-11 (N D
Fla. May 18, 1995) (assumi ng w thout discussion
that disclosure of plaintiff's injury-conpensa-
tion file to retired enpl oyee who had prepared
file constituted "disclosure"” for purposes of
Privacy Act).

A few courts, though, have extended the princi-
ple that there is no "disclosure” to rule that
the rel ease of previously published or publicly
avai l able information is not a Privacy Act "dis-
cl osure"--regardl ess of whether the particular
persons who received the informati on were aware
of the previous publication. See EDIC v. Dye,
642 F.2d at 836; Lee v. Dearnent, No. 91-2175,
slip op. at 4 (4th Gr. June 3, 1992); Gowan V.
Departnent of the Air Force, No. 90-94, slip op.
at 32 (DN M Sept. 1, 1995) (appeal pending);
Smth v. Continental Assurance Co., No. 91-C
0963, 1991 W. 164348, at *5 (N.D. IIl. Aug. 22,
1991); Friedlander v. United States Postal
Serv., No. 84-0773, slip op. at 8 (D.D.C. Cct.
16, 1984); King, 471 F. Supp. at 181. But see
Quinn, 978 F.2d at 134 (hol ding that rel ease of
information that is "nerely readily accessible"
to public "is a disclosure under 552a(b)"); cf.
Pilon v. United States Dep't of Justice, 796 F
Supp. 7, 11-12 (D.D.C. 1992) (rejecting argunent
that information was already public and there-
fore could not violate Privacy Act where agency
had republished statenent that was previously
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publicly disavowed as fal se by agency). The
Court of Appeals for the District of Colunbia
Circuit had recognized in dictumthat other
courts had so held, and perhaps had indicated a
willingness to go that far. Hollis, 856 F.2d at
1545 (hol ding that disclosure did not violate
Privacy Act because recipient of information was
al ready aware of it, but stating that "[o]ther
courts have echoed the sentinent that when a re-
| ease consists nerely of information to which
the general public already has access, or which
the recipient of the rel ease already knows, the
Privacy Act is not violated").

However, the D.C. Circuit's nore recent hol di ng
in Pilon v. United States Dep't of Justice, 73
F.3d 1111 (D.C. Gr. 1996), discussed above,
seens to foreclose such a possibility. 1In
Pilon, the D.C. Grcuit further held that even
under the narrow Hollis interpretation of "dis-
close,” the agency would not be entitled to sum
mary judgnent because it had "failed to adduce
sufficient evidence that [the recipient of the
record] renenbered and coul d reconstruct the
docunent's material contents in detail at the
tinme he received it." 73 F.3d at 1124-26.
Nevertheless, the D.C. Circuit in Pilon noted
that "[t]his case does not present the question
of whether an agency may . . . release a docu-
ment that has already been fully aired in the
public domain through the press or sone other
means" but that "the Privacy Act approves those
di scl osures that are "required under the [FO A]
and that under various FO A exenpti ons,
prior publication is a factor to be considered
in determ ni ng whet her a docunent properly is to
be released.” 1d. at 1123 n.10. Furthernore,
t hough, and consistent with the DDC. Grcuit's
note in Pilon, one mght argue that to say that
no "disclosure" occurs for previously published
or public information is at |east sonewhat in-
consistent with the Suprene Court's decision in
United States Departnment of Justice v. Reporters

Comm ttee for Freedomof the Press, 489 U. S 749,
762-71 (1989), which held that a privacy inter-
est can exist, under the FOA, in publicly

avai |l abl e--but "practically obscure"--infornma-
tion, such as a crimnal history record. Cf.
Finley v. National Endownent for the Arts, 795
F. Supp. 1457, 1468 (C.D. Cal. 1992) (alleged

di scl osure of publicly available information
states claimfor relief under Privacy Act; rec-
ogni zing Reporters Committee).

The Act's legislative history indicates that a
court is not a "person" or "agency" within the
meani ng of subsection (b), and that the Act was
"not designed to interfere with access to infor-
mation by the courts.” 120 Cong. Rec. 36, 967
(1974), reprinted in Source Book at 958-59.
However, the public filing of records with a
court, during the course of litigation, does
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constitute a subsection (b) disclosure. See
Lani ngham v. United States Navy, No. 83-3238,
slip op. at 2-3 (D.D.C. Sept. 25, 1984), sunmary
judgnent granted (D.D.C. Jan. 7, 1985), aff'd
per curiam 813 F.2d 1236 (D.C. Gr. 1987); Ct-
izens Bureau of Investigation v. FBI, No. 78-60,
slip op. at 2-3 (N.D. Onio Dec. 14, 1979); cf.
Schwartz v. United States Dep't of Justice, No.
94 CIV. 7476, 1995 W. 675462, at *8 (S.D.N.Y.
Nov. 14, 1995) (plaintiff "waived any privacy
interest” in record "through his own voluntary
di sclosure of its contents in these [court]
proceedi ngs"), aff'd, 101 F.3d 686 (2d Cr

1996) (unpublished table decision). According-
Iy, any such public filing nust be undertaken
wth witten consent or in accordance with ei-
ther the subsection (b)(3) routine use exception
or the subsection (b)(11) court order exception,
bot h di scussed bel ow.

Often during the course of litigation, an agency
w Il be asked to produce Privacy Act-protected
informati on pursuant to a di scovery request by
an opposing party. An agency in receipt of such
a request nust object on the ground that the
Privacy Act prohibits disclosure. Although
courts have unaninmously held that the Privacy
Act does not create a discovery privilege, see
Laxalt v. Mcd atchy, 809 F.2d 885, 888-90 (D.C
Cr. 1987); Wahkee v. Norton, 621 F.2d 1080,
1082 (10th G r. 1980); Forrest v. United States,
No. 95-3889, 1996 W. 171539, at *2 (E.D. Pa.
Apr. 11, 1996); Ford Motor Co. v. United States,
825 F. Supp. 1081, 1083 (Ct. Int'l Trade 1993);
Cavir v. United States, 84 F.R D. 612, 614
(S.D.N.Y. 1979); cf. Baldrige v. Shapiro, 455
U S. 345, 360-62 (1982) (Census Act constitutes
privilege because it "enbod[ies] explicit con-
gressional intent to preclude all disclosure"),
an agency can di sclose Privacy Act-protected
records only as permtted by the Act. The nost
appropriate nethod of disclosure in this situa-
tion is pursuant to a (b)(11) court order. See
generally Doe v. Di Genova, 779 F.2d 74 (D.C

Cr. 1985); Doe v. Stephens, 851 F.2d 1457 (D.C
Cr. 1988) (both discussed bel ow under subsec-
tion (b)(11)). Indeed, the courts that have
rejected the Privacy Act as a discovery privi-

| ege have pointed to subsection (b)(11)'s allow
ance for court-ordered disclosures in support of
their holdings. See Laxalt, 809 F.2d at 888-89;
Weahkee, 621 F.2d at 1082; Forrest, 1996 W
171539, at *2; Ford Motor Co., 825 F. Supp. at
1082-83; davir, 84 F.R D. at 614; see also
Tootle v. Seaboard Coast Line RR Co., 468 So.
2d 237, 239 (Fla. Dist. C. App. 1984) (recog-
nizing that privacy interests in that case "nust
give way to the function of the discovery of
facts" and that subsection (b)(11) provides the
mechani sm for disclosure); cf. Alford v. Todco,
No. ClV-88-731E, slip op. at 4-5 (WD.NY. June
12, 1990) ("Even assuming the Privacy Act sup-
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plies a statutory privilege . . . the plaintiff
has wai ved any such privilege by placing his
physi cal condition at issue"; ordering produc-
tion of records).

On the other hand, when an agency w shes to nmake
an affirmative disclosure of information during
[itigation it may either rely on a routine use
permtting such disclosure or seek a court or-
der. Because the Privacy Act does not consti-
tute a statutory privilege, agencies need not
worry about violating or waiving such a privi-

| ege when disclosing informati on pursuant to
subsections (b)(3) or (b)(11). Cf. Mangino v.
Departnment of the Arny, No. 94-2067, 1994 W
477260, at **5-6 (D. Kan. Aug. 24, 1994) (find-
ing that disclosure to court was appropriate
pursuant to agency routine use and stating that
to extent Privacy Act created privilege, such
privilege was wai ved by plaintiff when he placed
his records at issue); Lemasters v. Thonson, No.
92 C 6158, 1993 U.S. Dist. LEXIS 7513, at **3-8
(N.D. 1ll. June 3, 1993) (same finding as in
Mangi no, despite fact that "court ha[d] not |o-
cated" applicable routine use). For further

di scussions of disclosures during litigation,
see di scussions of subsections (b)(3) and
(b)(11), bel ow

By its owmn terns, subsection (b) does not pro-

hi bit an agency fromrel easing to an indivi dual
his own record, contained in a system of records
retrieved by his name or personal identifier, in
response to his "first-party" access request un-
der subsection (d)(1). However, as is discussed
bel ow under "Individual's R ght of Access," one
exception to this point could conceivably arise
in the first-party access context where a record
is al so about another individual and is "dually
retrieved." Such a position has been rejected,

t hough, by the only court to consider it. See
Topuridze v. USIA, 772 F. Supp. 662, 665-66
(D.D.C. 1991).

Addi tionally, although it my seem sel f-evident,
the factual pattern in one case caused a court
to explicitly hold that an agency cannot be sued
for disclosures which an individual nakes him
self. Abernethy, 909 F. Supp. at 1571 (plain-
tiff had inforned enpl oyees that he was being
removed fromhis position as their supervisor
and reason for his renoval).

The Act does not define "witten consent.” Im
plied consent has been held to be insufficient.
See Taylor v. Or, No. 83-0389, slip op. at 5
n.6 (D.D.C. Dec. 5, 1983) ("[i]nplied consent is
never enough" as the Act's protections "would be
seriously eroded if plaintiff's witten subm s-
sion of [soneone's] nanme were construed as a
voluntary witten consent to the disclosure of
her [nmedical] records to hinf). But see OVB
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Gui del i nes, 40 Fed. Reg. 56,741, 56,742 (1975)
(consent may be inplied when responding to in-
quiry from Menber of Congress acting on basis of
witten request for assistance fromconstitu-
ent); Pellerin, 790 F.2d at 1556 (applying doc-
trine of "equitable estoppel”™ to bar individual
from conpl ai ning of disclosure of his record to
congressnen "when he requested their assistance
in gathering such information") (distinguished
in Swenson v. United States Postal Serv., 890
F.2d 1075, 1077-78 (9th Gr. 1989)); cf. Baitey
v. VA No. 8:Cv89-706, slip op. at 5 (D. Neb.
June 21, 1995) ("at a mininmum the phrase "wit-
ten consent' necessarily requires either (1) a
medi cal authorization signed by [plaintiff] or
(2) conduct which, coupled with the unsigned au-
thori zation, supplied the necessary witten con-
sent for the disclosure").

The scope of express consent, however, cannot

be "so vague or general that it is questionable
whet her [the individual] knew what he was au-
thorizing or whether the [agency] knew what doc-
uments it could lawfully release.” Perry v.
EBI, 759 F.2d 1271, 1276 (7th Cr. 1985), rev'd
en _banc on other grounds, 781 F.2d 1294 (7th
Cir. 1986); see also Anerican Fed'n of Gov't
Enpl oyees v. United States R R Retirenent Bd.,
742 F. Supp. 450, 457 (N.D. IIl. 1990) (SF-86
"rel ease form' held overbroad and contrary to
subsection (b)); Taylor, No. 83-0389, slip op.
at 5n.6 (DD.C Dec. 5, 1983) ("It is not un-
reasonable to require that a witten consent to
di scl osure address the issue of such disclosure
and refer specifically to the records permtted
to be disclosed."); Thomas v. VA, 467 F. Supp.
458, 460 n.4 (D. Conn. 1979) (consent held ade-
guate as it was both agency- and record-specif-
ic); cf. Doe v. GSA, 544 F. Supp. 530, 539-41
(D. Md. 1982) (authorization which was neither
record- nor entity-specific was insufficient
under GSA's own internal interpretation of Pri-
vacy Act). The OMB Quidelines caution that "the
consent provision was not intended to permt a
bl anket or open-ended consent cl ause, i.e., one
whi ch woul d permit the agency to disclose a rec-
ord wthout limt," and that, "[a]t a m ni num
the consent clause should state the general pur-
poses for, or types of recipients[ to,] which

di scl osure may be nade." 40 Fed. Reg. at

28, 954.

In light of the D.C. Circuit's decision in Sum
ners v. United States Dep't of Justice, 999 F. 2d
570, 572-73 (D.C. Gr. 1993), agencies whose
regul ations require that privacy waivers be no-
tarized to verify identity nust also accept dec-
larations in accordance with 28 U S.C. 8§ 1746
(1994) (i.e., an unsworn decl aration subscri bed
to as true under penalty of perjury). See,

e.g., Revised Departnment of Justice Freedom of

I nfformati on Act and Privacy Act Regul ations, 62
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Fed. Reg. 45,184, 45,192 (1997) (to be codified
at 28 CF.R pt. 16) (proposed August 26, 1997).

B. Twelve Exceptions to the "No Di sclosure Wthout Consent”
Rul e

Note that with the exception of disclosures under subsec-
tion (b)(2) (see discussion below), disclosures under the
foll ow ng exceptions are perm ssive, not mandatory. See
OMB Gui delines, 40 Fed. Reg. at 28, 953.

1. 5 US C 8§ 552a(b)(1) ("need to know' wi thin agency)

"to those officers and enpl oyees of the agency which
mai ntai ns the record who have a need for the record in
the performance of their duties.”

comment -- This "need to know' exception authorizes the

intra-agency disclosure of a record for nec-
essary, official purposes. See OMB Qi de-
lines, 40 Fed. Reg. 28,948, 28,950-01
(1975); 120 Cong. Rec. 36,967 (1974), re-
printed in Source Book at 958 (recogni zing
propriety of "need to know' di scl osures be-
tween Justice Departnent conponents).

I ntra-agency di scl osures for inproper pur-
poses wi Il not be condoned. See, e.q.,
Parks v. IRS, 618 F.2d 677, 680-81 & n.1
(10th G r. 1980) (publication of nanes of
enpl oyees who did not purchase savi ngs
bonds, "for solicitation purposes,” held im
proper); MacDonald v. VA No. 87-544-Cl V-T-
15A, slip op. at 8-9 (MD. Fla. July 28,
1989) (disclosure of counseling nenorandum
in "callous attenpt to discredit and injure"
enpl oyee held inproper); Koch v. United
States, No. 78-273T, slip op. at 1-2 (WD
Wash. Dec. 30, 1982) (letter of term nation
posted in agency's entrance hallway held im
proper); Sm gelsky v. United States Postal
Serv., No. 79-110-RE, slip op. at 3-4 (D

O. Cct. 1, 1982) (publication of enployees
reasons for taking sick | eave held inprop-
er); Fitzpatrick v. IRS, 1 Gov't Disclosure
Serv. (P-H) f 80,232, at 80,580 (N.D. Ga.
Aug. 22, 1980) (disclosure of fact that em
pl oyee's absence was due to "nental prob-

| ems” held inproper; "quelling runors and
gossip [and] satisfying curiosity is not to
be equated with a need to know'), aff'd in
part, vacated & remanded in part, on other
grounds, 665 F.2d 327 (11th Cr. 1982).

The cases are replete wth exanples of prop-
er intra-agency "need to know' di scl osures.
See, e.g., Muwunt v. United States Postal
Serv., 79 F.3d 531, 533-34 (6th Cr. 1996)
(disclosure of information in plaintiff's
medi cal records to other enployees "with
responsi bilities for making enpl oynent
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and/ or disciplinary decisions regarding
plaintiff"; "In light of the questions sur-
rounding plaintiff's nmental stability, each
had at | east an arguable need to access the
information in plaintiff's nedical rec-
ords."); Britt v. Naval lnvestigative Serv.,
886 F.2d 544, 549 n.2 (3d Cir. 1989) (dis-
cl osure of investigative report to command-
ing officer approved "since the Reserves

m ght need to reevaluate Britt's access to
sensitive information or the level of re-
sponsibility he was accorded"); Covert v.
Harrington, 876 F.2d 751, 753-54 (9th Cr
1989) (disclosure of security questionnaires
to I nspector General for purpose of detect-
ing fraud); Daly-Mirphy v. Wnston, 837 F.2d
348, 354-55 (9th G r. 1988) (disclosure of

| etter suspending doctor's clinical privi-

| eges to participants in peer-review pro-
ceeding); Lukos v. IRS, No. 86-1100, slip
op. at 2-3 (6th Cir. Feb. 12, 1987) (disclo-
sure of enployee's arrest record to supervi-
sor for purpose of evaluating his conduct
and to effect discipline); Howard v. Marsh,
785 F.2d 645, 647-49 (8th Gr. 1986) (dis-
cl osure of enployee's personnel records to
agency attorney and personnel specialist for
pur pose of preparing response to discrimna-
tion conplaint); Hernandez v. Al exander, 671
F.2d 402, 410 (10th Cr. 1982) (disclosure
of enployee's EEO files to personnel advi -
sors for purpose of determ ning whether per-
sonnel action should be taken agai nst em

pl oyee); Gogan v. IRS, 3 Gov't Disclosure
Serv. (P-H) ¢ 82,385, at 82,977-78 (4th Cr.
Mar. 22, 1982) (disclosure of questionable

i ncone tax returns prepared by professional
tax preparer while he was I RS enpl oyee to

| RS exam ners for purpose of alerting them
to possible irregularities); Beller v. Md-
dendorf, 632 F.2d 788, 798 n.6 (9th Cir.
1980) (disclosure of record revealing ser-
vi ceman' s honosexual ity by Naval I|nvestiga-
tive Service to commandi ng officer for pur-
pose of reporting "a ground for discharging
sonmeone under his conmand”); Porter v. Unit-

ed States Postal Serv., No. CV595-30, slip
op. at 23-24 (S.D. Ga. July 24, 1997) (dis-
cl osure of enployee's nedical records to su-
pervi sory personnel in order to "figure out
exactly what |evel of duty [enployee] was
fit and able to perform') (appeal pending);
Jones v. Departnent of the Air Force, 947 F
Supp. 1507, 1515-16 (D. Colo. 1996) (Air
Force investigator's review of plaintiff's
medi cal and nental health records and publi -
cation of statenments about the records in
report of investigation conpiled in prepara-
tion for plaintiff's court-martial, which
was distributed to certain Air Force person-
nel); Miotti v. United States Air Force, 902
F. Supp. 1331, 1337 (D. Colo. 1995) (disclo-
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sure by general to academ c departnent staff
that he was renoving acting head of depart-
ment because he had | ost confidence in his

| eader shi p; subsequent disclosure by new
head of departnent to departnment staff of
sanme i nformation regardi ng renoval of prior
departnment head); Abernethy v. IRS, 909 F
Supp. 1562, 1570-71 (N.D. Ga. 1995) ("[in-
vestigatory] panel's review of Plaintiff's
performance appraisals was not a violation
of the Privacy Act because the nenbers had a
need to know the contents of the apprais-

al s"; nmenber of panel that recommended t hat
plaintiff be renmoved from managenent in re-
sponse to EEO i nformal class conplaint "had
a need to know the contents of the [EEQ
conplaint file"), aff'd, No. 95-9489 (1l1th
Cr. Feb. 13, 1997); Magee v. United States
Postal Serv., 903 F. Supp. 1022, 1029 (WD
La. 1995) (disclosure of enployee's nedical
report follow ng fitness-for-duty exam na-
tion to Postmaster of Post O fice where em
pl oyee worked to determ ne whether plaintiff
could performessential functions of job and
to Postmaster's supervisor who was to revi ew
Post master's decision), aff'd, 79 F.3d 1145
(5th Gr. 1996) (unpublished table deci-
sion); McNeill v. IRS, No. 93-2204, slip op.
at 5-6 (D.D.C. Feb. 7, 1995) (disclosures
made to Treasury Departnent's Equal Enpl oy-
ment Cpportunity (EEO personnel in course
of their investigation of EEO all egations
initiated by plaintiff); Harry v. United
States Postal Serv., 867 F. Supp. 1199, 1206
(MD. Pa. 1994) (disclosure fromone inter-
nal subdivision of Postal Service to anoth-
er--the Inspection Service (Inspector Cener-
al )--whi ch was conducting an investigation);
Hass v. United States Air Force, 848 F

Supp. 926, 932 (D. Kan. 1994) (disclosure of
mental health evaluation to officers who ul -
timately nmade decision to revoke plaintiff's
security clearance and di scharge her); Lach-
ennyer v. Frank, No. 88-2414, slip op. at 3-
4 (C.D. Ill. July 16, 1990) (disclosure of

i nvestigative report, referencing enpl oyee's
adm ssion that he had been treated for alco-
hol abuse, to supervisor); Wllians v. Reil-
ly, 743 F. Supp. 168, 175 (S.D.N. Y. 1990)
(adm ssion of drug use disclosed by the Na-
val Investigative Service to plaintiff's em
pl oyer, the Defense Logistics Agency); Ben-
gle v. Reilly, No. 88-587, slip op. at 16
(D.D.C. Feb. 28, 1990) (disclosure to per-
sonnel consulted by enpl oyee's supervisors
in order to address enployee's conplaints);
Gass v. United States Dep't of Energy, No.
87-2205, slip op. at 2 (D.D.C. Cct. 29,
1988) (disclosure to "officials or counsel
for the agency for use in the exercise of
their responsibility for managenent of the
agency or for defense of litigation initiat-
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ed by plaintiff"); Krowtz v. USDA, 641 F.
Supp. 1536, 1545-46 (WD. Mch. 1986) (de-
tails of enployee's perfornmance status dis-
cl osed to other personnel who were assigned
to assist plaintiff), aff'd, 826 F.2d 1063
(6th Gr. 1987) (unpublished table deci-
sion); Marcotte v. Secretary of Defense, 618
F. Supp. 756, 763 (D. Kan. 1985) (disclosure
of "tal king paper"” chronicling officer's at-
tenpts to correct effectiveness ratings to

| nspector CGeneral for purpose of responding
to officer's challenge to "staff advi so-
ries"); Nutter v. VA, No. 84-2392, slip op.
at 8-9 (D.D.C. July 9, 1985) (disclosure of
record reflecting enployee's inpending in-
dictment to personnel responsible for re-
sponding to public and press inquiries);
Brooks v. Grinstead, 3 Gov't Disclosure
Serv. (P-H ¢ 83,054, at 83,551-53 (E. D. Pa.
Dec. 12, 1982) (disclosure of enployee's se-
curity file to supervisor for purpose of as-
certaining enployee's trustworthiness); Car-
inv. United States, 1 Gov't Disclosure
Serv. (P-H) f 80,193, at 80,492 & n.1
(D.D.C. Aug. 5, 1980) (disclosure of enploy-
ee's EEO conplaint to other enployees during
grievance process); Lydia R v. United
States Arny, No. 78-069, slip op. at 3-6
(D.S.C. Feb. 28, 1979) (disclosure of derog-
atory information fromenployee's file to

of ficer for purpose of determ ning appropri-
at eness of assigning enployee to particul ar
position).

Al t hough subsection (b)(1) permts disclo-
sure only to "those officers and enpl oyees
of the agency which maintains the record,”
two courts have upheld a disclosure to a
contractor who serves the function of an
agency enpl oyee. See Coakley v. United
States Dep't of Transp., No. 93-1420, slip
op. at 3 (D.D.C. Apr. 7, 1994) (hol ding that
EEO i nvesti gator who was i ndependent con-
tractor "nmust be considered an enpl oyee of
DOT for Privacy Act purposes” and that dis-
cl osure of information by fornmer Departnent
enpl oyee to contractor, "[g]iven that the

di scl osure in question occurred in connec-
tion with an official agency investigation

. must be considered an intra-agency
communi cation under the Act"); Hulett v.
Departnent of the Navy, No. TH 85-310-C
slip op. at 3-4 (S.D. Ind. Cct. 26, 1987)
(rel ease of nedical and personnel records to
contractor/psychiatrist for purpose of as-
sisting himin performng "fitness for duty"
exam nation), aff'd, 866 F.2d 432 (7th Gr
1988) (unpublished table decision). Another
court, however, has held to the contrary on
facts nearly identical to those in Hulett.
Taylor v. Or, No. 83-0389, slip op. at 6-8
(D.D.C. Dec. 5, 1983).
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2.

OMB has informally advised agencies that,
consistent wwth Taylor v. Or, a subsection
(m contractor is not an "enpl oyee" for pur-
poses of subsection (b)(1). (Subsection (m
of the Privacy Act is discussed further un-
der "CGovernnent Contractors," below. ) How
ever, the OVB Cuidelines note that "novenent
of records between personnel of different
agencies may in sone instances be viewed as
i ntra-agency disclosures if that novenent is
in connection with an inter-agency support
agreenent." OWVB Cuidelines, 40 Fed. Reg. at
28, 954.

5 US. C 8§ 552a(b)(2) (required FO A di scl osure)

"requi red under section 552 of this title."

conment

-- The point of this exception is that the Pri-

vacy Act never prohibits a disclosure that

t he Freedom of Information Act actually re-
guires. See Geentree v. United States Cus-
tons Serv., 674 F.2d 74, 79 (D.C. Cr. 1982)
(subsection (b)(2) "represents a Congres-
sional mandate that the Privacy Act not be
used as a barrier to FO A access").

Thus, if an agency is in receipt of a FOA
request for information about an individual
that is contained in a system of records and
that is not properly wthhol dabl e under any
FO A exenption, then it follows that the
agency is "required under Section 552 of
this title" to disclose the information to
the FO A requester. This would be a perm s-
si bl e subsection (b)(2) disclosure. How
ever, if a FOA exenption--typically, Exenp-
tion 6 or Exenption 7(C)--applies to a Pri-
vacy Act-protected record, the Privacy Act
prohi bits an agency from maki ng a "di scre-
tionary" FO A rel ease because that disclo-
sure woul d not be "required" by the FO A

wi thin the neani ng of subsection (b)(2).
See, e.g., DOD v. FLRA, 510 U S. 487, 502
(1994); United States Dep't of the Navy v.
FLRA, 975 F.2d 348, 354-56 (7th G r. 1992);
DOD v. FLRA, 964 F.2d 26, 30 n.6 (D.C. Cir
1992); Andrews v. VA, 838 F.2d 418, 422-24 &
n.8 (10th GCir. 1988); Robbins v. HHS, No.
1:95-¢cv-3258, slip op. at 2-9 (N.D. Ga. Aug.
13, 1996), aff'd, No. 96-9000 (11th Cir

July 8, 1997); Kassel v. VA 709 F. Supp.
1194, 1199-1200 (D.N.H 1989); Howard v.
Marsh, 654 F. Supp. 853, 855-56 (E.D. M.
1986); Florida Med. Ass'n v. HEW 479 F.
Supp. 1291, 1305-07 (MD. Fla. 1979); Provi-
dence Journal Co. v. FBI, 460 F. Supp. 762,
767 (D.R 1. 1978), rev'd on other grounds,
602 F.2d 1010 (1st Cir. 1979); Phil adel phia
Newspapers, Inc. v. United States Dep't of
Justice, 405 F. Supp. 8, 10 (E.D. Pa. 1975);
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see also OMB Cuidelines, 40 Fed. Reg.
28,948, 28,954 (1975).

In United States Departnent of Justice v.
Reporters Committee for Freedom of the
Press, 489 U. S. 749, 762-75 (1989), the
Suprene Court significantly expanded the
breadt hs of FO A Exenptions 6 and 7(C). The
Court ruled that a privacy interest may ex-
ist in publicly avail able information--such
as the crimnal history records (rap sheets)
there at issue--where the information is
"practically obscure.” 1d. at 764-71. Even
nore significantly, the Court held that the
identity of the FO A requester, and any so-
cially useful purpose for which the request
was made, are not to be considered in eval -
uating whether the "public interest"” would
be served by disclosure. 1d. at 771-75.

The Court determ ned that the magnitude of
the public interest side of the bal ancing
process can be assessed only by reference to
whet her di scl osure of the requested records
directly advances the "core purpose" of the
FO A--to shed light on the operations and
activities of the governnent. 1d. at 774-
75.

In Iight of Reporters Commttee, personal
information of the sort protected by the
Privacy Act is less likely to be "required"
to be disclosed under the FOA, wthin the
meani ng of subsection (b)(2). Specifically,
where an agency determ nes that the only
"public interest"” that would be furthered by
a disclosure is a nonqualifying one under
Reporters Committee (even where it believes
t hat di scl osure would be in furtherance of
good public policy generally), it no |onger
may bal ance in favor of disclosure under the
FO A and therefore disclosure will be pro-
hi bited under the Privacy Act--unless

aut hori zed by another Privacy Act exception
or by witten consent. See, e.qg., DOD v.
FLRA, 510 U. S. at 497-502 (declining to
"inmport the policy considerations that are
made explicit in the Labor Statute into the
FO A Exenption 6 bal anci ng anal ysi s" and,
follow ng the principles of Reporters

Comm ttee, holding that honme addresses of
bargai ning unit enpl oyees are covered by
FO A Exenption 6 and thus that Privacy Act
"prohibits their release to the unions");
Schwarz v. Interpol, No. 94-4111, 1995 U. S
App. LEXIS 3987, at **4-7 & n.2 (10th Cr.
Feb. 28, 1995) (bal ancing under Reporters
Comm ttee and hol di ng that individual clear-
Iy has protected privacy interest in avoid-
ing disclosure of his whereabouts to third
parties; disclosure of this infornmation
woul d not "contribute anything to the pub-
[ic's understanding of the operations or
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activities of the governnment”; and thus any
i nformati on was exenpt from di scl osure under
FO A Exenption 7(C) and does not fall within
Privacy Act exception (b)(2)); FLRA v. Unit-
ed States Dep't of Commerce, 962 F.2d 1055,
1059 (D.C. Gr. 1992) (Privacy Act prohibits
di scl osure of identities of individuals who
recei ved out standi ng or comendabl e person-
nel eval uations, as such information falls
within FO A Exenption 6); see also FO A Up-
date, Spring 1989, at 6. As a result of Re-
porters Committee, it is understandabl e that
agenci es are dependi ng nore on the subsec-
tion (b)(3) routine use exception to dis-

cl ose records which are no | onger required
by the FO A to be disclosed. See, e.q.

USDA v. FLRA, 876 F.2d 50, 51 (8th GCr.
1989); see also FLRA v. United States Dep't
of the Treasury, 884 F.2d 1446, 1450 & n.?2
(D.C. Cr. 1989).

The Court of Appeals for the District of
Columbia Crcuit significantly limted the
utility of subsection (b)(2) in Bartel v.
EFAA, 725 F.2d 1402 (D.C. Cir. 1984). In
Bartel, the D.C. Crcuit held that subsec-
tion (b)(2) cannot be invoked unless an
agency actually has a FO A request in hand.
725 F. 2d at 1411-13. The D.C. Circuit's ap-
proach in Bartel has not been taken by ot her
courts. See Cochran v. United States, 770
F.2d 949, 957-58 & n.14 (11th Cir. 1985)
(appl yi ng subsection (b)(2)--in absence of
witten FO A request--because requested rec-
ords woul d not be w thhol dabl e under any
FO A exenption); Jafari v. Departnent of the
Navy, 728 F.2d 247, 249-50 (4th Cir. 1984)
(sanme); see also Florida Med. Ass'n, 479 F.
Supp. at 1301, 1305-07. However, because
the DC. GCrcuit is the jurisdiction of

"uni versal venue" under the Privacy Act
(which neans that any Privacy Act |awsuit
for wongful disclosure could be filed wth-
in that judicial circuit), see 5 U S.C

8 552a(g)(5), its holding in Bartel is of
par anmount i nportance. See FAO A Updat e,
Sumrer 1984, at 2.

Not e, though, that the Bartel decision |eft
open the possibility that certain types of
information "traditionally rel eased by an
agency to the public" mght properly be dis-
cl osed even in the absence of an actual FO A
request. 725 F.2d at 1413 (dictum. React-
ing to Bartel, OWB issued guidance indicat-
ing that records which have "traditionally"
been considered to be in the public domain,
and those that are required to be disclosed
to the public--such as final opinions of
agenci es and press rel eases--can be rel eased
w thout waiting for an actual FO A request.
OMB Cui delines, 52 Fed. Reg. 12,990, 12,992-
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93 (1987) (discussing Bartel, in context of
gui dance on "call detail" progranms, and re-
ferring to OvB Menorandum For The Seni or
Agency O ficials For Information Resources
Managenent (May 24, 1985) at 4-6 (unpublish-
ed)). At |least one pre-Bartel case appears
to support this idea. Owens v. MSPB, No. 3-
83-0449-R, slip op. at 3 (N.D. Tex.

Sept. 14, 1983) (rel ease of agency's final
decision is public information that "sinply
cannot be an unl awful disclosure under the
Privacy Act"). But see Zeller v. United
States, 467 F. Supp. 487, 503 (E.D.N.Y.
1979) (subsection (b)(2) inapplicable to
press release as "nothing in the FO A ap-
pears to require such information to be re-
| eased in the absence of a request there-
for").

5 U S C 8§ 552a(b)(3) (routine uses)

"for a routine use as defined in subsection (a)(7) of
this section and descri bed under subsection (e)(4)(D)."

Cross-references:

Subsection (e)(4) (D) requires Federal Reqgister publica-
tion of "each routine use of the records contained in
the system including the categories of users and the
pur pose of such use."

Subsection (a)(7) defines the term"routine use" to
mean "wWith respect to the disclosure of a record, the
use of such record for a purpose which is conpatible
with the purpose for which it was collected.”

comment -- The routine use exception, because of its
potential breadth, is one of the nbst con-
troversial provisions in the Act. See Pri-
vacy Comm ssion Report at 517-18. The trend
in recent cases is toward a narrower con-
struction of the exception.

By its ternms, this exception sets forth two
requi renents for a proper routine use dis-
closure: (1) Federal Register publication,
t her eby providing constructive notice; and
(2) conpatibility. See Britt v. Naval In-
vestigative Serv., 886 F.2d 544, 547-50 (3d
Cr. 1989); Shannon v. General Elec. Co.
812 F. Supp. 308, 316 (N.D.N. Y. 1993).

However, the Court of Appeals for the N nth
Circuit has engrafted a third requirenent
onto this exception: Actual notice of the
routi ne use under subsection (e)(3)(0

(i.e., at the tinme of information collection
fromthe individual). Covert v. Harrington,
876 F.2d 751, 754-56 (9th Cir. 1989) (dis-
cussed below). Subsequently, the Court of
Appeal s for the District of Colunbia Grcuit
cited this aspect of Covert with approval
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and remanded a case for determ nation as to
whet her (e)(3)(C notice was provi ded, stat-
ing that "[a]lthough the statute itself does
not provide, in so many terns, that an agen-
cy's failure to provide enpl oyees with actu-
al notice of its routine uses would prevent
a disclosure fromqualifying as a "routine
use,' that conclusion seens inplicit in the
structure and purpose of the Act." United
States Postal Serv. v. National Ass'n of
Letter Carriers, 9 F.3d 138, 146 (D.C. Cr
1993) .

Federal Reqgi ster Constructive Notice

The routine use exception's notice require-
ment "is intended to serve as a caution to
agencies to think out in advance what uses
[they] will make of information."” 120 Cong.
Rec. 40,881 (1974), reprinted in Source Book
at 987. Indeed, it is possible for a rou-
tine use to be deened facially invalid if it
fails to satisfy subsection (e)(4)(D)--i.e.
if it does not specify "the categories of
users and the purpose of such use." See
Britt, 886 F.2d at 547-48 (dictum (suggest-
ing that routine use (50 Fed. Reg. 22,802-03
(1985)) permtting disclosure to "federal
regul atory agencies with investigative
units" is overbroad as it "does not provide
adequate notice to individuals as to what

i nformati on concerning themw || be rel eased
and t he purposes of such release"); cf.
Krohn v. United States Dep't of Justice, No.
78-1536, slip op. at 4-7 (D.D.C. Mar. 19,
1984) ("to qualify as a "routine use,' the
agency nust . . . publish in the Federa
Register . . . “each routine use of the rec-
ords contained in the system including the
categories of users and the purpose of such
use"), reconsideration granted & vacated in
nonpertinent part (D.D.C Nov. 29, 1984)

(di scussed bel ow).

It is well settled that the "scope of [a]
routine use is confined to the published
definition." Doe v. Naval Air Station,
Pensacola, Fla., 768 F.2d 1229, 1231 (11lth
Cr. 1985); see also Parks v. IRS, 618 F.2d
677, 681-82 (10th Cr. 1980); Quilico v.
United States Navy, No. 80-C 3568, slip op.
at 8-9 (N.D. Ill. Sept. 2, 1983); Local
2047, Am Fed'n of Gov't Enployees v. De-
fense Gen. Supply Cr., 423 F. Supp. 481,
484-86 (E.D. Vva. 1976), aff'd, 573 F.2d 184
(4th Cr. 1978). In other words, a particu-
| ar disclosure is unauthorized if it does
not fall within the clear terns of the rou-
tine use. See, e.g., Swenson v. United
States Postal Serv., 890 F.2d 1075, 1078
(9th GCr. 1989) (47 Fed. Reg. 1203 (1982)
hel d i napplicable to agency's disclosure of
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record referencing enployee's EEO conpl aints
to her congressnen as their inquiries were
not "made at the request of" enpl oyee);
Tijerina v. Walters, 821 F.2d 789, 798 (D.C
Cr. 1987) (47 Fed. Reg. 24,012 (1982) held
i napplicable to VA's unsolicited letter no-
tifying state board of bar exam ners of pos-
sible fraud commtted by bar applicant be-
cause no violation of state |aw was "rea-
sonably immnent," and letter was not in
response to "official request”); Doe v.

Di Genova, 779 F.2d 74, 86 (D.C. GCir. 1985)
(43 Fed. Reg. 44,743 (1978) held inapplica-
ble to VA psychiatric report because dis-
closed record itself did not "indicate a
potential violation of law'); Geene v. VA
No. C-76-461-S, slip op. at 3-6 (MD.N. C
July 3, 1978) (40 Fed. Reg. 38,105 (1975)
hel d i napplicable to VA s di scl osure of ned-
ical evaluation to state |icensing bureau
because routine use permtted disclosure
only to facilitate VA decision); see also
Covert, 667 F. Supp. at 736-39 (discussed
bel ow) .

Note that an agency's construction of its
routine use should be entitled to deference.
See Departnent of the Air Force, Scott Air
Force Base, Illinois v. FLRA, 104 F.3d 1396,
1402 (D.C. Cr. 1997); FLRA v. United States
Dep't of the Treasury, 884 F.2d 1446, 1455-
56 (D.C. Gr. 1989). But see NLRB v. United
States Postal Serv., 790 F. Supp. 31, 33
(D.D.C. 1992) (rejecting Postal Service's
interpretation of its own routine use).

Conpatibility

The precise neaning of the term "conpati bl e"
IS quite uncertain and nust be assessed on a
case- by-case basis. According to OVB, the
"conpatibility" concept enconpasses (1)
functional ly equival ent uses, and (2) other
uses that are necessary and proper. OVB

Gui del i nes, 52 Fed. Reg. 12,990, 12,993
(1987).

The | eadi ng case on "conpatibility" is Britt
v. Naval lInvestigative Serv., 886 F.2d at
547-50, in which the Court of Appeals for
the Third Crcuit ruled that the Naval |n-
vestigative Service's gratuitous disclosure
of records, describing a then-pending crim -
nal investigation of a Marine Corps reserv-
ist, to that individual's civilian enpl oyer
(the I'mm gration and Naturalization Serv-
ice), was not "conpatible" with the "case-
speci fic purpose for collecting"” such rec-
ords. 1d. In holding that the enploy-
ment/suitability purpose for disclosure was
inconpatible with the crimnal |aw enforce-
ment purpose for collection, the Third Cr-
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cuit deened it significant that "the [Inmm -
gration and Naturalization Service] was not
conducting its own crimnal investigation of
the sane activity or any other activity" by
t he subject, and that the records at issue
concerned "nmerely a prelimnary investiga-
tion with no inculpatory findings." 1d. at
549-50. Enpl oying especially broad | an-
guage, the Third G rcuit pointedly condemmed
the agency's equating of "conpatibility"
with nmere "rel evance" to the recipient enti-
ty, observing that "[t]here nust be a nore
concrete relationship or simlarity, sone
meani ngf ul degree of convergence, between

t he di scl osi ng agency's purpose in gathering
the information and in its disclosure.” |1d.
(citing Covert, 876 F.2d at 755 (dictun);
Mazal eski v. Truesdale, 562 F.2d 701, 713
n.31 (D.C. Gr. 1977) (dictum); accord
Swenson, 890 F.2d at 1078; cf. Quinn v.
Stone, 978 F.2d 126, 139 (3d Cir. 1992)
(Nygaard, J., dissenting) (concluding that

di scl osure was aut horized by routine use
because di scl osure was conpati ble wth one
of the purposes for collection, even if not
Wi th main purpose for collection).

More recently, the D.C. Circuit interpreted
the term"conpatibility" in considering a
routi ne use providing for disclosure to | a-
bor organi zations as part of the collective
bar gai ni ng process. The court stated that
application of the "common usage" of the
word would require sinply that "a proposed
di scl osure woul d not actually frustrate the
pur poses for which the information was gath-
ered." United States Postal Serv. v. Na-
tional Ass'n of lLetter Carriers, 9 F.3d 138,
144 (D.C. Cr. 1993). The D.C. Crcuit rec-
ogni zed the "far tighter nexus" that was re-
quired by the Third and NNnth Crcuits in
Britt and Swenson, and that is consistent
with the legislative history, but stated:

What ever the nmerit of the deci-
sions of prior courts that have
held . . . that a finding of a
substantial simlarity of purpose
m ght be appropriate in the non-

| abor [aw context in order to ef-
fectuate congressional intent, the
conpatibility requirenent inposed
by section 552a(a)(7) cannot be
understood to prevent an agency
fromdisclosing to a union infor-
mation as part of the collective
bar gai ni ng process.

Id. at 145. In a concurring opinion, Judge
WIllians agreed wth the disposition of the
case, but noted that he did not share the
"belief that the meaning of "conpatible
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may depend on the identity of the en-
tity to which the information is being dis-
closed." I1d. at 147 n.1 (WIllianms, J., con-
curring). Rather, seeing "no conflict be-
tween the purposes for which the information
was collected and those for which it will be
di scl osed,” he found the disclosure conpati -
ble without further inquiry. 1d. at 146-47.

There are two exanpl es of "conpatible" rou-
tine uses that frequently occur in the | aw
enforcenent context. First, in the context
of investigations/prosecutions, |aw enforce-
ment agencies may routinely share | aw en-
forcement records with each other. See OVB
Gui delines, 40 Fed. Reg. at 28,955 (proper
routine use is "transfer by a | aw enforce-
ment agency of protective intelligence in-
formation to the Secret Service"); see also
28 U.S.C. 8 534 (1994) (authorizing Attorney
Ceneral to exchange crimnal records with
"aut horized officials of the Federal Govern-
ment, the States, cities, and penal and oth-
er institutions"). Second, agencies nay
routinely disclose any records indicating a
possi bl e violation of |aw (regardl ess of the
pur pose for collection) to | aw enforcenent
agenci es for purposes of investigation/pros-
ecution. See OVB Guidelines, 40 Fed. Reg.
at 28,953; 120 Cong. Rec. 36,967, 40, 884
(1974), reprinted in Source Book at 957-58,
995 (remarks of Congressman Moorhead); see
also 28 U S.C. 8 535(b) (1994) (requiring
agenci es of the executive branch to expedi -
tiously report "[a]lny information, allega-
tion, or conplaint” relating to crines in-
vol vi ng governnent officers and enpl oyees to
United States Attorney General). These

ki nds of routine uses have been criticized
on the ground that they circunvent the nore
restrictive requirenments of subsection
(b)(7). See Privacy Comm ssion Report at
517-18; see also Britt, 886 F.2d at 548 n. 1
(dictum; Covert, 667 F. Supp. at 739, 742
(dictum. Yet, they have never been suc-
cessfully challenged on that basis. Cf.
Nwangoro v. Departnment of the Arny, 952 F.
Supp. 394, 398 (N.D. Tex. 1996) (disclosure
by Mlitary Police of financial records ob-
tained in ongoing crimnal investigation to
foreign custons officials |ikew se involved
in investigation of possible infractions of
foreign tax and custons |laws was "permtted
by the “routine use' exception and d[id] not
constitute a violation of the Privacy Act");
Little v. FBI, 793 F. Supp. 652, 655 (D. M.
1992) (disclosure did not violate Privacy
Act prohibition because it was made pursuant
to routine use that allows disclosure of
personnel matters to ot her governnent agen-
cies when directly related to enforcenent
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function of recipient agency), aff'd on
ot her grounds, 1 F.3d 255 (4th Cr. 1993).

In Covert v. Harrington, 667 F. Supp. at
736-39, however, the district court held
that 47 Fed. Reg. 14,333 (1982)--a routine
use permtting the Departnent of Energy's

| nspector General to disclose to the Justice
Department rel evant records when "a record"
i ndicates a potential violation of law-did
not permt the disclosure of personnel se-
curity questionnaires submtted by the
plaintiffs because such questionnaires did
not on their face reveal potential viola-
tions of law. The court rejected the agen-
cy's argunment that disclosure was proper
because each questionnaire was discl osed as
part of a prosecutive report that (when
viewed as a whole) did reveal a potenti al
violation of law. 1d. at 736-37. Further,
the court found that the Inspector General's
di scl osure of the questionnaires to the Jus-
tice Departnent (for a crimnal fraud prose-
cution) was not conpatible with the purpose
for which they were originally collected by
t he Departnent of Energy (for a security-
clearance eligibility determ nation), not-
wi t hstanding the fact that the question-

nai res were subsequently acquired by the

| nspector Ceneral --on an intra-agency "need
to know' basis pursuant to 5 U S. C

8§ 552a(b)(1)--for the purpose of a fraud
investigation. |d. at 737-39.

On cross-appeal s, a divided panel of the
Court of Appeals for the Ninth Crcuit af-
firmed the district court's judgnent on

ot her grounds. Covert, 876 F.2d at 754-56.
The panel majority held that the Departnent
of Energy's failure to provide actual notice
of the routine use on the questionnaires at
the time of original collection, under sub-
section (e)(3)(C, precluded the Departnent
of Energy fromlater invoking that routine
use under subsection (b)(3). 1d. at 755-56;
see also United States Postal Serv. v. Na-
tional Ass'n of Letter Carriers, 9 F.3d at
146 (citing Covert with approval and remand-
ing case for factual determnation as to
whet her (e)(3)(C) notice was given). No

ot her court had ever so held. See addition-
al di scussion under subsection (e)(3) bel ow

In Doe v. Stephens, 851 F.2d 1457, 1465-67
(D.C. Gr. 1988), the Court of Appeals for
the District of Colunbia Crcuit held that a
VA routine use--permtting disclosure of
records "in order for the VA to respond to
and conply with the issuance of a federal
subpoena [47 Fed. Reg. 51,841 (1982)]"--was
invalid under the Adm nistrative Procedure
Act because it was inconsistent with the
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Privacy Act as interpreted in Doe v. D Gen-
ova, 779 F.2d at 78-84--where the court had
found that disclosures pursuant to subpoenas
were not permtted by the subsection (b)(11)
court order exception. In |ight of Doe v.

St ephens, the decision in Fields v. Leuver,
No. 83-0967, slip op. at 5-7 (D.D.C. Sept.
22, 1983) (upholding routine use permtting
di scl osure of payroll records "in response
to a court subpoena"), is unreliable. But
cf. Gsborne v. United States Postal Serv.,
No. 94-30353, slip op. at 6-9 (N.D. Fla. May
18, 1995) (holding on alternative ground
that disclosure of plaintiff's injury-com
pensation file to retired enpl oyee who had
prepared file and who had been subpoenaed by
plaintiff and was expecting to be deposed on
matters docunented in file was proper pursu-
ant to routine use that " specifically con-
tenpl ates that informati on may be rel eased
in response to relevant discovery and that
any manner of response allowed by the rules
of the forumnmay be enpl oyed ").

A particular area of controversy concerns
whet her the routine use exception can be in-
voked to publicly file records in court.

The Act's legislative history recogni zes the
"conpatibility" of this type of disclosure.
See 120 Cong. Rec. 40, 405, 40,884 (1974),
reprinted in Source Book at 858, 995 (rou-
ti ne use appropriate where Justice Depart-
ment "presents evidence [tax information
from I RS] against the individual"™ in court);
see al so Schueneneyer v. United States, No.
SA-85-773, slip op. at 4 (WD. Tex. Mar. 31
1988) (permtting disclosure of litigant's
medi cal records to Justice Departnent and
US dains Court for use "in preparing the
position of the USAF before the [court]").

I n Krohn, No. 78-1536, slip op. at 4-7
(D.D.C. Mar. 19, 1984), however, the court

i nval i dated an FBI routine use allow ng for
"di ssem nation [of records] during appropri-
ate |l egal proceedings," finding that such a
routine use was inpermssibly "vague" and
was "capabl e of being construed so broadly
as to enconpass all legal proceedings.” In
response to Krohn, OWB issued guidance to
agencies in which it suggested a nodel rou-
tine use--enploying a "relevant and neces-
sary to the litigation" standard--to permt
the public filing of protected records with
a court. OVB Menorandum For The Seni or
Agency O ficials For Information Resources
Managenment (May 24, 1985) at 2-4 (unpub-
lished). Many agencies, including the Jus-
tice Departnent, have adopted "post-Krohn"
routi ne uses designed to authorize the pub-
lic filing of relevant records in court.
See, e.qg., 53 Fed. Reg. 40,504, 40,505
(1988) (routine use [nunber 7] applicable to
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records in Justice Departnent's "Civil Dvi-
sion Case File Systenf); 53 Fed. Reg. 1864,
1865 (1988) (routine uses [letters "0o" and
"p"] applicable to records in US. Attor-
ney's Ofice's "Cvil Case Files").

It should be noted that none of the "post-
Krohn" routine uses--such as the ones cited
above which enploy an "arguably relevant to
the litigation" standard--have yet been suc-
cessfully challenged in the courts. Cf.
Russell v. GSA, 935 F. Supp. 1142, 1145-46
(D. Colo. 1996) (w thout analyzing propriety
of routine use, finding disclosure in public
pl eadi ngs of information regarding investi -
gation of plaintiff was perm ssible under
routine use providing for disclosure in pro-
ceedi ng before court where agency is party
and records are determ ned "to be arguably
relevant to the litigation"); Gsborne, No.
94- 30353, slip op. at 6-9 (N.D. Fla. May 18,
1995) (hol ding on alternative ground that

di scl osure of plaintiff's injury-conpensa-
tion file to retired enpl oyee who had pre-
pared file and who had been subpoenaed by
plaintiff and was expecting to be deposed on
matters docunented in file was proper pursu-
ant to routine use providing for disclosures
"incident to litigation" and "in a proceed-
ing before a court"” because "deposition was
a proceeding before [the] Court"); Sheptin
V. United States Dep't of Justice, No. 91-
2806, slip op. at 6-7 (D.D.C. Apr. 30, 1992)
(no wongful disclosure where agency routine
uses permt use of presentence report during
course of habeas proceeding). Such chal -

| enges may be expected, either based upon an
argunment that the routine use does not sat-
isfy the "conpatibility" requirenent of sub-
section (a)(7) of the Act, cf. Britt, 886
F.2d at 547-50 (nere "rel evance" to recipi-
ent entity held to be inproper standard for
a "conpatible" routine use disclosure), or
based upon an argunent that the routine use
effectively circunvents the nore restric-
tive, privacy-protective requirenents of
subsection (b)(11), cf. Doe v. Stephens, 851
F.2d at 1465-67 (agency cannot use routine
use exception to disclose records in re-
sponse to subpoena where court had earlier
rul ed that such disclosure was inproper
under subsection (b)(11)).

Numer ous types of sharing of information be-
tween agencies and with organi zations or in-
di vi dual s have been upheld as valid routine
uses. See, e.qg., Taylor v. United States,
106 F.3d 833, 836-37 (8th Gr. 1997) (dis-
cl osure of federal taxpayer information col -
| ected for purpose of federal tax
admnistration to state tax officials for
pur pose of state tax adm nistration), aff'qg
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Taylor v. IRS, 186 B.R 441, 446-47, 453-54
(N.D. lowa 1995); Mouunt v. United States
Postal Serv., 79 F.3d 531, 534 (6th Gr.
1996) (disclosure of plaintiff's nedical
information to union official representing
himin adm nistrative action in which his
mental health was central issue); Al phin v.
EAA, No. 89-2405, slip op. at 4-5 (4th Cr.
Apr. 13, 1990) (disclosure of enforcenent
investigation final report to subject's cus-
tonmers); Hastings v. Judicial Conference of
the United States, 770 F.2d 1093, 1104 (D.C
Cir. 1985) (disclosure of crimnal investi-
gative records to judicial conmttee inves-
tigating judge); United States v. Mller
643 F.2d 713, 715 (10th G r. 1981) (records
subm tted by individual to parole officer
becanme part of Justice Departnent files and
Departnment's use in crimnal investigation
constitutes routine use); United States v.
Collins, 596 F.2d 166, 168 (6th Cir. 1979)
(HEW s di sclosure of plaintiff's Medicaid
cost reports to Justice Departnent for use
in crimnal case against plaintiff); Magee
v. United States Postal Serv., 903 F. Supp
1022, 1029 (WD. La. 1995) (disclosure of
enpl oyee' s nedical records to clinical
psychol ogi st hired by agency to perform
fitness-for-duty exam nation on enpl oyee),
aff'd, 79 F.3d 1145 (5th Cr. 1996)
(unpubl i shed table decision); MNeill v.
IRS, No. 93-2204, slip op. at 4-5 (D.D.C
Feb. 7, 1995) (disclosure of IRS personnel
records to prospective federal agency
enployer); Harry v. United States Postal
Serv., 867 F. Supp. 1199, 1206-07 (M D. Pa.
1994) (disclosure of docunments regarding

i ndi vi dual's enpl oynment history, including
details of settlenent agreenent, in response
to congressional inquiries "nade at the
pronpting of that individual"); Lachennyer
v. Frank, No. 88-2414, slip op. at 4 (C.D
[11. July 16, 1990) (disclosure of investi-
gative report to persons at arbitration
heari ng hel d proper under routine use per-
mtting disclosure of "record relating to a
case or matter" in a "hearing in accordance
wi th the procedures governing such proceed-
ing or hearing"); Choe v. Smth, No. C 87-
1764R, slip op. at 10-11 (WD. Wash. Apr

20, 1989) (INS s disclosure to its infornmant
during investigation "to elicit information
required by the Service to carry out its
functions and statutory mandates"), aff'd,
935 F.2d 274 (9th Cr. 1991) (unpublished
tabl e decision); Brown v. FBI, No. 87-C
9982, slip op. at 2 (N.D. Ill. July 25,
1988) (disclosure of rap sheet to |ocal po-
lice departnent); Ely v. Departnment of Jus-
tice, 610 F. Supp. 942, 945-46 (N.D. II1.
1985) (disclosure to plaintiff's | awer),
aff'd, 792 F.2d 142 (7th Cr. 1986) (unpub-
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lished table decision); Kinberlin v. United
States Dep't of Justice, 605 F. Supp. 79,
82-83 (N.D. Ill. 1985) (Bureau of Prisons

di scl osure of prisoner's conm ssary account
record to probation officer), aff'd, 788
F.2d 434 (7th Gr. 1986); Burley v. DEA 443
F. Supp. 619, 623-24 (M D. Tenn. 1977)
(transmttal of DEA records to state pharna-
cy board); Harper v. United States, 423 F
Supp. 192, 198-99 (D.S.C. 1976) (IRS s dis-
closure of plaintiff's identity to other
targets of investigation).

Four courts have required an agency to in-
voke its routine use to permt disclosure to
uni ons of nanes of enpl oyees on the theory
that refusal to so disclose was an unfair

| abor practice under the National Labor

Rel ations Act. See NLRB v. United States
Postal Serv., No. 92-2358, slip op. at 6-7
(4th Cr. Feb. 16, 1994); NLRB v. United
States Postal Serv., 888 F.2d 1568, 1572-73
(11th Gr. 1989); NLRB v. United States
Postal Serv., 841 F.2d 141, 144-45 & n.3
(6th Cr. 1988); NLRB v. United States Post-
al Serv., 790 F. Supp. 31, 33 (D.D.C. 1992);
see also United States Postal Serv. v. Na-
tional Ass'n of Letter Carriers, 9 F.3d 138,
141-46 (D.C. Cir. 1993) (holding that "if
Postal Service could disclose the inforna-
tion under [its routine use] then it nust

di scl ose that information, because in the
absence of a Privacy Act defense the arbi-
trator's award nust be enforced,” but re-
mandi ng case for determnation as to whet her
proper (e)(3)(C notice was given before
requi ring invocation of routine use); FLRA
V. United States Dep't of the Navy, 966 F.2d
747, 761-65 (3d Cir. 1992) (alternative
hol di ng) (en banc) (release to union of hone
addresses of bargaining unit enpl oyees pur-
suant to routine use was required under
Federal Service Labor-Managenent Rel ations
Act) .

In addition, the Court of Appeals for the
District of Colunmbia Crcuit, in Departnent
of the Air Force v. FLRA, granted enforce-
ment of a Federal Labor Relations Authority
decision requiring the Air Force to disclose
to a union a disciplinary letter that was

i ssued to a bargaining unit enployee's su-
pervisor. 104 F.3d 1396, 1399, 1401-02
(D.C. Gr. 1997). The court held that the
Federal Managenent Rel ations Statute re-
quired disclosure of the letter, and that
because the "union's request f[ell] within
the Act's “routine use' exception, the
Privacy Act d[id] not bar disclosure," and
the union was entitled to disclosure of the
letter. 1d. at 1401-02.
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Apart fromthe FO A (see subsection (b)(2))
and the Debt Collection Act (see subsection
(b)(12)), the Privacy Act makes no provision
for any nonconsensual disclosures that are
provided for by other statutes. See, e.qg.,
42 U.S.C. 8 653 (1994 & Supp. | 1995) (es-
tablishing "Parent Locator Service" and
requiring agencies to conply with requests
from Secretary of HHS for addresses and

pl aces of enploynent of absent parents
"[n]otw t hstandi ng any ot her provision of
law'). Recognizing this difficulty, the OB
Gui delines note that "[s]uch discl osures,
which are in effect congressionally mandated
“routine uses,' should still be established
as routine uses' pursuant to subsections
(e)(11) and (e)(4)(D)." OwWB Guidelines, 40
Fed. Reg. at 28, 954.

5 U S.C 8§ 552a(b)(4) (Bureau of the Census)
"to the Bureau of the Census for purposes of planning

or carrying out a census or survey or related activity
pursuant to the provisions of Title 13."

comment -- For a discussion of this provision, see OB
Gui del i nes, 40 Fed. Reg. 28,948, 28,954
(1975).

5 U S C 8 552a(b)(5) (statistical research)

"to a recipient who has provided the agency with ad-
vance adequate witten assurance that the record wll
be used solely as a statistical research or reporting
record, and the record is to be transferred in a form
that is not individually identifiable."”

comment -- The term"statistical record" is defined in
the Act as a record that is not used in mak-
ing individual determnations. 5 U S.C
8§ 552a(a)(6). One night question whether
this exception to subsection (b) is anoma-
lous: The information it permts to be
rel eased is arguably not a "record,"” see
5 US C 8§ 552a(a)(4), or a "disclosure,"”
see 5 U S.C. 8§ 552a(b), in the first place
as it is not identifiable to any individual.
However, the OMB Quidelines provide a plau-
si bl e explanation for this unique provision:
"One may infer fromthe |l egislative history
and other portions of the Act that an objec-
tive of this provision is to reduce the pos-
sibility of matching and anal ysis of statis-
tical records with other records to recon-
struct individually identifiable records.”
OMB Gui delines, 40 Fed. Reg. 28,948, 28,954
(1975).

5 U S.C 8§ 552a(b)(6) (National Archives)

"to the National Archives and Records Adm ni stration as
a record which has sufficient historical or other val ue
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8.

to warrant its continued preservation by the United
States Governnent, or for evaluation by the Archivist
of the United States or the designee of the Archivist
to determ ne whether the record has such val ue."

comrent -- For a discussion of this provision, see OVB
CGui del i nes, 40 Fed. Reg. 28,948, 28,955
(1975) .

5 U S C 8§ 552a(b)(7) (law enforcenent request)

"to anot her agency or to an instrunentality of any
governmental jurisdiction within or under the control
of the United States for a civil or crimnal |aw en-
forcement activity if the activity is authorized by
law, and if the head of the agency or instrunentality
has made a witten request to the agency which main-
tains the record specifying the particular portion de-
sired and the | aw enforcenent activity for which the
record is sought.”

comment -- This provision, in addition to providing for
di scl osures to federal |aw enforcenent agen-
cies, also allows an agency, "upon receipt
of a witten request, [to] disclose a record
to anot her agency or unit of State or | ocal
government for a civil or crimnal |aw en-
forcement activity.” OVB CQuidelines, 40
Fed. Reg. 28,948, 28,955 (1975).

Note that the request nust be submtted in
witing and nmust be fromthe head of the
agency or instrunentality. See Doe v.

Di Genova, 779 F.2d 74, 85 (D.C. Gr. 1985);
Doe v. Naval Air Station, 768 F.2d 1229,
1232-33 (11th G r. 1985); see also Reyes V.
Supervi sor _of DEA, 834 F.2d 1093, 1095 (1st
Cir. 1987); United States v. Collins, 596

F.2d 166, 168 (6th Cr. 1979); SEC v. D nen-
sional Entertainnent Corp., 518 F. Supp.
773, 775 (S.D.N. Y. 1981).

Record-requesting authority nmay be del egated
down to | ower-|evel agency officials when
necessary, but not bel ow the "section chief”
| evel. See OMB Cuidelines, 40 Fed. Reg. at
28, 955; see also 120 Cong. Rec. 36, 967
(1974), reprinted in Source Book at 958.

The Departnent of Justice has del egated
record-requesting authority to a "head of a
conponent or a United States Attorney, or
either's designee."” See Revised Departnment
of Justice Freedom of Information Act and
Privacy Act Regul ations, 62 Fed. Reg.
45,184, 45,192 (1997) (to be codified at 28
C.F.R pt. 16) (proposed August 26, 1997).

5 U S C 8 552a(b)(8) (health or safety of an indi-
vi dual )

"to a person pursuant to a showi ng of conpelling cir-
cunstances affecting the health or safety of an indi-
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vidual if upon such disclosure notification is trans-
mtted to the | ast known address of such individual."

comrent -- For cases discussing this provision, see
Schwarz v. Interpol, No. 94-4111, 1995 U. S
App. LEXIS 3987, at *6 n.2 (10th Gr. Feb.
28, 1995) (unsubstantiated all egations al one
do not constitute "show ng of conpelling
ci rcunst ances"), and DePl anche v. Califano,
549 F. Supp. 685, 703-04 (WD. Mch. 1982)
(enphasi zi ng enmergency nature of exception).
According to the OVB Cuidelines, the indi-
vi dual about whom records are discl osed
"need not necessarily be the individual
whose health or safety is at peril; e.g.
rel ease of dental records on several indi-
viduals in order to identify an individual
who was injured in an accident." OVB Guide-
lines, 40 Fed. Reg. 28,948, 28,955 (1975).
This construction, while certainly sensible
as a policy matter, appears to conflict with
the actual wording of subsection (b)(8).

5 U S C 8§ 552a(b)(9) (Congress)

"to either House of Congress, or, to the extent of
matter within its jurisdiction, any commttee or sub-
commttee thereof, any joint commttee of Congress or
subconmi ttee of any such joint commttee."

comment -- This exception does not authorize the dis-
closure of a Privacy Act-protected record
to an individual Menber of Congress acting
on his or her own behalf or on behalf of a
constituent. See OVB Cuidelines, 40 Fed.
Reg. 28,948, 28,955 (1975); 40 Fed. Reg.
56, 741, 56,742 (1975); see also Swenson V.
United States Postal Serv., 890 F.2d 1075,
1077 (9th Cr. 1989); Lee v. Dearnent, No.
91-2175, slip op. at 5 (4th GCr. June 3,
1992); cf. FO A Update, Wnter 1984, at 3-4
(interpreting counterpart provision of
FO A) .

5 U S C 8 552a(b)(10) (CGeneral Accounting Ofice)

"to the Conptroller General, or any of his authorized
representatives, in the course of the perfornmance of
the duties of the General Accounting Ofice."

5 U S C 8§ 552a(b)(11) (court order)

"pursuant to the order of a court of conpetent juris-
diction.”

comment -- This exception--like the subsection (b)(3)
routi ne use exception--has generated a great
deal of uncertainty. Unfortunately, neither
the Act's legislative history, see 120 Cong.
Rec. 36,959 (1974), reprinted in Source Book
at 936, nor the OVB Cuidelines, see 40 Fed.
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Reg. 28,948, 28,955 (1975), shed |light on
its meani ng.

As a general proposition, it appears that
the essential point of this exception is
that the Privacy Act "cannot be used to

bl ock the normal course of court proceed-

i ngs, including court-ordered discovery."
Clavir v. United States, 84 F.R D. 612, 614
(S.D.N. Y. 1979); see also, e.qg., Martin v.
United States, 1 d. C. 775, 780-82 (d.
Ct. 1983); Newman v. United States, No. 81-
2480, slip op. at 3 (D.D.C. Sept. 13, 1982).

What Does "Court Order" Mean?

In Doe v. Di Genova, 779 F.2d 74, 77-85 (D.C
Cr. 1985), the Court of Appeals for the
District of Colunbia Circuit decisively
ruled that a subpoena routinely issued by a
court clerk--such as a federal grand jury
subpoena--is not a "court order" within the
meani ng of this exception because it is not
"specifically approved" by a judge. Prior
to Doe v. Di Genova, a split of authority
existed on this point. Conpare Bruce v.
United States, 621 F.2d 914, 916 (8th Cr
1980) (dictun) (subpoena not court order),
and Stiles v. Atlanta Gas Light Co., 453 F
Supp. 798, 800 (N.D. Ga. 1978) (sane), wth
Adans v. United States Lines, No. 80-0952,
slip op. at 2-3 (E.D. La. Mar. 16, 1981)
(subpoena is court order). Cf. Myore v.
United States Postal Serv., 609 F. Supp.
681, 682 (E.D.N. Y. 1985) (subpoena is court
order where required to be approved by judge
under state |aw).

Not e that an agency cannot avoid the result
in Doe v. Di Genova by relying on a routine
use that seeks to authorize disclosure pur-
suant to a subpoena. See Doe v. Stephens,
851 F.2d 1457, 1465-67 (D.C. Gr. 1988)

(di scussed above under routine use excep-
tion).

VWhat is the Standard for |ssuance of a
Court Order?

Unlike simlar provisions in other federal
confidentiality statutes, see, e.

42 U. S C. 8 290dd-2 (1994) (Ilstlng ‘good
cause" factors to be weighed by court in
eval uating applications for orders permt-
ting disclosure of records pertaining to
subst ance abuse), subsection (b)(11) con-
tains no standard governing the issuance of
an order authorizing the disclosure of

ot herwi se protected Privacy Act information.
However, several courts have addressed the
issue wth varying degrees of clarity. It
has been held, for exanple, that because
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the Privacy Act does not itself create a
qual i fied discovery "privilege," a show ng
of "need" is not a prerequisite to initiat-
ing discovery of protected records. See
Laxalt v. Mcdatchy, 809 F.2d 885, 888-90
(D.C. Gr. 1987); see also Wahkee v. Nor-
ton, 621 F.2d 1080, 1082 (10th Cr. 1980)
(noting that objection to discovery of pro-
tected records "does not state a claim of
privilege"); Bosaw v. NTEU, 887 F. Supp.
1199, 1215-17 (S.D. Ind. 1995) (citing Lax-
alt with approval, although ultinmtely de-
termning that court did not have jurisdic-
tion to rule on nerits of case); Ford Mdtor
Co. v. United States, 825 F. Supp. 1081,
1083 (Ct. Int'l Trade 1993) ("[T]he Privacy
Act does not establish a qualified discovery
privilege that requires a party seeking dis-
closure under 5 U.S.C. 8 552a(b)(11) to
prove that its need for the information out-
wei ghs the privacy interest of the individu-
al to whomthe information relates."); dav-
ir v. United States, 84 F.R D. at 614 ("it
has never been suggested that the Privacy
Act was intended to serve as a limting
amendnent to . . . the Federal Rules of G v-
il Procedure"); cf. Baldrige v. Shapiro, 455
U. S 345, 360-62 (1981) (Census Act held to
constitute statutorily created di scovery
"privilege" because it precludes all disclo-
sure of raw census data despite need denon-
strated by litigant).

Rat her, Laxalt v. Md atchy establishes that
the only test for discovery of Privacy Act-
protected records is "rel evance" under Rule
26(b) (1) of the Federal Rules of Civil Pro-
cedure. 809 F.2d at 888-90; see also, e.qg.,
Forrest v. United States, No. 95-3889, 1996
W 171539, at *2 (E.D. Pa. Apr. 11, 1996);
Bosaw, 887 F. Supp. at 1216-17 (citing Lax-
alt with approval, although ultinmtely de-
termning that court did not have jurisdic-
tion to rule on nerits of case); Ford Mdtor
Co., 825 F. Supp. at 1083-84; Mary | nopgene
Bassett Hosp. v. Sullivan, 136 F.R D. 42, 49
(NND.NY. 1991); O Neill v. Engels, 125
F.R D. 518, 520 (S.D. Fla. 1989); Mirray V.
United States, No. 84-2364, slip op. at 1-3
(D. Kan. Feb. 21, 1988); Broderick v. Shad,
117 F.R D. 306, 312 (D.D.C. 1987); Smth v.
Regan, No. 81-1401, slip op. at 1-2 (D.D.C
Jan. 9, 1984); In re Gand Jury Subpoenas

| ssued to United States Postal Serv., 535 F
Supp. 31, 33 (E.D. Tenn. 1981); Christy v.
United States, 68 F.R D. 375, 378 (N.D. Tex.
1975). But see Perry v. State FarmFire &
Cas. Co., 734 F.2d 1441, 1447 (11th Cr
1984) (requests for court orders "should be
eval uated by bal ancing the need for the dis-
cl osure against the potential harmto the
subj ect of the disclosure”); Newman, No. 81-
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2480, slip op. at 3 (D.D.C. Sept. 13, 1982)
(evaluating "legitimcy" of discovery re-
gquests and "need" for records as factors
governi ng i ssuance of court order).

However, it is inportant to note that a pro-
tective order Iimting discovery under Rule
26(c) of the Federal Rules of Gvil Proce-
dure (based, if appropriate, upon a court's
careful in camera inspection) is a proper
procedural device for protecting particul ar-
ly sensitive Privacy Act-protected records
when subsection (b)(11) court orders are
sought. See Laxalt, 809 F.2d at 889-90; see
also, e.qg., Wight v. United States, No. 95-
0274, 1996 W. 525324 (D.D.C. Sept. 10, 1996)
(order "pursuant to the Privacy Act and Rul e
26 of the Federal Rules of Cvil Procedure”
establishing procedures to be foll owed by
parties "[i]n order to permt the parties to
use information relevant to th{e] case wth-
out underm ning the |egislative purposes
underlying the Privacy Act"); Bosaw, 887 F.
Supp. at 1216-17 (citing Laxalt with approv-
al, although ultimtely determ ning that
court did not have jurisdiction to rule on
merits of case); PHE, Inc. v. Departnent of
Justice, No. 90-0693, slip op. at 13 & ac-
conpanyi ng order (D.D.C. Nov. 14, 1991);
Mary | nobgene Bassett Hosp. v. Sullivan, 136
F.RD at 49; Avirgan v. Hull, Msc. No. 88-
0112, slip op. at 1-3 (Bankr. D.D.C. May 2,
1988); Baron & Assocs. v. United States
Dep't of the Arny, No. 84-2021, slip op. at
2-4 (D.D.C. Apr. 1, 1985); Ganton v. HHS,
No. 83-C-3538, slip op. at 1-2 (N.D. II1I.
Feb. 27, 1984); White House Vigil for the
ERA Comm v. WAtt, No. 83-1243, slip op. at
1-3 (D.D.C. Cct. 14, 1983); LaBuguen v.

Bol ger, No. 82-C-6803 (N.D. IIl. Sept. 21,
1983) (order); dynmer v. Grzegorek, 515 F
Supp. 938, 942 (E.D. Va. 1981); cf. Forrest,
1996 WL 171539, at **2-3 (parties ordered to
"explore the possibility of entering into a
voluntary confidentiality agreenent regard-
ing protecting the privacy interests of

t hose individuals affected by disclosure");
Loma Linda Community Hosp. v. Shalala, 907
F. Supp. 1399, 1405 (C.D. Cal. 1995) ("Even
if release of the data . . . had unexpected-
Iy included information not already known to
[the recipient], a confidentiality order
coul d have been inposed to protect the pri-
vacy interests in issue."); Wllians v.
McCausl and, No. 90 Cv. 7563, slip op. at 5-
8 (SSD.N.Y. Cct. 15, 1992) (parties directed
to agree on and execute appropriate protec-
tive stipulation for information sought in
di scovery that, under Privacy Act's (b)(2)
standard, would not be required to be dis-

cl osed under FOA). 1In sone instances, it
may even be appropriate for a court to en-
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tirely deny discovery. See, e.qg., Farns-
worth v. Proctor & Ganble Co., 758 F.2d
1545, 1546-48 (11th Cr. 1985); Gslund v.
United States, 125 F.R D. 110, 114-15 (D
M nn. 1989); cf. Barnett v. Dillon, 890 F
Supp. 83, 88 (N.D.N. Y. 1995) (declining to
order disclosure of FBI investigative rec-
ords protected by Privacy Act to arrestees
despite their assertion that records were
essential to proper prosecution and present-
ment of clainms in their civil rights | aw
suit).

I n Redl and Soccer Club, Inc. v. Departnent
of the Arny of the United States, No. 1:Cv-
90- 1072, slip op. 1-3 & acconpanyi ng order
(MD. Pa. Jan. 14, 1991), aff'd, rev'd &
remanded on ot her grounds, 55 F.3d 827 (3d
Cr. 1995), cert. denied, 116 S. . 772
(1996), the court, recogni zing the "defen-
dants' initial reluctance to respond to
plaintiffs' [discovery] requests without a
specific order of court [as] a reasonable
precaution in light of the terns of the Pri-
vacy Act," solved the dilemma by ordering
that the Arny respond to "all properly
framed di scovery requests in th[e] proceed-
ing" and that such responses were to "be
deenmed nmade pursuant to an order of court.”
| d.

Must an Agency Obtain a Court Oder to Pub-
licly File Protected Records with the Court?

As noted above, the Act's legislative his-
tory indicates that a court is not a "per-
son" or "agency" w thin the neaning of sub-
section (b), and that the Act was "not de-
signed to interfere with access to inforna-
tion by the courts.” 120 Cong. Rec. 36, 967
(1974), reprinted in Source Book at 958-59.
However, the nonconsensual public filing of
protected records with a court, during the
course of litigation, does constitute a sub-
section (b) disclosure. See Laninghamv.
United States Navy, No. 83-3238, slip op. at
2-3 (D.D.C. Sept. 25, 1984), summary judg-
nent granted (D.D.C. Jan. 7, 1985), aff'd
per curiam 813 F.2d 1236 (D.C. G r. 1987);
Citizens Bureau of Investigation v. FBI, No.
78-60, slip op. at 3 (N.D. Chio Dec. 14,
1979). Thus, such public filing is proper
only if it is undertaken pursuant to: (1)

t he subsection (b)(3) routine use exception
(previously discussed), or (2) the subsec-
tion (b)(11) court order exception.

Where the routine use exception is unavail -
abl e, an agency shoul d obtain a subsection
(b)(11) court order permtting such public
filing. Cf. Doe v. D CGenova, 779 F.2d at 85
n.20 ("This is not to say that a prosecutor
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a defendant, or a civil litigant, cannot
submt an in canera ex parte application for
a [subsection (b)(11)] court order."). How
ever, in light of Laningham No. 83-3238,
slip op. at 2-3 (D.D.C. Sept. 25, 1984),
agenci es should be careful to apprise the
court of the Privacy Act-related basis for
seeking the order. 1In Laningham the dis-
trict court ruled that the governnent's non-
consensual disclosure of plaintiff's "disa-
bility evaluation"” records to the United
States Clainms Court was inproper--even

t hough such records were filed only after
the agency's notion for leave to file "out
of time" was granted. |d. The court held

t hat subsection (b)(11) applies only when
"for conpelling reasons, the court specifi-
cally orders that a docunment be disclosed,”
and it rejected the agency's argunent that

t he exception applies whenever records hap-
pen to be filed with | eave of court. 1d. at
4.

One unique solution to the problemof filing
Privacy Act-protected records in court is
illustrated by In re A Mition for a Standing

O der, No. 90-85, slip op. at 7-9 (C. Vet.
App. July 2, 1990), in which the Court of
Vet erans Appeal s issued a "standing order”
permtting the Secretary of Veterans Affairs
to routinely file relevant records froma
veteran's case file with the court.

VWhat Does " Conpetent Jurisdiction" Man?

One of the few Privacy Act decisions to even
mention this often-overl ooked requirenent is
Laxalt v. Mcdatchy, 809 F.2d at 890-91. |In
that case, the Court of Appeals for the D s-
trict of Colunbia Circuit appeared to equate
the term "conpetent jurisdiction" with per-
sonal jurisdiction, noting that the requests
for discovery of the nonparty agency's rec-
ords "were within the jurisdiction of the
District Court for the District of Colunbia”
as "[n]either party contends that the D s-
trict Court |acked personal jurisdiction
over the FBI's custodian of records.” [|d.

O course, where an agency is a proper party
in a federal case, the district court's per-
sonal jurisdiction over the agency presuna-
bly exists and thus court-ordered discovery
of the agency's records is clearly proper
under subsection (b)(11).

However, where a party seeks discovery of a
nonparty agency's records--pursuant to a

subpoena duces tecum i ssued under Rule 45 of
the Federal Rules of Civil Procedure--Laxalt
suggests that the district court issuing the
di scovery order nust have personal jurisdic-
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tion over the nonparty agency in order to be
regarded as a court of "conpetent jurisdic-
tion" within the neaning of subsection
(b)(11). See 809 F.2d at 890-91. The issue
of whether personal jurisdiction exists in
this kind of situation is not always a

cl ear-cut one--particularly where the non-
party agency's records are kept at a pl ace
beyond the territorial jurisdiction of the
district court that issued the discovery or-
der. Indeed, this very issue was apparently
rai sed but not decided in Laxalt, 809 F.2d
at 890-91 (finding it unnecessary to decide
whet her federal district court in Nevada
woul d have had jurisdiction to order discov-
ery of FBI records |ocated in District of

Col unbi a) .

The exi stence of "conpetent jurisdiction" is
I i kew se questionabl e whenever a state court
orders the disclosure of a nonparty federal
agency's records--because ordinarily the
doctrine of "sovereign imunity" wll pre-
clude state court jurisdiction over a fed-
eral agency or official. See, e.qg., Bosaw,
887 F. Supp. at 1210-17 (state court | acked
jurisdiction to order federal officers to
produce docunents because governnent did not
explicitly waive its sovereign immunity and,
because federal court's jurisdiction in this
case was derivative of state court's juris-
diction, federal court was |ikew se barred
fromordering officers to produce docu-
ments); Boron Gl Co. v. Downie, 873 F.2d
67, 70-71 (4th Cr. 1989) (state court sub-
poena held to constitute "action" agai nst
United States and thus sovereign i munity
appl i ed even though EPA was not party in

suit); Sharon Lease G| Co. v. Federal Ener-
gy Requlatory Commin, 691 F. Supp. 381, 383-
85 (D.D.C. 1988) (state court subpoena
guashed as state court |acked jurisdiction
to conpel nonparty federal official to tes-
tify or produce docunents absent waiver of
sovereign imunity); see also More v. Ar-
mour Pharm Co., 129 F.R D. 551, 555 (N. D
Ga. 1990) (citing additional cases on
point); cf. Louisiana v. Sparks, 978 F.2d
226, 235 n.15 (5th Gr. 1992) (noting that
"[t]here is no indication that [(b)(11)]

evi nces congressional intent to broadly

wai ve the sovereign imunity of [federal]
agencies . . . when ordered to conply with
state court subpoenas").

In Moore v. United States Postal Serv., 609
F. Supp. 681, 682 (E.D.N. Y. 1985), the court
assuned wi thout explanation that a state
court subpoena, required by state |aw to be
approved by a judge, constituted a proper
subsection (b)(11) court order; the issue of
"conpetent jurisdiction" was not addressed.
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Cf. Henson v. Brown, No. 95-213, slip op. at
4-5 (D. Md. June 23, 1995) (although not

di sputed by parties, stating that judge's
signature el evated subpoena to court order

wi t hi n nmeani ng of subsection (b)(11) in con-
text of determ ning whether defendant com
plied wwth order). At |east one state court
has ruled that it has "conpetent jurisdic-
tion" to issue a subsection (b)(11) court
order permtting the disclosure of a Privacy
Act-protected record. Tootle v. Seaboard
Coast Line RR Co., 468 So. 2d 237, 239
(Fla. Dist. . App. 1984); cf. Saulter v.
Muni ci pal Court for the QGakl and-Pi ednont
Judicial Dist., 142 Cal. App. 3d 266, 275
(Cal. C. App. 1977) (suggesting that state
court can order state prosecutor to subpoena
federal records for purpose of disclosing
themto crimnal defendant in discovery).

OMB has informally advised that agenci es may
di scl ose Privacy Act-protected records pur-
suant to a state court order under subsec-
tion (b)(11), even though that court |acks
personal jurisdiction over the agency.
Agenci es shoul d, however, be aware that com
pliance with such an order m ght be taken by
a court as acquiescence to the court's
jurisdiction, despite applicable principles
of sovereign inunity.

12. 5 U S.C. § 552a(b)(12) (Debt Collection Act)

"to a consuner reporting agency in accordance with
section 3711(e) of Title 31."

comment -- This disclosure exception was added to the
ori ginal eleven exceptions by the Debt Col-
| ection Act of 1982. It authorizes agencies
to disclose bad-debt information to credit
bureaus. Before doing so, however, agencies
nmust conplete a series of due process steps
designed to validate the debt and to offer
t he individual an opportunity to repay it.
See OVB Gui delines, 48 Fed. Reg. 15, 556-60
(1983).

ACCOUNTI NG OF CERTAI N DI SCLOSURES

(1)

(2)

Each agency, with respect to each system of records under
its control, nmust keep a record of the date, nature, and

pur pose of each disclosure of a record to any person or to
anot her agency under subsection (b) and the name and address
of the person or agency to whomthe disclosure is nmade. See
5 US C 8 552a(c)(1). An accounting need not be kept of

i ntra-agency disclosures (5 U S.C. 8 552a(b)(1)) or FOA

di sclosures (5 U.S.C. 8 552a(b)(2)). See 5 U.S.C

§ 552a(c)(1).

Thi s accounting of disclosures nust be kept for five years
or the life of the record, whichever is |onger, after the

- 636 -



PRI VACY ACT OVERVI EW
di scl osure for which the accounting is made. See 5 U.S.C. § 552a

(3) Except for disclosures nmade under subsection (b)(7), an in-
dividual is entitled, upon request, to get access to this
accounting of disclosures of his record. See 5 U S.C
§ 552a(c)(3).

(4) An agency nust informany person or other agency about any
correction or notation of dispute made by the agency in
accordance with subsection (d) of any record that has been
di scl osed to the person or agency if an accounting of the
di scl osure was made. See 5 U. S.C. 8 552a(c)(4).

comment -- The | anguage of subsection (c)(1l) explicitly ex-
cepts both intra-agency "need to know' di scl o-
sures and FO A disclosures fromits coverage.
See, e.qg., Quinn v. United States Navy, No. 94-
56067, 1995 WL 341513, at *1 (9th G r. June 8,
1995) (only disclosure of records was within Navy
and thus was exenpt from accounting require-
ments); Carkson v. IRS, 811 F.2d 1396, 1397-98
(11th Gr. 1987) (per curiam (IRS s internal
di scl osure of records to its crimnal investiga-
tion units does not require accounting).

It is inmportant to recognize that subsection
(c)(3) grants individuals a right of access sim-
|ar to the access right provided by subsection
(d)(1). See Standley v. Departnent of Justice,
835 F.2d 216, 219 (9th G r. 1987) (plaintiff en-
titled to gain access to list, conpiled by U S
Attorney, of persons in IRS to whom di scl osures
of grand jury materials about plaintiff were
made); Ray v. United States Dep't of Justice, 558
F. Supp. 226, 228 (D.D.C. 1982) (addresses of
private persons who requested plaintiff's records
required to be released to plaintiff notwth-
standi ng that "concern about possible harrassnent
[sic] of these individuals nay be legiti mte"),
aff'd, 720 F.2d 216 (D.C. Gr. 1983) (unpublished
tabl e decision); cf. Quinn, 1995 W 341513, at *1
(no records to disclose in response to request
for accounting because there were no discl osures
t hat required accounting).

O course, it should not be overl ooked that cer-
tain Privacy Act exenptions--5 U S.C. § 552a(j)
and (k)--are potentially available to shield an
"accounting of disclosures” record fromrel ease
to the subject thereof under subsection (c)(3).
See Standley, 835 F.2d at 219 (remandi ng case for
consi deration of whether exenptions are applica-
ble); Mttleman v. United States Dep't of the
Treasury, 919 F. Supp. 461, 469 (D.D.C 1995)
(finding that "application of exenption (k)(2)

: is valid' and that Departnent of Treasury

| nspector General's "General Allegations and

| nvestigative Records Systenmi is exenpt "because,
inter alia, application of the accounting-of-

di scl osures provision . . . would alert the sub-
ject to the existence of an investigation, pos-
sibly resulting in hindrance of an investiga-
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tion"), aff'd in part & remanded in part on other
grounds, 104 F.3d 410 (D.C. Cr. 1997); Bagley v.
EBI, No. 88-4075, slip op. at 2-4 (N.D. lowa Aug.
28, 1989) (applying subsection (j)(2)); see also
Hart v. FBI, No. 94 C 6010, 1995 U. S. Dist. LEXIS
4542, at *6 n.1 (N.D. IIll. Apr. 7, 1995) (noting
exenption of FBI's Crimnal Justice Information
Services Division Records Systen), aff'd, 91 F.3d
146 (7th Cir. 1996) (unpublished table decision).

For a further discussion of this provision, see
OVB Cuidelines, 40 Fed. Reg. 28,948, 28, 955-56
(1975).

I NDI VI DUAL' S RI GHT OF ACCESS

"Each agency that nmintains a systemof records shall--upon re-
guest by any individual to gain access to his record or to any
information pertaining to himwhich is contained in the system
permt himand upon his request, a person of his own choosing
to acconpany him to review the record and have a copy made of
all or any portion thereof in a formconprehensible to him ex-
cept that the agency may require the individual to furnish a
witten statenent authorizing discussion of that individual's
record in the acconpanying person's presence.” 5 U S.C

§ 552a(d)(1).

comment -- The Privacy Act provides individuals with a nmeans of
access simlar to that of the Freedom of Information
Act. The statutes do overlap, but not entirely.
See generally Greentree v. United States Custons
Serv., 674 F.2d 74, 76-80 (D.C. Cir. 1982). The
FOA is entirely an access statute; it permts "any
person” to seek access to any "agency record" that
is not subject to any of its nine exenptions or its
t hree exclusions. By conparison, the Privacy Act
permts only an "individual" to seek access to only

his own "record,” and only if that record is main-
tained by the agency within a "system of records"”--
i.e., is retrieved by that individual requester's

name or personal identifier--subject to ten Privacy
Act exenptions (see discussion of Privacy Act exenp-
tions, below). Thus, the primary difference between
the FO A and the access provision of the Privacy Act
is in the scope of information requestable under
each statute.

An individual's access request for his own record
mai ntai ned in a systemof records should be proc-
essed under both the Privacy Act and the FOA, re-
gardl ess of the statute(s) cited. See H R Rep. No.
98-726, pt. 2, at 16-17 (1984), reprinted in 1984
US. CCAN 3741, 3790-91 (regardi ng anendnent of
Privacy Act in 1984 to include subsection (t)(2) and
stating: "Agencies that had nade it a practice to
treat a request nmade under either [the Privacy Act
or the FOA] as if the request had been nade under
both | aws should continue to do so."); FO A Updat e,
Wnter 1986, at 6; see also Harvey v. United States
Dep't of Justice, No. 92-176-BLG slip op. at 8 (D
Mont. Jan. 9, 1996) ("Even though information my be
wi t hhel d under the [Privacy Act], the inquiry does
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not end. The agency nust al so process requests un-
der the FO A, since the agency may not rely upon an
exenption under the [Privacy Act] to justify nondis-
cl osure of records that would otherw se be accessi -
ble under the FOA. 5 U S.C. § 552a(t)(2)."),
aff'd, 116 F. 3d 484 (9th Cr. 1997) (unpublished
tabl e decision); cf. Wen v. Harris, 675 F.2d 1144,
1146 & n.5 (10th Cr. 1982) (per curiam (construing
pro se conplaint to seek infornmation under either
Privacy Act or FO A even though only FO A was refer-
enced by nane); Hunsberger v. United States Dep't of

Justice, No. 92-2587, slip op. at 2 n.2 (D.D.C July
22, 1997) (system from which docunents at issue were
retrieved was exenpt pursuant to Privacy Act exenp-
tion (j)(2), "[c]onsequently, the records were proc-
essed for release under the FOA"); Kitchen v. FBI
No. 93-2382, slip op. at 7 (D.D.C. Mar. 18, 1996)

(al though all requested docunents were exenpt under
Privacy Act, they "were also processed under FOA in
the interest of full disclosure"”); Kitchen v. DEA
No. 93-2035, slip op. at 9 (D.D.C. Cct. 12, 1995)
(sane), appeal dism ssed for failure to prosecute,
No. 95-5380 (D.C. Gr. Dec. 11, 1996); Freenman v.
United States Dep't of Justice (FBlI), 822 F. Supp.
1064, 1066 (S.D.N. Y. 1993) (inplicitly accepting
defendant's rationale that "because docunents re-

| easabl e pursuant to FO A nmay not be w thheld as
exenpt under the Privacy Act," it is proper for
agency not to distinguish between FO A and Privacy
Act requests when assigning nunbers to establish
order of processing, and quoting Report of House
Committee on Governnment Qperations, H R Rep. No.
726, as mandating such practice); Pearson v. DEA,

No. 84-2740, slip op. at 2 (D.D.C. Jan. 31, 1986)
(sane as Wen).

It should be noted that the Privacy Act--like the
FO A--does not require agencies to create records
that do not exist. See DeBold v. Stinmson, 735 F.2d
1037, 1041 (7th Gr. 1984); Perkins v. IRS, No. 86-
CVv-71551, slip op. at 4 (E D. Mch. Dec. 16, 1986);
see also, e.qg., Villanueva v. Departnent of Justice,
782 F.2d 528, 532 (5th Gr. 1986) (rejecting argu-
ment that FBI was required to "find a way to provide
a brief but intelligible explanation for its deci-
sion . . . wthout [revealing exenpt information]").
But conpare May v. Departnent of the Air Force, 777
F.2d 1012, 1015-17 (5th Cr. 1985) ("reasonabl e seg-
regati on requirenent” obligates agency to create and
rel ease typewitten version of handwitten eval ua-
tion forns so as not to reveal identity of eval uator
under exenption (k)(7)), with Church of Scientol ogy
W United States v. IRS, No. CV-89-5894, slip op. at
4 (C.D. Cal. Mar. 5, 1991) (FO A decision rejecting
argunment based upon May and hol di ng that agency not
required to create records).

For a discussion of the unique procedures involved
in processing first-party requests for nedical rec-
ords, see discussion below under 5 U. S.C

8§ 552a(f)(3).
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FO A/ PRI VACY ACT | NTERFACE EXAMPLE: ACCESS

Suppose John Q Citizen wites to Agency: "Please send to ne
all records that you have on ne."

For purposes of this exanple, assune that the only responsive
records are contained in a systemof records retrieved by M.
Ctizen's own nane or personal identifier. Thus, both the Pri-
vacy Act and the FO A potentially apply to the records.

(1) 1F _NO PRI VACY ACT EXEMPTI ON APPLI ES

Result: M. CGtizen should receive access to his Privacy
Act records where Agency can invoke no Privacy
Act exenpti on.

The Agency cannot rely upon a FO A exenption
alone to deny M. Citizen access to any of his
records under the Privacy Act. See 5 U S.C

8 552a(t)(1); see also Martin v. Ofice of Spe-
cial Counsel, 819 F.2d 1181, 1184 (D.C. Cir

1987) ("If a FO A exenption covers the docunents,
but a Privacy Act exenption does not, the docu-
ments nust be rel eased under the Privacy Act.")
(enphasis added); Viotti v. United States Air
Force, 902 F. Supp. 1331, 1336-37 (D. Col o. 1995)
("If the records are accessi ble under the Privacy
Act, the exenptions fromdisclosure in the FOA
are inapplicable."); Savada v. DOD, 755 F. Supp.
6, 9 (D.D.C. 1991) (citing Martin for proposition
that "[i]f an individual is entitled to a docu-
ment under FO A and the Privacy Act, to w thhold
t hi s docunent an agency nust prove that the docu-
ment is exenpt fromrel ease under both stat-
utes"); cf. Stone v. Defense Investigative Serv.,
816 F. Supp. 782, 788 (D.D.C. 1993) ("[T]he Court
nmust determ ne separately [fromthe FO A] whet her
plaintiff is entitled to any of the withheld in-
formati on under the Privacy Act."); Rojemv.
United States Dep't of Justice, 775 F. Supp. 6,
13 (D.D.C. 1991) ("[T]here are instances in which
the FO A deni es access and the Privacy Act com
pels release."), appeal disnm ssed for failure to
timely file, No. 92-5088 (D.C. Cir. Nov. 4,

1992); Ray v. United States Dep't of Justice, 558
F. Supp. 226, 228 (D.D.C. 1982) (requester enti-
tl ed, under subsection (c)(3), to addresses of
private persons who requested information about
himas "defendant is unable to cite a specific
[Privacy Act] exenption that justifies non-dis-
closure of this information"), aff'd, 720 F. 2d
216 (D.C. Gr. 1983) (unpublished table de-

ci sion).

In other words, a requester is entitled to the
conbi ned total of what both statutes provide.
See Carkson v. IRS, 678 F.2d 1368, 1376 (1l1th
Cr. 1982); Wen v. Harris, 675 F.2d 1144, 1147
(10th Gr. 1982) (per curiam; Searcy v. Social
Sec. Admin., No. 91-C-26 J, slip op. at 7-8 (D
Ut ah June 25, 1991) (nmgistrate's recommenda-
tion), adopted (D. Utah Sept. 19, 1991), aff'd,
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No. 91-4181 (10th Cir. Mar. 2, 1992); Wittle v.
Moschella, 756 F. Supp. 589, 595 (D.D.C. 1991);
Fagot v. FDIC, 584 F. Supp. 1168, 1173-74 (D.P.R
1984), aff'd in part &rev'd in part, 760 F.2d
252 (1st Cir. 1985) (unpublished table decision);
see also 120 Cong. Rec. 40,406 (1974), reprinted
in Source Book at 861. For access purposes, the
two statutes work conpletely independently of one
anot her.

| F A PRI VACY ACT EXEMPTI ON APPL| ES

Resul t :

Were a Privacy Act exenption applies, M. Citi-
zen is not entitled to obtain access to his rec-
ords under the Privacy Act.

But he may still be able to obtain access to his
records (or portions thereof) under the FAO A

See 5 U.S.C. § 552a(t)(2) (Privacy Act exenp-
tion(s) cannot defeat FO A access); Martin, 819
F.2d at 1184 ("[I]f a Privacy Act exenption but
not a FO A exenption applies, the docunents nust
be released under FO A ") (enphasis added);
Savada, 755 F. Supp. at 9 (citing Martin and
hol di ng that agency nust prove that docunent is
exenpt fromrel ease under both FO A and Privacy
Act); see also Shapiro v. DEA, 762 F.2d 611, 612
(7th Gr. 1985); Gove v. CIA 752 F. Supp. 28,
30 (D.D.C. 1990); Sinmobn v. United States Dep't of
Justice, 752 F. Supp. 14, 22 (D.D.C 1990),
aff'd, 980 F.2d 782 (D.C. Cir. 1992); Mller v.
United States, 630 F. Supp. 347, 348-49 (E.D.N.Y.
1986); Nunez v. DEA, 497 F. Supp. 209, 211
(S.D.N. Y. 1980). The outcone wll depend upon
FO A exenption applicability. See generally FOA
Update, Spring 1994, at 3-6 (encouragi ng discre-
tionary disclosure whenever possible despite FOA
exenption applicability); FOA Update, Spring
1997, at 1 (sane).

| F NO PRI VACY ACT EXEMPTI ON AND NO FO A EXEMPTI ON APPLI ES

Resul t :

The i nformati on shoul d be di scl osed.

| F BOTH PRI VACY ACT AND FO A EXEMPTI ONS APPLY

Resul t :

The record nmay be wi thheld. But renenber: Wen
an individual requests access to his own record
(a first-party request) maintained in a system of
records, an agency nust be able to invoke proper-
Iy both a Privacy Act exenption and a FO A exenp-
tion in order to wthhold that record.

Rule: ALL PRI VACY ACT ACCESS REQUESTS SHOULD
ALSO BE TREATED AS FO A REQUESTS

Note also that M. Citizen's first-party re-
guest --because it is a FOA request as well--
additionally obligates Agency to search for any
records on himthat are not maintained in a Pri-
vacy Act systemof records. Wth respect to
those records, only the FO A s exenptions are
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rel evant; the Privacy Act's access provision and
exenptions are entirely inapplicable to any rec-
ords not maintained in a system of records.

comrent

-- A particularly troubling and unsettled probl em

under the Privacy Act arises where a file indexed
and retrieved by the requester’'s nane or personal
identifier contains information pertaining to a
third party that, if released, would invade that
third party's privacy.

As a prelimnary matter, it should be noted that
this problemarises only when a requester seeks ac-
cess to his record contained in a non-law enforce-
ment system of records--typically a personnel or
background security investigative system-inasnuch
as agencies are generally permtted to exenpt the
entirety of their crimnal and civil |aw enforcenent
systens of records fromthe subsection (d)(1) access
provi sion pursuant to 5 U S.C. 8 552a(j)(2) and

(k) (2).

The problem stens fromthe fact that unlike under
the FOA see 5 U S C 8§ 552(b)(6), (7)(C, the Pri-
vacy Act (ironically) does not contain any exenption
that protects a third party's privacy. C. 5 U S C
8 552a(k)(5) (protecting only confidential source-
identifying information in background security in-
vestigative systens). The Privacy Act's access pro-
vision sinply permts an individual to gain access
to "his record or to any information pertaining to
him that is contained in a systemof records in-
dexed and retrieved by his nane or personal identi-
fier. 5 US C 8§ 552a(d)(1).

The leading case in this area is Voelker v. IRS, 646
F.2d 332, 333-35 (8th Cr. 1981). In Voelker, the
Court of Appeals for the Eighth Grcuit held that
where the requested information--contained in a sys-
temof records indexed and retrieved by the request-
er's name--is "about" that requester within the
meani ng of subsection (a)(4)'s definition of a "rec-
ord," all such information is subject to the subsec-
tion (d)(1) access provision. 1d. at 334. 1In con-
strui ng subsection (d)(1), the Eighth CGrcuit noted
that there is "no justification for requiring that
information in a requesting individual's record neet
sone separate "pertaining to' standard before dis-
closure is authorized [and i]n any event, it defies
logic to say that information properly contained in
a person's record does not pertain to that person,
even if it may also pertain to another individual."
Id. Relying on the inportance of the access provi-
sion to the enforcenent of other provisions of the
Privacy Act, and the lack of any provision in the
exenption portion of the statute to protect a third
party's privacy, the Eighth Crcuit rejected the
governnent's argunent that subsection (b) prohibited
di scl osure to the requester of the infornmation about
athird party. 1d. at 334-35. A careful reading of
Voel ker reveals that the Eighth Crcuit appeared to

- 642 -



PRI VACY ACT OVERVI EW

equate the term"record" with "file" for subsection
(d) (1) access purposes.

The District Court for the District of Colunbia
recently agreed with, and applied the reasoning of,
Voel ker in Henke v. United States Dep't of Commerce,
No. 94-0189, 1996 W. 692020, at *4 (D.D.C. Aug. 19,
1994), aff'd on other grounds, 83 F.3d 1445 (D.C
Cr. 1996). |In Henke, the governnment argued that
information pertaining to third parties was exenpt
from di scl osure because the sane informati on was

al so contained in a systemof records as to the
third parties, and that disclosure of the infornma-
tion would violate subsection (b). Relying on Voel -
ker, the court rejected the governnent's argunent
that information contained in one individual's rec-
ords is exenpt fromthe disclosure requirenments of
the Privacy Act sinply because the sane information
is also contained in another individual's records,
and it further stated that it would "not create an
exenption to the Privacy Act that [C]ongress did not
see fit to include itself.” [d. On two earlier
occasions, the D.C. District court had held that
subsection (b) could protect third-party information
in arequester's file. See Savada v. DOD, 755 F.
Supp. 6, 10 (D.D.C. 1991) (nanmes of D A security
officials involved in investigation of plaintiff);
Anderson v. United States Dep't of the Treasury, No.
76-1404, slip op. at 11-13 (D.D.C. July 19, 1977)
(name of conplainant). However, the rational e of

t hese decisions is not entirely clear, and neither
opi nion was even nentioned in the nore recent Henke
opi ni on.

The result in Voel ker also finds sone tangentia
support in two other decisions--Wen v. Harris, 675
F.2d 1144, 1147 (10th Cr. 1982) (per curiam, and
Ray v. United States Dep't of Justice, 558 F. Supp.
226, 228 (D.D.C. 1982), aff'd, 720 F.2d 216 (D.C
Cir. 1983) (unpublished table decision). In Wen,
the Court of Appeals for the Tenth Grcuit reversed
a district court's judgnent that FO A Exenption 6
protected certain third-party information requested
under the Privacy Act. 675 F.2d at 1147. In so
ruling, the Tenth Crcuit stated that "[0o]n remand,
should the district court find that the docunments
requested by M. Wen consist of "his record or
“any information pertaining to him' and that they
are ‘records' contained in a “systemof records,"

8 552a(a)(4), (5), (d)(1), then the court nust grant
hi m access to those docunents as provided in

8 552a(d)(1), unless the court finds that they are
exenpt from di scl osure under [Privacy Act exenp-
tions]," and it further observed that "the [dis-
trict] court's reliance on [FO A Exenption 6] to

wi t hhol d the docunents woul d be inproper if the
court determnes that the [Privacy Act] permts dis-
closure.” 1d. In Ray, the court ruled that the re-
guester was entitled to access, under subsection
(c)(3), to the addresses of private persons who had
requested i nformati on about hi m because no Privacy
Act exenption justified wi thhol ding such inform-
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tion, notwi thstanding that the agency's "concern
about possible harrassnent [sic] of these individ-
uals may be legitimte." 558 F. Supp. at 228.

Voel ker's rational e was purportedly distinguished
(but in actuality was rejected) in DePlanche v. Cal-
i fano, 549 F. Supp. 685, 693-98 (WD. Mch. 1982), a
case involving a father's request for access to a
soci al security benefits file indexed and retrieved
by his social security nunber which contained the
address of his two mnor children. [In denying the
father access to the children's address, the court
reasoned that such third-party information, although
contained in the father's file, was not "about" the
father, and therefore by definition was not his
"record" within the neaning of subsection (a)(4),
nor was it information "pertaining” to himwthin

t he neani ng of the subsection (d)(1) access provi-
sion. 1d. at 694-96. In distinguishing Voel ker,
the court relied upon an array of facts suggesting
that the father m ght harass or harmhis children if
their location were to be disclosed. 1d. at 693,
696-98; see also Nolan v. United States Dep't of
Justice, No. 89-A-2035, slip op. at 16 (D. Colo.
Mar. 18, 1991) (nanes of FBI agents and ot her per-
sonnel held not requester's "record" and therefore
"outside the scope of the [Privacy Act]"), aff'd,
973 F.2d 843 (10th G r. 1992); Springnmann v. United
States Dep't of State, No. 93-1238, slip op. at 8 &
n.1 (D.D.C. Apr. 21, 1997) (citing Nolan and hol di ng
that nanme of foreign official who provided inform-
tion to State Departnent and nanes of foreign serv-
ice officers (other than plaintiff) who were denied
tenure were "not accessible to plaintiff under the
Privacy Act because the identities of these indi-
vidual s d[id] not constitute information " about’
plaintiff, and therefore [we]lre not "records' wth
respect to plaintiff under the Privacy Act"); Huns-
berger v. CA No. 92-2186, slip op. at 3-4 (D.D.C
Apr. 5, 1995) (citing Nolan and hol ding that nanes
of enpl oyees of private insurance conpany used by
Director of Central Intelligence and Director's

uni que professional liability insurance certificate
nunber maintained in litigation file created as re-
sult of plaintiff's prior suit against ClA D rector
were not "about" plaintiff and therefore were not
"record[s]" within neaning of Privacy Act); Doe v.
United States Dep't of Justice, 790 F. Supp. 17, 22
(D.D.C. 1992) (citing Nolan and alternatively hol d-
ing that "nanmes of agents involved in the investi-
gation are properly protected fromdisclosure"); cf.
Allard v. HHS, No. 4:90-CV-156, slip op. at 9-11
(WD. Mch. Feb. 14, 1992) (citing DePlanche with
approval and arriving at same result, but conducting
anal ysis solely under FO A Exenption 6), aff'd, 972
F.2d 346 (6th Cr. 1992) (unpublished table deci-
sion).

The District Court for the District of Colunbia was
confronted wwth a nore conplex version of this issue
in Topuridze v. USIA, 772 F. Supp. 662 (D.D.C

1991), reconsidering Topuridze v. FBI, No. 86-3120
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(D.D.C. Feb. 6, 1989), when the subject of a letter
requested access to it and the agencies withheld it
to protect the author's privacy interests. In To-
puridze, the issue of access to third party infor-
mation in a requester's file was further conplicated
by the fact that the information was "retri evabl e"
by both the requester's identifier and the third
party's identifier, Topuridze v. FBI, No. 86-3120,
slip op. at 2-3 (D.D.C. Feb. 6, 1989)--the record
was subject to "dual retrieval." |In apparent
contradiction to the subsection (d)(1) access provi-
sion, subsection (b) prohibits the nonconsensual

di scl osure of an individual's record contained in a
system of records indexed and retrieved by his nane
or personal identifier to any third party. See

5 U S C 8 552a(b). Because the letter was both the
requester's and the third party's Privacy Act rec-
ord, the governnent argued that subsection (b),

t hough technically not an "exenption," neverthel ess
restricts first-party access under subsection (d)(1)
where the record is about both the requester and the
third-party author, and is located in a system of
records that is "retrievable" by both their nanes.
See Topuridze v. FBI, No. 86-3120, slip op. at 2-3
(D.D.C. Feb. 6, 1989); Topuridze v. USIA 772 F
Supp. at 665-66. Although the court had previously
rul ed that the docunent was not about the author,
see Topuridze v. FBI, No. 86-3120, slip op. at 3-4
(D.D.C. Feb. 6, 1989), on reconsideration it ruled
that it need not reach that issue, finding that

"[ b] ecause the docunent is w thout dispute about the
[requester], it nmust be released to himin any
event." 772 F. Supp. at 665. On reconsideration,
the court enbraced Voel ker and rejected the govern-
ment's argunent that subsection (b) created a "dua
record exenption" to Privacy Act access. |d. at

665- 66.

Al t hough Topuridze has provided further guidance,
the difficult issue of an individual's right to ac-
cess third party information retrieved by his nanme
can be resolved only with careful consideration
given to the follow ng points:

(1) |If the third-party information in the request-
er's fileis truly not "about"™ himor her,
coul d have no possi bl e adverse effect on the
requester, and is not retrieved by the third
party's nane or personal identifier, a plausi-
bl e argunment m ght be nmade (as in DePl anche,
Nol an, and Doe) for withholding such infornma-
tion on the ground that it does not constitute
an accessible "record"” within the neaning of
subsections (d)(1) and (a)(4).

(2) If third-party information in the requester's
file is also "about"” the requester--i.e., a
"dual record"--subsections (d)(1) and (a)(4)
seemto require release to the requester, for
the reasons set forth in Voelker. See 646 F.2d
at 333-35. The Act's definition of an acces-
sible "record" does not contain any "excl usiv-
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ity" requirenent. See Unt v. Aerospace Corp.
765 F.2d 1440, 1450 (9th Cr. 1985) (Ferguson,
J., dissenting). However, where release could
| ead to harassnent or harmto the third party,
as was the case in DePlanche, see 594 F. Supp.
at 693, 696-98, a strong argunent for w thhol d-
ing (one that, essentially, is an equitable
one) may be possible. Yet, it is significant
that the court in Topuridze concluded that the
record at issue in that case nust be rel eased
despite the credible argunent that doing so
coul d endanger the author; the court seened to
be no | ess concerned that such an argunent
"could be freely invoked by authors of even the
nmost unfounded, defamatory and damagi ng rec-
ords." See Topuridze v. USIA, 772 F. Supp. at
666. Furthernore, in light of the court's re-
jection of the governnment's nore conpelling
"dual retrieval"” argunent in Topuridze, it
woul d seem even less likely that the court
woul d permt the withholding of third-party in-
formation that was not "dually retrieved," as
was the case in DePlanche. Therefore, where
DePl anche-type facts are present, agencies
shoul d consi der use of in canmera subm ssions to
justify w thholding such third-party inform-
tion. See, e.qg., Patton v. FBlI, 626 F. Supp.
445, 447-48 (M D. Pa. 1985), aff'd, 782 F.2d
1030 (3d Cir. 1986) (unpublished table deci-
sion).

(3) If the third-party information in the request-
er's file is also "about" the requester--i.e.,
a "dual record"--and the file is al so indexed
and retrieved by the third party's nane or per-
sonal identifier--i.e., "dually retrieved," the
Topuridze decision suggests that the inforna-
tion should be released to both parties. 772
F. Supp. at 665-66. The court in Topuridze
specifically rejected the argunent that subsec-
tion (b) prohibits disclosure to the requester
absent consent of the third party, and it rec-
ogni zed that such a rule would operate to re-
strict "dual records" fromdisclosure to anyone
ot her than the agency itself. 1d.

A requester need not state his reason for seeking
access to records under the Privacy Act, but an
agency should verify the identity of the requester
in order to avoid violating subsection (b). See OVB
Qui del i nes, 40 Fed. Reg. 28,948, 28,957-58 (1975);
see also 5 U.S.C. §8 552a(i)(1) (crimnal penalties
for disclosure of information to parties not enti-
tled to receive it); 5 U S C 8 552a(i)(3) (crimna
penal ties for obtaining records about an individual
under false pretenses); cf., e.qg., Revised Depart-
ment of Justice Freedom of Information Act and Pri-
vacy Act Regul ations, 62 Fed. Reg. 45,184, 45,192
(1997) (to be codified at 28 CF. R pt. 16) (pro-
posed August 26, 1997).
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Al so, note that subsection (d)(1), like the FOA,
"“carries no prospective obligation to turn over new
docunents that cone into existence after the date of
the request." Crichton v. Conmmunity Servs. Adm n.
567 F. Supp. 322, 325 (S.D.N. Y. 1983).

I NDI VI DUAL' S RI GHT OF AMENDIVENT

(1) An individual can request amendnent of his own record.
5 U S C 8§ 552a(d)(2).

(2) Ten "working" days after receipt of an anmendnent request, an
agency nust acknow edge it in witing and pronptly either:

(a) correct any information which the individual asserts is
not accurate, relevant, tinely, or conplete; or

(b) informthe individual of its refusal to anend in ac-
cordance with the request, the reason for refusal, and
the procedures for adm nistrative appeal. 5 U S. C
§ 552a(d)(2).

(3) The agency nust permt an individual who disagrees with its
refusal to amend his record to request review of such refus-
al, and not |ater than 30 "working" days fromthe date the
i ndi vi dual requests such review, the agency nust conplete
it. If the reviewing official also refuses to anmend in ac-
cordance with the request, the individual nust be permtted
to file with the agency a conci se statenent setting forth
the reasons for disagreenment with the agency. 5 U.S. C
8§ 552a(d)(3). The individual's statenent of disagreenent
nmust be included with any subsequent disclosure of the rec-
ord. 5 US.C 8 552a(d)(4). In addition, where the agency
has made prior disclosures of the record and an accounting
of those disclosures was nade, the agency nust informthe
prior recipients of the record of any correction or notation
of dispute that concerns the disclosed record. 5 U S.C
§ 552a(c)(4).

comment -- For a discussion of subsections (d)(2)-(4), see
OVB Cui delines, 40 Fed. Reg. 28,948, 28, 958-60
(1975). For a discussion of amendnent | awsuits,
see the section entitled "Cvil Renedies," bel ow

AGENCY REQUI REMENTS

Each agency that maintains a system of records shall--
A. 5 US C 8 552a(e)(1)

"maintain in its records only such information about an

i ndividual as is relevant and necessary to acconplish a

pur pose of the agency required to be acconplished by stat-
ute or by executive order of the President.”

comment -- This subsection is not violated so long as the
mai nt enance of the information at issue is rel-
evant and necessary to acconplish a | egal pur-
pose of the agency. See, e.qg., Reuber v. United
States, 829 F.2d 133, 139-40 (D.C. Cir. 1987);
National Fed'n of Fed. Enployees v. G eenberg,
789 F. Supp. 430, 433-34 (D.D.C. 1992), vacated

- 647 -



PRI VACY ACT OVERVI EW

B

& remanded on ot her grounds, 983 F.2d 286 (D.C
Cr. 1993); Beckette v. United States Postal
Serv., No. 88-802, slip op. at 9-10 (E.D. Va.
July 3, 1989); NIEU v. IRS, 601 F. Supp. 1268,
1271 (D.D.C. 1985); Chocallo v. Bureau of Hear-
ings & Appeals, 548 F. Supp. 1349, 1368 (E.D
Pa.), aff'd, 716 F.2d 889 (3d Cir. 1983) (unpub-
i shed table decision); see also Jones v. United

States Dep't of the Treasury, No. 82-2420, slip
op. at 2 (D.D.C. Cct. 18, 1983) (ruling that

mai nt enance of record concerni ng unsubstanti ated
al l egation that BATF Special Agent committed
crime was "rel evant and necessary"), aff'd, 744
F.2d 878 (D.C. Cir. 1984) (unpublished table de-
cision); OVB Quidelines, 40 Fed. Reg. 28, 948,
28,960-61 (1975); 120 Cong. Rec. 40,407 (1974),
reprinted in Source Book at 863; cf. Anerican
Fed'n of Gov't Enployees v. HUD, 118 F. 3d 786,
794 (D.C. Cr. 1997) (holding agency use of re-
| ease formon enpl oynent suitability question-
naire constitutional in light of Privacy Act's
subsection (e)(1) requirenent and "rel ying on
the limtation that the rel ease form authori zes
t he governnent to obtain only rel evant inforna-
tion used to verify representati ons nade by the
enpl oyee"); Barlow v. VA No. 92-16744, slip op.
at 3 (9th Cr. Sept. 13, 1993) (VA s request for
appel lant's nedical records did not violate Pri-
vacy Act because VA is authorized to request
such information and it is "relevant and neces-
sary" to appellant's claimfor benefits; citing
subsection (e)(1)).

5 U.S.C. § 552a(e)(2)

"collect information to the greatest extent practicable
directly fromthe subject individual when the information
may result in adverse determ nations about an individual's
rights, benefits, and privil eges under Federal prograns."”

comment -- The | eading cases under this provision are
Waters v. Thornburgh, 888 F.2d 870 (D.C. Gr
1989), and Brune v. IRS, 861 F.2d 1284 (D.C
Cir. 1988). Wiaters involved a Justice Depart-
ment enpl oyee whose supervi sor becane aware of
information that rai sed suspicions concerning
t he enpl oyee' s unaut hori zed use of admi nistra-
tive leave. 888 F.2d at 871-72. Wthout first
approachi ng the enployee for clarification, the
supervi sor sought and received froma state
board of | aw exam ners verification of the em
pl oyee's attendance at a bar exam nation. [d.
at 872. In finding a violation of subsection
(e)(2) on these facts, the Court of Appeals for
the District of Colunbia Crcuit ruled that
“"[1]n the context of an investigation that is
seeki ng objective, unalterable information, rea-
sonabl e questions about a subject's credibility
cannot relieve an agency fromits responsibility
to collect that information first fromthe sub-
ject.” 1d. at 873 (enphasis added); accord Dong

V. Smithsonian Inst., 943 F. Supp. 69, 72-73
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(D.D.C. 1996) ("concern over Plaintiff's possi-
bl e reaction to an unpl easant runor"” did not
warrant Institution's "fail[ure] to elicit in-
formati on regardi ng al |l eged unaut horized trip
directly fromher") (appeal pending). The D.C
Circuit in Waters distinguished its earlier de-
cision in Brune, which had permtted an IRS su-
pervisor to contact taxpayers to check on an
agent's visits to themw thout first interview
ing the agent, based upon the "special nature of
the investigation in that case--possible false
statenents by an I RS agent” and the concom tant
risk that the agent, if contacted first, could
coerce the taxpayers to falsify or secret evi-
dence. Waters, 888 F.2d at 874.

Consistent wth Brune, two other decisions have
upheld the RS s practice of contacting taxpay-
ers prior to confronting agents who were under

internal investigations. See Al exander v. |RS,
No. 86-0414, slip op. at 11-14 (D.D.C. June 30,
1987); Merola v. Departnent of the Treasury, No.
83-3323, slip op. at 5-9 (D.D.C. Cct. 24, 1986).

For ot her decisions concerning this provision,
see Adivares v. NASA No. 95-2343, 1996 W
690065, at **2-3 (4th Cir. Dec. 3, 1996), aff'qg
per curiam 882 F. Supp. 1545 (D. Md. 1995); Hub-
bard v. United States Envtl. Protection Agency,
Admir, 809 F.2d 1, 11 n.8 (D.C. Cr.), vacated
in nonpertinent part & reh'g en banc granted
(due to conflict in circuit), 809 F.2d 1 (D.C
Cr. 1986), resolved on reh'g en banc sub nom
Spagnola v. Mthis, 859 F.2d 223 (D.C. Gr
1988); Magee v. United States Postal Serv., 903
F. Supp. 1022, 1028-29 (WD. La. 1995), aff'd,
79 F.3d 1145 (5th Cr. 1996) (unpublished table
decision); and Kassel v. VA, 709 F. Supp. 1194,
1203 (D.N.H 1989). C. Beckette v. United
States Postal Serv., No. 88-802, slip op. at 10
(E.D. Va. July 3, 1989) (subsection (e)(2) re-
qui renments satisfied where information contai ned
in records was derived from other records con-
taining information collected directly from

i ndividual). The OB Cui delines suggest several
factors to be evaluated in determ ning whet her
it is inpractical to contact the subject first.
OMB Gui delines, 40 Fed. Reg. 28,948, 28,961
(1975); see also 120 Cong. Rec. 40,407 (1974),
reprinted in Source Book at 863.

5 U.S.C. § 552a(e)(3)

"inform each individual whomit asks to supply information,
on the formwhich it uses to collect the information or on
a separate formthat can be retained by the individual--(A)
the authority (whether granted by statute, or by executive
order of the President) which authorizes the solicitation
of the information and whet her disclosure of such infornma-
tion is mandatory or voluntary; (B) the principal purpose
or purposes for which the information is intended to be

(C the routine uses which may be nmade of the infor-

- 649 -



PRI VACY ACT OVERVI EW

mati on as published pursuant to paragraph (4)(D) of this
subsection; and (D) the effects on him if any, of not pro-
viding all or any part of the requested information."

comment -- The OVB CGuidelines note that "[i]nplicit in this

subsection is the notion of informed consent
since an individual should be provided with suf-
ficient information about the request for infor-
mati on to make an informed deci sion on whet her
or not to respond.” OMB Cuidelines, 40 Fed.
Reg. 28,948, 28,961 (1975). The OVB Cui del i nes
al so note that subsection (e)(3) is applicable
to both witten and oral (i.e., interview) so-
l[icitations of personal information. [d.

There is sonme authority for the proposition that
subsection (e)(3) is inapplicable when an agency
solicits information about an individual froma
third party. See Truxal v. Casey, 2 Gov't D s-
closure Serv. (P-H) T 81,391, at 82,043 (S.D.
Chio Apr. 3, 1981); see also McTaggart v. United
States, 570 F. Supp. 547, 550 (E.D. Mch. 1983)
(i ndividual |acks standing to conpl ain of insuf-
ficient Privacy Act notice to third party). The
OVB Cui delines support this view, but suggest

t hat "agenci es shoul d, where feasible, inform
third-party sources of the purposes for which
information they are asked to provide will be
used." OWB Cuidelines, 40 Fed. Reg. at 28, 961.
The practice of not providing notice to third
parties was condemmed by the Privacy Protection
Study Conmm ssion, see Privacy Conm ssion Report
at 514, and, indeed, several courts have dis-
agreed with Truxal and the OVB Qui delines on
this point. See Usher v. Secretary of HHS, 721
F.2d 854, 856 (1st Cir. 1983) (costs awarded to
plaintiff due to agency "intransigence" in re-
fusing to provide information specified in sub-
section (e)(3) to third party); Kassel v. VA

No. 87-217-S, slip op. at 24-25 (D.N.H Mar. 30,
1992) (in light of "the express |anguage of
8(e)(3) and the Privacy Act's overall purposes

. 8(e)(3) applies to information supplied by
third-parties"); Saunders v. Schweiker, 508 F
Supp. 305, 309 (WD.N Y. 1981) (plain |anguage
of subsection (e)(3) "does not in any way dis-
tingui sh between first-party and third-party
contacts").

In Covert v. Harrington, 876 F.2d 751, 755-56
(9th Cr. 1989), a divided panel of the Court of
Appeals for the Ninth Grcuit held that an agen-
cy conponent's failure to provide actual notice
of a routine use under subsection (e)(3)(C, at
the time information is submtted, precludes a
separate conponent of the agency (an | nspector
General) fromlater invoking the routine use as
a basis for disclosing such information. See
also United States Postal Serv. v. National
Ass'n of lLetter Carriers, 9 F.3d 138, 146 (D.C
Cr. 1993) (citing Covert wth approval and re-
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mandi ng case for factual determ nation as to
whet her (e)(3)(C) notice was given). But see
OMB Cuidelines at 28,961-62 ("It was not the
intent of [subsection (e)(3)] to create a right
t he nonobservance of which woul d preclude the
use of the information or void an action taken
on the basis of that information.").

It has been held that "[n]othing in the Privacy
Act requires agencies to enploy the exact |an-
guage of the statute to give effective notice."
United States v. Wlber, 696 F.2d 79, 80 (8th
Cr. 1982); see also Field v. Brown, 610 F.2d
981, 986-88 (D.C. Cr. 1979); dasgold v. Secre-
tary of HHS, 558 F. Supp. 129, 149-51 (E.D.N.Y.
1982). Thus, for exanple, subsection (e)(3)(D
does not require an agency to provide notice of
the specific crimnal penalty which may be im
posed for failure to provide information. See,
e.g., United States v. Bressler, 772 F.2d 287,
292-93 (7th Gr. 1985); United States v. Bell
734 F.2d 1315, 1318 (8th Cir. 1984) (per curi-
an); United States v. Annunziato, 643 F.2d 676,
678 (9th Gr. 1981); United States v. Ri ckman,
638 F.2d 182, 183 (10th G r. 1980); United
States v. Gllotti, 822 F. Supp. 984, 988
(WD.N Y. 1993); see also United States v. Bish-
op, No. 90-4077, slip op. at 7 (6th Cr. Cct.
23, 1991) (citing Bressler and holding that IRS
form 1040 instruction booklet inform ng taxpay-
ers of obligation to file return or statenent
wth IRS is sufficient notice under Privacy
Act); Beller v. Mddendorf, 632 F.2d 788, 798-99
n.6 (9th Cir. 1980); Field, 610 F.2d at 987 (re-
qui rements of Privacy Act satisfied where Priva-
cy Act statenent provided that failure to pro-
vide information would result in "notification
to the Departnent of Justice" for appropriate
action).

5 U S.C. § 552a(e)(4)

"[subject to notice and comment], publish in the Federal
Regi ster upon establishment or revision a notice of the

exi stence and character of the system of records, which
notice shall include--(A) the nane and | ocation of the sys-
tem (B) the categories of individuals on whomrecords are
mai ntai ned in the system (C) the categories of records

mai ntai ned in the system (D) each routine use of the rec-
ords contained in the system including the categories of
users and the purpose of such use; (E) the policies and
practices of the agency regarding storage, retrievability,
access controls, retention, and disposal of the records;
(F) the title and busi ness address of the agency official
who is responsible for the systemof records; (G the agen-
cy procedures whereby an individual can be notified at his
request if the systemof records contains a record pertain-
ing to him (H) the agency procedures whereby an individual
can be notified at his request how he can gain access to
any record pertaining to himcontained in the system of
records, and how he can contest its contents; and (l) the
categories of sources of records in the system"”
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E

comrent

For a discussion of this provision, see OVB

Qui del i nes, 40 Fed. Reg. 28,948, 28, 962-64
(1975). Although Privacy Act systemnotices are
spread throughout the Federal Register, the O-
fice of the Federal Register publishes a bien-
nial conpilation of all such system noti ces.

See 5 U S.C. 8§ 552a(f). This "Privacy Act Com
pilation," is now avail able at the Governnent
Printing Ofice's Wrld Wde Wb site, which can
be found at http://ww. access. gpo. gov/ su_docs.

5 U.S.C § 552a(e)(5)

"maintain all records which are used by the agency in mak-
ing any determ nati on about any individual with such accu-
racy, relevance, tineliness, and conpl eteness as is reason-
ably necessary to assure fairness to the individual in the
determ nation. "

conment

-- This provision (along with subsections (e)(1)

and (e)(7)) sets forth the standard to which
records nmust conformin the context of an anend-
ment |awsuit, as well as in the context of an
accuracy lawsuit for damages. See 5 U. S.C

§ 552a(g)(1)(A); 5 U S C 8§ 552a(09)(1)(©. As
the Court of Appeals for the District of Colum
bia Grcuit has held, "whether the nature of the
relief sought is injunctive or nonetary, the
standard agai nst which the accuracy of the rec-
ord i s neasured renai ns constant [and] that
standard is found in 5 U S.C. 8§ 552a(e)(5) and
reiterated in 5 U S.C. 8 552a(g)(1)(C." Doe v.
United States, 821 F.2d 694, 697 n.8 (D.C. Cr
1987) (en banc).

In theory, a violation of this provision (or any
ot her part of the Act) could also give rise to a
damages action under 5 U S.C. 8§ 552a(g)(1)(D).
C. Perry v. FBlI, 759 F.2d 1271, 1275 (7th Cr.
1985), rev'd en banc on other grounds, 781 F.2d
1294 (7th Cr. 1986). However, the Court of
Appeal s for the District of Colunmbia Circuit has
held that "a plaintiff seeking danages for non-
conpliance with the standard set out in subsec-
tion (e)(5) nust sue under subsection (g)(1)(C
and not subsection (g)(1)(D)." Deters v. United
States Parole Conmin, 85 F.3d 655, 660-61 & n.5
(D.C. Cr. 1996) (noting that although court had
suggested in Dickson v. OPM 828 F.2d 32, 39
(D.C. GCr. 1987), "that subsection (g)(1)(D)
coul d cover a violation of subsection (e)(5),
the holding in that case is limted to the scope
of subsection (g)(1)(O").

Perfect records are not required by subsection
(e)(5); instead, "reasonabl eness" is the stand-
ard. See Johnston v. Horne, 875 F.2d 1415, 1421
(9th Gr. 1989); DeBold v. Stinmson, 735 F.2d
1037, 1041 (7th GCir. 1984); Edison v. Departnent
of the Arny, 672 F.2d 840, 843 (11th Cr. 1982);
VWnetalik v. FBI, No. 82-3495, slip op. at 3-5
(D.D.C. Jan. 30, 1987); Marcotte v. Secretary of
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Def ense, 618 F. Supp. 756, 762 (D. Kan. 1985);
Smertka v. United States Dep't of the Treasury,
447 F. Supp. 221, 225-26 & n.35 (D.D.C. 1978),
remanded on ot her grounds, 604 F.2d 698 (D.C
Cr. 1979); see also, e.qg., Halus v. United
States Dep't of the Arny, No. 87-4133, slip op.
at 17 (E.D. Pa. Aug. 15, 1990) (erroneous infor-
mati on held not subject to anendnent if it is
nmerely a "picayune" and immaterial error); Jones
V. United States Dep't of the Treasury, No. 82-
2420, slip op. at 2-3 (D.D.C. Cct. 18, 1983)
(ruling it reasonable for agency--w thout con-
ducting its own investigation--to maintain rec-
ord concerni ng unsubstanti ated al |l egati on of
sexual m sconduct by BATF agent conveyed to it
by state and |l ocal authorities), aff'd, 744 F.2d
878 (D.C. Cir. 1984) (unpublished table deci-
sion); cf. Sullivan v. Federal Bureau of Pris-
ons, No. 94-5218, 1995 W. 66711, at *1 (D.C.

Cr. Jan. 17, 1995) (even if (e)(5) claimwere
not time-barred, "Parole Conmm ssion net the
requi renents of the Act by providing [plaintiff]
with a parole revocation hearing at which he was
represented by counsel and given the opportunity
to refute the validity of his continued confine-
ment"); Smth v. United States Bureau of Pris-
ons, No. 94-1798, 1996 W. 43556, at **3-4
(D.D.C. Jan. 31, 1996) (finding that plaintiff's
record was not inaccurate with respect to his
pre-comm tnent status in light of Bureau of
Prisons' "full authority to pronul gate rul es
governing the treatnent and cl assification of
prisoners" and "broad discretionary power," and
because there was "no evidence that the BOP' s
interpretation of its own regul ati ons was an
abuse of discretion or discrimnatorily adm nis-
tered,"” "BOP officials reconsidered their deci-
sion at |east once," and "the determ nation of
whi ch plaintiff conplains ha[d] been resolved in
his favor"); Hanpton v. FBI, No. 93-0816, slip
op. at 3-6, 13-17 (D.D.C. June 30, 1995) (al-

t hough not nentioning (e)(5), finding that FBI
"acted awfully under the Privacy Act in the

mai nt enance of the plaintiff's arrest record"
when FBI refused to expunge chal |l enged entries
of arrests that did not result in conviction
absent authorization by |ocal |aw enforcenent
agencies that had originally submtted the in-
formation); Buxton v. United States Parole

Comm n, 844 F. Supp. 642, 644 (D. O. 1994)
(subsection (e)(5) fairness standard satisfied
where Parol e Comm ssion conplied with statutory
procedures regardi ng parol e hearings even though
it did not investigate or correct alleged inac-
curacies in presentence report).

Erroneous facts--as well as opinions, evalua-
tions, and subjective judgnents based entirely
on erroneous facts--can be anended. See, e.qg.,
Hewitt v. Grabicki, 794 F.2d 1373, 1378 (9th
Cr. 1986); Douglas v. Farners Hone Admn., 778
F. Supp. 584, 585 (D.D.C. 1991); Rodgers v. De-
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partnment of the Arny, 676 F. Supp. 858, 860-61
(N.D. 1ll. 1988); Ertell v. Departnent of the
Arnmy, 626 F. Supp. 903, 910-12 (C.D. IlI. 1986);
RR v. Departnent of the Arny, 482 F. Supp.

770, 773-74 (D.D.C. 1980); Mirphy v. NSA 2
Gov't Disclosure Serv. (P-H) T 81,389, at 82,036
(D.D.C. Sept. 29, 1981); Trinidad v. United
States G vil Serv. Commin, 2 Gov't Disclosure
Serv. (P-H) T 81,322, at 81,870-71 (N.D. II1I.
Apr. 7, 1980); Turner v. Departnent of the Arny,
447 F. Supp. 1207, 1213 (D.D.C. 1978), aff'd,
593 F.2d 1372 (D.C. Cr. 1979). As the Court of
Appeal s for the Seventh G rcuit has noted,
"[t]he Privacy Act nerely requires an agency to
attenpt to keep accurate records, and provides a
remedy to a cl ai mant who denonstrates that facts
underlying judgnments contained in his records
have been discredited.” DeBold, 735 F.2d at
1040- 41.

In addition, one court has held that where rec-
ords contain disputed hearsay and reports from

i nformants and unnaned parties, "the records are
mai ntai ned wth adequate fairness if they accu-
rately reflect the nature of the evidence"
(i.e., indicate that the information is a hear-
say report froman unnaned informant). G aham
v. Hawk, 857 F. Supp. 38, 40 (WD. Tenn. 1994),
aff'd, 59 F.3d 170 (6th G r. 1995) (unpublished
table decision); cf. Hass v. United States Air
Force, 848 F. Supp. 926, 931 (D. Kan. 1994) (al-
t hough acknow edgi ng possibility that agency re-
Iied upon incorrect information in making deter-
m nati on about plaintiff, finding no Privacy Act
vi ol ati on because no evi dence was suggested that
i nformati on was recorded inaccurately).

As a general rule, courts are reluctant to dis-
turb judgnmental matters in an individual's rec-
ord when such judgnents are based on a nunber of
factors or when the factual predicates for a

j udgnent or evaluation are diverse. As the D C
Crcuit has ruled, where a subjective eval uation
is "based on a multitude of factors" and "there
are various ways of characterizing sonme of the
underlying [factual] events,” it is proper to
retain and rely on the record. White v. OPM
787 F.2d 660, 662 (D.C. Cr. 1986); see also
Webb v. Magaw, 880 F. Supp. 20, 25 (D.D.C. 1995)
(records were not based on denonstrably false
prem se, but rather on subjective evaluation
"“based on a nultitude of factors'" (quoting
Wiite, 787 F.2d at 662)); Bernson v. ICC 625 F
Supp. 10, 13 (D. Mass. 1984) (court cannot order
amendnent of opinions "to reflect the plain-
tiffs' version of the facts"); cf. Phillips v.
Wdnall, No. 96-2099, 1997 W. 176394, at **2-3
(10th Gr. Apr. 14, 1997) (although not nention-
ing (e)(5), holding that appellant was not en-
titled to court-ordered anendnent, nor award of
damages, concerning record in her nedical files
t hat contai ned "physician's notation to the ef-
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fect that [appellant] was probably dependent
upon a prescription nedication," as such nota-
tion "reflected the physician's nedical concl u-
sion, which he based upon a nunber of objective
factors and [appellant’'s] own conpl aints of neck
and | ow back pain,"” and "Privacy Act does not
permt a court to alter docunents that accurate-
ly reflect an agency decision, no matter how
contestabl e the concl usion may be").

Many courts have held that pure opinions and
judgnents are not subject to anendnent. See
e.g., Hewitt, 794 F.2d at 1378-79; Blevins v.
Plunmrer, 613 F.2d 767, 768 (9th Cr. 1980) (per
curian); Gowan v. Departnent of the Air Force,
No. 90-94, slip op. at 28-30 (D.NM Sept. 1,
1995) (appeal pending); Webb, 880 F. Supp. at
25; Linneman v. FBI, No. 89-505, slip op. at 14
(D.D.C. July 13, 1992); Nolan v. United States
Dep't of Justice, No. 89-A-2035, slip op. at 4-5
(D. Colo. July 17, 1991), appeal dism ssed in
pertinent part on procedural grounds, 973 F. 2d
843 (10th Cir. 1992); Frobish v. United States
Arnmy, 766 F. Supp. 919, 926-27 (D. Kan. 1991);
Dai gneau v. United States, No. 88-54-D, slip op
at 3-4 (D.N.H July 8, 1988); Brumey v. United
States Dep't of Labor, No. LR C87-437, slip op.
at 4 (E.D. Ark. June 15, 1988), aff'd, 881 F.2d
1081 (8th G r. 1989) (unpublished table deci-
sion); Tannehill v. United States Dep't of the
Air Force, No. 87-M 1395, slip op. at 2 (D
Col 0. May 23, 1988); Rogers v. United States
Dep't of Labor, 607 F. Supp. 697, 699-700 (N. D
Cal. 1985); Fagot v. FDIC, 584 F. Supp. 1168,
1176 (D.P. R 1984), aff'd in part & rev'd in
part, 760 F.2d 252 (1st Cr. 1985) (unpublished
tabl e decision); DeSha v. Secretary of the Navy,
3 Gov't Disclosure Serv. (P-H) ¢ 82,496, at
82,251 (C.D. Cal. Feb. 26, 1982), aff'd, 780
F.2d 1025 (9th Cir. 1985) (unpublished table
decision); Lee v. United States Dep't of Labor,
2 Gov't Disclosure Serv. (P-H) ¢ 81,335, at
81,891 (D. Vva. Apr. 17, 1980); Hacopian v. Mar-
shall, 2 Gov't Disclosure Serv. (P-H ¢ 81, 312,
at 81,856 (C.D. Cal. Apr. 16, 1980); Castle v.
United States Cvil Serv. Commn, No. 77-1544,
slip op. at 5 (D.D.C. Jan. 23, 1979); Rowe V.
Departnent of the Air Force, No. 3-77-220, slip
op. at 5 (E.D. Tenn. Mar. 20, 1978); cf. Turner,
447 F. Supp. at 1212-13 (where negative rating
had been expunged, court declined to add its
opi ni on about quality of plaintiff's service).

I n determ ni ng what steps an agency nust take in
order to satisfy the accuracy standard of sub-
section (e)(5), the Court of Appeals for the
District of Colunbia Circuit has |ooked to

whet her the information at issue is capabl e of
being verified. In Doe v. United States, 821
F.2d at 697-701, the D.C. Crcuit, sitting en
banc, in a seven-to-four decision, held that the
inclusion in a job applicant's record of both
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the applicant's and agency interviewer's con-
flicting versions of an interview (in which only
they were present) satisfies subsection (e)(5)'s
requi renment of naintaining reasonably accurate
records. The D.C. Circuit, in rejecting the ar-
gunent that the agency and reviewi ng court nust
t hensel ves make a credibility determ nation of
whi ch version of the interview to believe, ruled
t hat subsections (e)(5) and (g)(1)(C "establish
as the record-keeper's polestar, fairness' to

t he individual about whominformation is gath-
ered," and that "the "fairness' criterion does
not demand a credibility determnation in the
atypical circunstances of this case.” 1d. at
699 (enphasis added); see also Harris v USDA

No. 96-5783, 1997 U.S. App. LEXIS 22839, at **4-
8 (6th Cr. Aug. 26, 1997) (agency "reasonably
excl uded" information fromplaintiff's record
where there was "substantial evidence that the
[Information] was unreliable,” and in absence of
"verifiable information which contradicted its

i nvestigators' records,"” agency "reasonably kept
and relied on the information gathered by its

i nvestigators when it termnated plaintiff");

G aham 857 F. Supp. at 40 (agency under no
obligation to resol ve whet her hearsay contai ned
inreport is true, so long as information
characterized as hearsay); Doe v. FBI, No. 91-
1252, slip op. at 6-7 (D.N.J. Feb. 27, 1992)
(followng Doe v. United States, 821 F.2d at

699, and holding that FBI fulfilled its obliga-
tions under Privacy Act by including plaintiff's
objections to statenents contained in FBI poly-
grapher's nmenorandum and by verifying to extent
possi bl e that pol ygraph properly conducted).

Subsequently, the D.C. Crcuit held that in a
"typical" case, where the records at issue are
"not anbivalent” and the facts described therein
are "susceptible of proof," the agency and re-
view ng court nust determ ne accuracy as to each
filed itemof information. Strang v. United
States Arns Control & Di sarmanent Agency, 864
F.2d 859, 866 (D.C. Gr. 1989). 1In order to
"assure fairness" and render the record "com

pl ete" under subsection (e)(5), an agency nay
even be required to include contrary or qualify-
ing information. See Strang v. United States
Arnms Control & Di sarnmanent Agency, 920 F.2d 30,
32 (D.C. Cr. 1990); Kassel v. VA 709 F. Supp.
1194, 1204-05 (D.N. H. 1989).

More recently, the D.C. Circuit adhered to its
hol ding in Strang and hel d:

As long as the infornmation contained
in an agency's files is capabl e of

bei ng verified, then, under sections
(e)(5) and (9)(1)(C of the Act, the
agency nust take reasonable steps to
mai ntai n the accuracy of the inforna-
tion to assure fairness to the indi-
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vidual. If the agency wilfully or
intentionally fails to maintain its
records in that way and, as a result,
it makes a determ nation adverse to an
i ndividual, then it will be liable to
t hat person for noney damages. . .

[ T] he agency did not satisfy the re-
qui rements of the Privacy Act sinply
by noting in [the individual's] files
that he di sputed sone of the infornma-
tion the files contained.

Sellers v. Bureau of Prisons, 959 F.2d 307, 312
(D.C. Gr. 1992). (It is worth noting that Sel -
lers was solely a subsection (e)(5)/(g)(1)(0O
case; the systemof records at issue was exenpt
fromsubsection (d).) See also Giffinv. Unit-
ed States Parole Commin, No. 97-5084, 1997 U. S.
App. LEXI'S 22401, at **3-5 (D.C. Gr. July 16,
1997) (citing Doe and Deters and finding itself
presented with "typical" case in which infornma-
tion was capable of verification, and therefore
vacating district court opinion that had charac-
terized case as "atypical"), vacating & remand-
ing No. 96-0342, 1997 U S. Dist. LEXIS 2846
(D.D.C. March 11, 1997); Deters, 85 F.3d at 658-
59 (quoting Sellers and Doe, and al though fi nd-
ing itself presented with "an atypical case be-
cause the “truth' . . . is not readily ascer-
tainable . . . assuniing] w thout concl uding
that the Comm ssion failed to maintain Deters's
records with sufficient accuracy" because Com
m ssi on had "not argued that this was an atyp-
ical case"); Bayless v. United States Parol e
Comm n, No. 94CV0686, 1996 W. 525325, at *5
(D.D.C. Sept. 11, 1996) (citing Sellers and Doe
and finding itself presented with an "atypical"
case because "truth concerning plaintiff[']s

cul pability in the conspiracy and the wei ght of
drugs attributed to himinvolves credibility de-
termnations of trial w tnesses and gover nnent
informants and, therefore, is not "clearly prov-
able "); Webb, 880 F. Supp. at 25 (finding that
record at issue contained "justified statenents
of opinion, not fact" and "[c]onsequently, they
were not "~ capable of being verified as false
and cannot be considered inaccurate statenents”
(quoting Sellers, 959 F.2d at 312, and citing
Doe, 821 F.2d at 699)); Thomas v. United States
Parole Commi n, No. 94-0174, slip op. at 7-12
(D.D.C. Sept. 7, 1994) (discussing Doe, Strang,
and Sellers, but finding that Parole Conmm ssion
"verified the external “verifiable' facts"; fur-
ther holding that plaintiff should not be al-

| owed to use Privacy Act "to collaterally attack
the contents of his presentence report," as he
"originally had the opportunity to challenge the
accuracy . . . before the judge who sentenced

hi m); Linneman, No. 89-505, slip op. at 11-22
(D.D.C. July 13, 1992) (applying Sellers and Doe
to variety of itens of which plaintiff sought
amendnent) .
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The D.C. Grcuit recently noted that where "an
agency has no subsection (d) duty to anend, upon
request, it is not clear what residual duty sub-
section (e)(5) inposes when an individual chal-
| enges the accuracy of a record." Deters, 85
F.3d at 658 n.2. It went on to question whether
subsection (e)(5) would still require an agency
to anmend or expunge upon the individual's re-
guest, or whether the agency nerely nust "ad-
dress the accuracy of the records at sone point
before using it to nake a determ nation of con-
sequence to the individual." 1d. Al though
stating that the Sellers opinion was "not en-
tirely clear on this point," the D.C. Crcuit
reasoned that "the | anguage of subsection (e)(5)
. . . suggests the latter course," id. (citing
OMB Gui delines, 40 Fed. Reg. 28,948, 28,964
(1975)), and went on to state that subsection
(e)(5) suggests that an agency has "no duty to
act on an [individual's] challenge and verify
his record until the agency uses the record in
maki ng a determ nation affecting his rights,
benefits, entitlenments or opportunities,” 85
F.3d at 660; see also Bayless, 1996 W. 525325,
at *6 n.19 (quoting Deters and determ ni ng that
agency "fulfilled its requisite duty by " ad-
dressing' plaintiff's allegations prior to ren-
dering a parole determ nation").

The Court of Appeals for the Nnth Grcuit has
hel d that an agency can conply with subsection
(e)(5) by sinply including a conplainant's re-
buttal statenent with an allegedly inaccurate
record. Fendler v. United States Bureau of
Prisons, 846 F.2d 550, 554 (9th Cir. 1988) (sub-
sections (e)(5) and (g)(1)(C lawsuit); see also
Graham 857 F. Supp. at 40 (citing Fendler and
hol di ng that where individual disputes accuracy
of information that agency has characterized as
hear say, agency satisfies (e)(5) by permtting

i ndividual to place rebuttal in file); cf. Har-
ris, No. 96-5783, 1997 U.S. App. LEXIS 22839, at
**6-7 (6th Gr. Aug. 26, 1997) (although hol ding
t hat exclusion of information from appellant's
record due to unreliability of information was
reasonable, finding it "notabl[e]" that appel-

| ant had not contested district court's finding
t hat agency "did not prevent himfrom adding to
the file his disagreenent with the [agency] in-
vestigators' conclusions”). Fendler thus ap-
pears to conflict with both Doe and Strang, as
well as with the DDC. CGrcuit's earlier decision
in Wnetalik v. FBI, 785 F.2d 1090, 1098 n.12
(D.C. Gr. 1986) (noting that subsection (d)(2)
"guarantees an individual the right to demand
that his or her records be anended if inaccu-
rate" and that nmere inclusion of rebuttal state-
ment was not "intended to be [the] exclusive

[ remedy] ").

In Chapman v. NASA, 682 F.2d 526, 528-30 (5th
Cr. 1982), the Court of Appeals for the Fifth
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Circuit recognized a "tinmely incorporation” duty
under subsection (e)(5). It ruled that a super-
visor's personal notes "evanesced" into Privacy
Act records when they were used by the agency to
effect an adverse disciplinary action, and that
such records nust be placed into the enpl oyee's
file "at the tinme of the next evaluation or re-
port on the enployee's work status or perform
ance." 1d. at 529. In reversing the district
court's ruling that such notes were not records
within a systemof records, the Fifth Grcuit
noted that such incorporation ensures fairness
by all owi ng enpl oyees a neani ngful opportunity
to make refutatory notations, and avoids an
"anmbush" approach to maintaining records. I1d.;
see also Thonpson v. Departnent of Transp. Unit-
ed States Coast Guard, 547 F. Supp. 274, 283-84
(S.D. Fla. 1982) (explaining Chapman). Chap-
man's "tinely incorporation” doctrine has been
followed in several other cases. See, e.qg.,
MacDonald v. VA, No. 87-544-ClV-T-15A, slip op.
at 2-5 (MD. Fla. Feb. 8, 1988) (counseling
menor andum used in preparation of proficiency
report "becane" part of VA system of records);
Lawence v. Dole, No. 83-2876, slip op. at 5-6
(D.D.C. Dec. 12, 1985) (notes not incorporated
in tinmely manner cannot be used as basis for
adverse enpl oynent action); Waldrop v. United
States Dep't of the Air Force, 3 Gov't Disclo-
sure Serv. (P-H) T 83,016, at 83,453 (S.D. Il1I.
Aug. 5, 1981) (certain of records at issue be-
came Privacy Act records; others were nerely
"menory joggers”); Nelson v. EEOC, No. 83-C 983,
slip op. at 6-11 (E D. Ws. Feb. 14, 1984) (mem
orandum was used i n maki ng determ nati on about
an individual and therefore nust be included in
system of records and nade avail able to individ-
ual); cf. Manuel v. VA Hosp., 857 F.2d 1112,
1117-19 (6th Gr. 1988) (no duty to place rec-
ords within system of records where records "are
not part of an official agency investigation
into activities of the individual requesting the
records, and where the records requested do not
have an adverse effect on the individual");
Magee v. United States, 903 F. Supp. 1022, 1029-
30 (WD. La. 1995) (plaintiff's file kept in
supervi sor's desk, separate from ot her enpl oyee
files, because of plaintiff's concerns about
access to it and with plaintiff's acqui escence
did "not fall within the proscriptions of main-
taining a “secret file' under the Act"), aff'd,
79 F.3d 1145 (5th Cr. 1996) (unpublished table
deci sion).

Al so note that subsection (e)(5)'s "tineliness"
requi renent does not require that agency records
contain only information that is "hot off the
presses.” White, 787 F.2d at 663 (rejecting
argunment that use of year-old evaluation vio-
|ates Act, as it "would be an unwarranted in-
trusion on the agency's freedomto shape enpl oy-
ment application procedures”); see al so Beckette
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F

G

V. United States Postal Serv., No. 88-802, slip
op. at 12-14 (E.D. Va. July 3, 1989) (stating
that "[a]ll of the record mai ntenance require-
ments of subsection 552a(e)(5), including tine-
i ness, concern fairness,”" and finding that as
to records regarding "restricted sick | eave,"
"[wWiping the . . . slate clean after an enpl oy-
ee has remained off the listing for only six
months is not required to assure fairness to the
i ndi vidual"; also finding that maintenance of
those records for six nonths after restricted
sick | eave had been rescinded "did not violate

t he rel evancy requirenent of subsection
552a(e)(5)").

For a further discussion of subsection (e)(5),
see OVB Cuidelines, 40 Fed. Reg. 28,948, 28, 964-
65 (1975).

5 U.S.C. § 552a(e)(6)

"prior to dissem nating any record about an individual to
any person other than an agency, unless the dissem nation
is made pursuant to subsection (b)(2) of this section

[FO A], make reasonable efforts to assure that such records
are accurate, conplete, tinely, and rel evant for agency

pur poses. "

comment -- This provision requires a reasonable effort by
the agency to review records prior to their dis-
sem nation. See NTEU v. IRS, 601 F. Supp. 1268,
1272 (D.D.C. 1985); see also Gang v. Civil Serv.
Comm n, No. 76-1263, slip op. at 2-5 (D.D.C. May
10, 1977) (provision violated where agency
failed to review personnel file to determ ne
rel evance and tineliness of dated material con-
cerning political activities before dissem nat-
ing it to Library of Congress).

The District Court for the District of Colunbia
recently held that an agency was not |iable un-
der subsection (e)(6) for damages for the dis-
sem nation of information that plaintiff had

cl ai med was i naccurate but that the court deter-
m ned consi sted of statenents of opinion and
subj ective eval uation that were not subject to
amendnent. Webb v. Magaw, 880 F. Supp. 20, 25
(D.D.C. 1995).

By its ternms, this provision does not apply to
mandatory FO A di sclosures. See Smith v. United
States, 817 F.2d 86, 87 (10th G r. 1987); Kassel
v. VA 709 F. Supp. 1194, 1205 & n.5 (D.N. H.

1989); see also OVMB Cuidelines, 40 Fed. Reg.
28,948, 28,965 (1975).

5 U.S.C 8§ 552a(e)(7)
"mai ntain no record describing how any i ndividual exercises

rights guaranteed by the First Amendnent unl ess expressly
aut hori zed by statute or by the individual about whomthe
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record is maintained or unless pertinent to and within the
scope of an authorized | aw enforcenent activity."

comrent

The OVB Cui delines advise agencies in determn-
ing whether a particular activity constitutes
exercise of a right guaranteed by the First
Amendnent to "apply the broadest reasonabl e
interpretation.” 40 Fed. Reg. 28,948, 28,965
(1975); see also 120 Cong. Rec. 40,406 (1974),
reprinted in Source Book at 860. As noted
above, Albright v. United States, 631 F. 2d 915,
918-20 (D.C. Cr. 1980), establishes that the
record at issue need not be within a system of
records to violate subsection (e)(7); see also
MacPherson v. I RS, 803 F.2d 479, 481 (9th Gr.
1986); Boyd v. Secretary of the Navy, 709 F. 2d
684, 687 (11th Gr. 1983) (per curian); darkson
v. IRS 678 F.2d 1368, 1373-77 (11th Cr. 1982).
See al so di scussi on under "System of Records”
definition, above.

However, the record at issue "nmust inplicate an
i ndividual's First Amendnent rights." Boyd, 709
F.2d at 684; accord Banks v. Garrett, 901 F.2d
1084, 1089 (Fed. Cr. 1990); see also Reuber v.
United States, 829 F.2d 133, 142-43 (D.C. Gr
1987) (noting threshold requirenent that record
itself nmust describe First Anmendnent- protected
activity); Pototsky v. Departnent of the Navy,
717 F. Supp. 20, 22 (D. Mass. 1989) (sane),
aff'd, 907 F.2d 142 (1st Cir. 1990) (unpublished
tabl e decision). Thus, subsection (e)(7) is not
triggered in the first place unless the record
descri bes First Amendnent-protected activity.
See, e.qg., England v. Conmi ssioner, 798 F.2d
350, 352-53 (9th G r. 1986) (record identifying
i ndi vi dual as having "tax protester" status does
not describe how i ndividual exercises First
Amendnent rights); Weden v. Frank, No.

1: 91CV0016, slip op. at 7-8 (N.D. Chio Apr. 10,
1992) (to read subsection (e)(7) as requiring
privacy wai ver for agency to even file plain-
tiff's request for religious accoomopdation is "a
broad and unreasonabl e interpretation of sub-
section (e)(7)"; however, agency would need to
obtain waiver to collect information to verify
plaintiff's exercise of religious beliefs),
aff'd, 16 F.3d 1223 (6th Cr. 1994) (unpublished
tabl e decision); doud v. Heckler, 3 Gov't D s-
cl osure Serv. (P-H) { 83,230, at 83,962 (WD
Ark. Apr. 21, 1983) (nmaintenance of enployee's
letters criticizing agency--witten while on
duty--does not violate subsection (e)(7) because
"[p] oor judgnent is not protected by the First
Amendnent ") .

Assumi ng that the challenged record itself de-
scribes activity protected by the First Anmend-
ment, subsection (e)(7) is violated unless nain-
tenance of the record is:
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(1) expressly authorized by statute, see, e.q.
Abernethy v. IRS, 909 F. Supp. 1562, 1570 (N.D
Ga. 1995) (IRS "authorized by statute" to nain-
tain copies of docunents relevant to processing
of plaintiff's requests under FO A and Privacy
Act, which both "provide inplied authorization
to federal agencies to maintain copies for their
own records of the docunents which are rel eased
to requesters under those Acts"), aff'd, No. 95-
9489 (11th Cr. Feb. 13, 1997); Hass v. United
States Air Force, 848 F. Supp. 926, 930-31 (D
Kan. 1994) (agency's nai ntenance of FO A and PA
requests "cannot logically violate the Privacy
Act"); Attorney Gen. of the United States v.
Irish N. Ald Comm, No. 77-708, slip op. at 7
(SSD.NY. Cct. 7, 1977) (Foreign Agents Regi s-
tration Act); OVB Guidelines, 40 Fed. Reg. at
28,965 (Immgration and Nationality Act); cf.
Aber net hy, 909 F. Supp. at 1570 (mai ntenance of
docunents in congressional communications files
"does not violate the Privacy Act" because IRS
"must respond to Congressional inquiries" and
mai nt enance was necessary to carry out that
responsibility (citing Internal Revenue Manual
1(15) 29, Chapter 500, Congressional Comuni ca-
tions)); Gang v. United States Civil Serv.
Commin, No. 76-1263, slip op. at 5-7 & n.5
(D.D.C. May 10, 1977) (recognizing that 5 U S. C
8§ 7311, which prohibits individual from holding
position with federal governnment if he advo-
cates--or is nmenber of organization that he
knows advocat es--overthrow of governnent, may be
read together with subsection (e)(7) as permt-
ting mai ntenance of files relating to nmenbership
in such groups, but ruling that "it cannot fair-
ly be read to permt whol esal e mai nt enance of
all materials relating to political beliefs, as-
sociation, and religion"; nor does 5 U S.C

8§ 3301, which authorizes President to ascertain
fitness of federal applicants for enploynent as
to character, provide authorization for nainte-
nance of such information); or

(2) expressly authorized by the individual about
whom t he record i s maintai ned, see Abernethy,
909 F. Supp. at 1570 ("Plaintiff authorized the
mai nt enance of the docunents at issue by sub-
mtting copies to various conponents of the

Def endant I RS."); OMVB Cuidelines, 40 Fed. Reg.

at 28,965 ("volunteered" information is properly
mai nt ai ned) ; see also Radford v. Social Sec.

Adm n., No. 81-4099, slip op. at 4-5 (D. Kan
July 11, 1985) (plaintiff's publication of con-
tents of offending record does not constitute
"express authorization"); Mirphy v. NSA 2 Gov't
Di sclosure Serv. (P-H) ¢ 81,389, at 82,036
(D.D.C. Sept. 29, 1981) (consent to maintain may
be withdrawn); cf. Weden v. Frank, No. 93-3681,
1994 W. 47137, at *2 (6th Cr. Feb. 16, 1994)
(Postal Service's procedure requiring individual
to expressly wai ve subsection (e)(7) Privacy Act
rights in order to allow agency to collect in-
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formati on regardi ng enpl oyee's exercise of reli-
gi ous beliefs so that accommodati on coul d be es-
tabl i shed hel d not unreasonable); or

(3) pertinent to and within the scope of an au-
thorized | aw enforcenent activity.

Per haps the | eading precedent in the early case
law on the "l aw enforcenent activity" exception
is Patterson v. FBI, 893 F.2d 595, 602-03 (3d
Cr. 1990), a case that attracted national nedia
attention because of its unusual factual back-
ground: An elenentary school student who, in
the | awful exercise of his constitutional rights
to wite an encycl opedia of the world based upon
requests to 169 countries for information, be-
canme the subject of an FBI national security in-
vestigation. The Court of Appeals for the Third
Crcuit, in affirmng the dism ssal of the stu-
dent's subsection (e)(7) claim ruled that a
standard of "relevance" to a |awful | aw enforce-
ment activity is "nore consistent with Con-

gress's intent and will prove to be a nore man-
ageabl e standard than enpl oyi ng one based on ad-
hoc review." 1d. at 603.

The "rel evance" standard articulated in Patter-
son had earlier been recognized by the Court of
Appeal s for the Sixth Grcuit in Jabara v. Wb-
ster, 691 F.2d 272, 279-80 (6th Cr. 1982), a
case involving a challenge to the FBI's nain-
tenance of investigative records regarding sur-
veill ance of the plaintiff's overseas comuni ca-
tions. In Jabara, the Sixth Crcuit vacated as
"too narrow' the district court's ruling that
the exception is limted to "investigation of
past, present or future crimnal activity." 1d.
It held that the exception applies where the
record is "relevant to an authorized crim nal
investigation or to an authorized intelligence
or admnistrative one." |d. at 280.

I n MacPherson v. I RS, 803 F.2d at 482-85, the
Court of Appeals for the Ninth Crcuit ruled
that the applicability of the exception could be
assessed only on an "individual, case-by-case
basi s" and that a "hard and fast standard" was

i nappropriate. On the facts before it, however,
the Ninth Crcuit upheld the nmai ntenance of
notes and purchased tapes of a tax protester's
speech as "necessary to give the IRS [and Jus-
tice Departnent] a conplete and representative
pi cture of the events," notw thstanding that no
investigation of a specific violation of |aw was
i nvol ved and no past, present or anticipated il-
| egal conduct was reveal ed or even suspected.
Id. The Ninth Crcuit cautioned, though, that
its holding was a narrow one tied to the specif-
ic facts before it. 1d. at 485 n.9.

In darkson v. IRS, 678 F.2d at 1374-75--a case
involving facts simlar to MacPherson in that it
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Ii kewi se involved a challenge to the RS s nuain-
tenance of records regarding surveillance of a
tax protester's speech--the Court of Appeals for
the Eleventh Crcuit quoted with approval the
standard set forth by the district court deci-
sion in Jabara (subsequently vacated and renand-
ed by the Sixth Crcuit) and held that the ex-
ception does not apply if the record is "uncon-
nected to any investigation of past, present or
anticipated violations of statutes [the agency]
is authorized to enforce.” On remand, the dis-
trict court upheld the IRS s mai ntenance of the
surveillance records as "connected to antici pat-
ed violations of the tax statutes" inasnuch as
such records "provide information relating to
suggested nethods of avoiding tax liability" and
aid in the "identification of potential tax vio-
lators.” Cdarkson v. IRS, No. C79-642A, slip
op. at 6-10 (N.D. Ga. Dec. 27, 1984), aff'd per
curiam 811 F.2d 1396 (11th G r. 1987); accord
Tate v. Bindseil, 2 Gov't Disclosure Serv. (P-H)
1 82,114, at 82,427 (D.S.C. Aug. 4, 1981) ("[An]
| RS i nvestigation of activist organizations and
i ndi viduals prom nently associated with those

or gani zati ons whi ch advocate resistance to the
tax laws by refusing to file returns or filing
bl ank returns is a legitimte | aw enforcenent
activity.").

The Court of Appeals for the Seventh Circuit,

al t hough recogni zing the "varying views" adopted
by other courts of appeals, adopted what seens
to be the nost strict application of the | aw
enforcenent exception to date. The Seventh
Circuit ordered the IRS to expunge information
in a closed investigative file, based upon its
determ nation, through in canmera inspection,

that it could not "be helpful in future enforce-
ment activity." Becker v. IRS, 34 F.3d 398,
408-09 (7th Gr. 1994); cf. J. Roderick MacAr-
thur Found. v. FBI, 102 F.3d 600, 607 (D.C. G
1996) (Tatel, J., dissenting) (opining in favor
of requirenent that infornmation be maintained
only if pertinent to current |aw enforcenent
activity), petition for cert. filed sub nom
Lindblomv. FBI, 66 U S.L.W 3107 (U. S. July 10,
1997) (No. 97-82). 1In so ruling, the Seventh
Circuit appeared to confusingly engraft the
tinmeliness requirenment of subsection (e)(5) onto
subsection (e)(7). See Becker, 34 F.3d at 409 &
n.28. Additionally, the Seventh Crcuit ap-
peared to confuse the district court's determ -
nation that the informati on was exenpt from ac-
cess under subsection (k)(2) with the district
court's further ruling that the information al so
satisfied the requirenents of subsection (e)(7).
See id. at 407-08; see also Becker v. IRS, No.
91 C 1203, slip op. at 5-6 (N.D. Ill. Apr. 13,
1993); cf. MacArthur, 102 F. 3d at 603 (stating
in mjority opinion that Seventh Crcuit in
Becker "appears to have confused § 552a(e)(7)
with 8 552a(k)(2)").
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Recently, the Court of Appeals for the District
of Colunmbia Circuit was faced with interpreting
the | aw enforcenent exception in J. Roderick
MacArt hur Foundation v. FBI, 102 F. 3d 600 (D.C
Cr. 1996), petition for cert. filed sub. nom
Lindblomv. FBI, 66 U S. L. W 3107 (U. S. July 10,
1997) (No. 97-82). In MacArthur, the D.C. Cr-
cuit rejected the appellants' argunents, which
wer e based on Becker, stating that "the court's
analysis of 8 (e)(7) in Becker is neither clear
nor conpelling,"” and that the Seventh Crcuit
had "set out to deternmine the neaning " of the

"l aw enf orcenent purpose” phrase of

8 552a(e)(7)' not realizing that the phrase used
in the Privacy Act is “authorized | aw enforce-
ment activity'" and that it "appears to have
confused § 552a(e)(7) with 8 552a(k)(2)." 102
F.3d at 603. In MacArthur, the appellant did
not challenge the FBI's having collected the in-
formati on about him but rather clained that the
FBI could not maintain or retain such inform-
tion unless there was a "current |aw enforcenent
necessity to do so." |d. at 602. The D.C. Gr-
cuit, however, realizing that "[material may
continue to be relevant to a | aw enforcenent ac-
tivity long after a particular investigation un-
dertaken pursuant to that activity has been
closed,” id. at 602-03, ruled that "[i]nfornma-
tion that was pertinent to an authorized | aw en-
forcenent activity when col |l ected does not |ater
| ose its pertinence to that activity sinply be-
cause the information is not of current interest
(let alone "necessity') to the agency," id. at
603. The panel nmgjority went on to hold:

[ T] he Privacy Act does not prohibit an
agency from mai ntai ning records about
an individual's first anmendnent activ-
ities if the informati on was perti nent
to an authorized | aw enforcenent ac-
tivity when the agency collected the
informati on. The Act does not require
an agency to expunge records when they
are no |onger pertinent to a current

| aw enforcenent activity.

Id. at 605. In its conclusion, the D.C. Crcuit
stated that subsection (e)(7) "does not by its
terms" require an agency to show that inform-
tion is pertinent to a "currently" authorized

| aw enforcenment activity, and that it found
"nothing in the structure or purpose of the Act
t hat woul d suggest such a reading."” 1d. at 607.

Several other courts have upheld the exception's
applicability in a variety of contexts. See Doe
v. FBI, 936 F.2d 1346, 1354-55, 1360-61 (D.C
Cr. 1991) (although holding that appellant was
forecl osed fromobtaining relief because he had
"not suffered any adverse effect,"” stating that
to extent appellant's argunent as to violation

of subsection (e)(7) was directed to underlying
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H

FBI records concerning investigation of appel-

| ant's "unaut hori zed possession of an expl osive
devi ce" and reported advocacy of "violent over-
throw of the Governnent," subsection (e)(7) was
not violated as " | aw enforcenent activity' ex-
ception applies”); Wibun-Inini v. Sessions, 900
F.2d 1231, 1245-46 (8th Cir. 1990) (FBI nuainte-
nance of photographs seized with probable
cause); Jochen v. VA No. 88-6138, slip op. at
6-7 (9th Cr. Apr. 5, 1989) (VA evaluative re-
port concerning operation of VA facility and job
per formance of public enpl oyee that contained
remarks by plaintiff); Nagel v. HEW 725 F.2d
1438, 1441 & n.3 (D.C. Cr. 1984) (citing Jabara
wi th approval and hol ding that records describ-
ing statenents nade by enpl oyees while at work
were properly maintained "for evaluative or

di sci plinary purposes”); Abernethy, 909 F. Supp.
at 1566, 1570 (holding that maintenance of news-
paper article that quoted plaintiff on subject
of reverse discrimnation and "Notice of Poten-
tial Cass Action Conplaint” were "relevant to
and pertinent to authorized | aw enforcenent
activities" as they appeared in file pertaining
to EEO conplaint in which plaintiff was
conplainant's representative and was kept due to
belief that a conflict of interest m ght exist
through plaintiff's representation of
conpl ai nant and, citing Nagel, holding that

mai nt enance was also "valid" in files concerning
possi bl e disciplinary action against plaintiff);
Maki v. Sessions, No. 1:90-CVv-587, slip op. at
20 (WD. Mch. May 29, 1991) (holding that, al-
t hough plaintiff clainmed FBI investigation was
illegal, the uncontested evi dence was that
plaintiff was the subject of an authorized in-
vestigation by FBI); Kassel v. VA No. 87-217-S,
slip op. at 27-28 (D.N.H Mar. 30, 1992) (citing
Nagel and Jabara, inter alia, and hol ding that

i nformati on about plaintiff's statenents to
media fell within anbit of adm nistrative inves-
tigation); Pacheco v. FBI, 470 F. Supp. 1091,
1108 n.21 (D.P.R 1979) ("all investigative
files of the FBI fall under the exception");
Anerican Fed'n of Gov't Enployees v. Schlesin-
ger, 443 F. Supp. 431, 435 (D.D.C. 1978) (rea-
sonabl e steps taken by agencies to prevent con-
flicts of interest are within exception).

It should be noted that a finding that records
are maintained in violation of subsection (e)(7)
does not nean that those records nust be dis-
closed. See lrons v. Bell, 596 F.2d 468, 470-71
& n.4 (1st Cr. 1979).

5 U.S.C. § 552a(e)(8)

"make reasonable efforts to serve notice on an individual
when any record on such individual is nmade avail able to any
per son under conpul sory | egal process when such process be-
comes a matter of public record.”
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coment -- This provision becones applicabl e when subsec-
tion (b)(11) "court order" disclosures occur.
See, e.qg., More v. United States Postal Serv.,
609 F. Supp. 681, 682 (E.D.N. Y. 1985); see also
OMB Gui delines, 40 Fed. Reg. 28,948, 28, 965
(1975). By its terns, it requires notice not
prior to the making of a legally conpelled dis-
closure, but rather at the tinme that the disclo-
sure becones a matter of public record. Kasse
v. VA, No. 87-217-S, slip op. at 30 (D.N. H Mar
30, 1992); see also More, 609 F. Supp. at 682
("8552a(e)(8) does not speak of advance notice
of release"); cf. Mangino v. Departnent of the
Arny, No. 94-2067, 1994 W. 477260, at **11-12
(D. Kan. Aug. 24, 1994) (citing Moore for propo-
sition that subsection (e)(8) does not require
advance notice, although finding no allegation
that disclosure at issue was nade "under conpul -
sory |l egal process").

5 U.S.C. § 552a(e)(9)

"establish rules of conduct for persons involved in the de-
si gn, devel opnment, operation, or nmintenance of any system
of records, or in nmaintaining any record, and instruct each
such person with respect to such rules and the requirenents
of this section, including any other rules and procedures
adopted pursuant to this section and the penalties for non-
conpl i ance. "

comment -- For a discussion of this provision, see OB
Gui del i nes, 40 Fed. Reg. 28,948, 28,965 (1975).

5 U S.C. 8 552a(e)(10)

"establish appropriate adm nistrative, technical and physi -
cal safeguards to insure the security and confidentiality
of records and to protect against any anticipated threats
or hazards to their security or integrity which could re-
sult in substantial harm enbarrassnent, inconvenience, or
unfairness to any individual on whominfornmation is main-
tai ned. "

comment -- This provision may cone into play when docunents
are "leaked." See, e.qg., Pilon v. United States
Dep't of Justice, 796 F. Supp. 7, 13 (D.D.C
1992) (because subsection (e)(10) is nore spe-
cific than subsection (b), it governs with re-
gard to allegedly inadequate safeguards that re-
sulted in disclosure); Kostyu v. United States,
742 F. Supp. 413, 414-17 (E.D. Mch. 1990) (al-
| eged | apses in I RS docunent-security safeguards
were not willful and intentional). For a dis-
cussion of this provision, see OVB Qi del i nes,
40 Fed. Reg. 28,948, 28,966 (1975).

5 U S C 8§ 552a(e)(11)
"at | east 30 days prior to publication of information under
par agraph (4)(D) of this subsection [routine uses], publish
in the Federal Register notice of any new use or intended

use of the information in the system and provide an oppor-
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tunity for interested persons to submt witten data,
views, or argunents to the agency."

comment -- For a discussion of this provision, see OVB
Qui del i nes, 40 Fed. Reg. 28,948, 28,966 (1975).

AGENCY RULES

To i npl enent the Act, an agency that maintains a systemof rec-

ords

"shall pronulgate rules, in accordance with [notice and

comment rul emaking, see 5 U.S.C. 8§ 553]," which shall--

A

5 U S.C § 552a(f)(1)

"establish procedures whereby an individual can be notified
in response to his request if any system of records naned
by the individual contains a record pertaining to him"

comment -- For a discussion of this provision, see OB
Qui del i nes, 40 Fed. Reg. 28,948, 28,967 (1975).

5 U.S.C § 552a(f)(2)

"define reasonable tines, places, and requirenents for
identifying an individual who requests his record or infor-
mation pertaining to himbefore the agency shall make the
record or information available to the individual."

comment -- For a discussion of this provision, see OVB
CQui del i nes, 40 Fed. Reg. 28,948, 28,967 (1975).

5 U S.C § 552a(f)(3)

"establish procedures for the disclosure to an individual
upon his request of his record or information pertaining to
him including special procedure, if deened necessary, for
the disclosure to an individual of nedical records, includ-
i ng psychol ogi cal records pertaining to him"

comment -- In the past, a typical regul ation consistent
with this provision would allow an agency to
advi se an individual requester that his nedical
records would be provided only to a physician,
desi gnated by the individual, who requested the
records and established his identity in witing,
and that the designated physician would deter-
m ne whi ch records should be provided to the in-
di vi dual and whi ch should not be disclosed be-
cause of the possible harmto the individual or
anot her person.

However, as a result of the opinion by the Court
of Appeals for the District of Colunmbia Crcuit
in Benavides v. United States Bureau of Prisons,
995 F.2d 269 (D.C. Gr. 1993), such regul ations

are no longer valid. In Benavides, the D.C
Crcuit held that subsection (f)(3) is "strictly
procedural . . . nerely authoriz[ing] agencies

to devise the manner in which they will disclose
properly requested non-exenpt records" and that
"[a] regulation that expressly contenpl ates that
the requesting individual nmay never see certain
medi cal records [as a result of the discretion
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of the designated physician] is sinply not a
speci al procedure for disclosure to that per-
son." 1d. at 272. The court went on to state
that the Justice Departnent's subsection (f)(3)
regul ation at issue, 28 CF. R § 16.43(d)
(1992), "in effect, create[d] another substan-
tive exenption" to Privacy Act access and ac-
cordingly held the regulation to be "ultra
vires." 995 F.2d at 272-73.

Nevertheless, the D.C. Circuit in Benavides re-
jected the argunent that the Privacy Act re-
quires direct disclosure of nedical records to
the individual. Recognizing the "potential harm
that could result fromunfettered access to ned-
i cal and psychol ogi cal records,"” the court pro-
vided that "as |ong as agenci es guarantee the
ultimate di sclosure of the nedical records to

the requesting individual . . . they should have
freedomto craft special procedures to limt the
potential harm" [|d. at 273; cf. Waldron v. So-

cial Sec. Admn., No. CS-92-334, slip op. at 9-
10 (E.D. Wash. July 21, 1993) (hol ding claimnot
ri pe because plaintiff had not designated repre-
sentative and had not been denied information
(only direct access), but stating that portion
of regulation granting representative discretion
in providing access to nedical records "is trou-
bling because it could be applied in such a man-
ner as to totally deny an individual access to
hi s nmedi cal records").

As a result of the Benavi des decision, prior
case |law applying (and thus inplicitly uphol d-

i ng) subsection (f)(3) regulations, such as the
Justice Departnment's fornmer regulation, is unre-
liable. See, e.qg., Cowsen-El v. United States
Dep't of Justice, 826 F. Supp. 532, 535-37
(D.D.C. 1992) (although recognizing that "the
Privacy Act does not authorize governnent agen-
cies to create new discl osure exenptions by vir-
tue of their regulatory powers under the Privacy
Act," neverthel ess uphol di ng Departnent of Jus-
tice regulation); Becher v. Deners, No. 91-C 99-
S, slip op. at 8 (WD. Ws. May 28, 1991) (where
plaintiff failed to designate nedical represent-
ative and agency determ ned that direct access
woul d have adverse effect on plaintiff, request
was properly denied); Sweatt v. United States
Navy, 2 CGov't Disclosure Serv. (P-H) { 81,038,
at 81,102 (D.D.C. Dec. 19, 1980) (w thhol ding of
"raw psychol ogi cal data" in accordance wth reg-
ul ation, on ground that disclosure would ad-
versely affect requester's health, deened not
deni al of request), aff'd per curiam 683 F. 2d
420 (D.C. Cir. 1982). But see Hill v. Blevins,
No. 3-CV-92-0859, slip op. at 5-7 (MD. Pa. Apr.
12, 1993) (finding Social Security Adm nistra-
tion procedure requiring designation of repre-
sentative other than famly nenber for receipt
and review of nedical and psychol ogi cal inforna-
tion valid), aff'd, 19 F.3d 643 (3d Cir. 1994)
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D.

di vi dual

(unpubl i shed tabl e deci sion); Besecker v. Social

Sec., No. 91-C-4818, slip op. at 2-4 (N.D. II1I.
Feb. 18, 1992) (dism ssal for failure to exhaust
adm nistrative renedi es where plaintiff failed
to designate representative to receive nedica
records), aff'd, 48 F.3d 1221 (7th Cr. 1995)
(unpubl i shed table decision); cf. Pol ewsky v.
Social Sec. Admin., No. 95-6125, 1996 W. 110179,
at **1-2 (2d Gr. Mar. 12, 1996) (affirmng | ow
er court decision which held that plaintiff's
access clainms were noot because he had ultimte-
|y designated representative to receive nedica
records and had been provided wth them (even

t hough prior to filing suit, plaintiff had re-
fused to designate representative); stating fur-
ther that plaintiff decided voluntarily to des-
ignate representative and thus although issue
was "capable of repetition” it had "not been
shown to evade review').

Al t hough there is no counterpart provision qual-
ifying a requester's independent right of access
to his nmedical records under the FOA, the D C
Crcuit found it unnecessary in Benavides to
confront this issue. See 995 F.2d at 273. In
fact, only two courts have addressed the matter
of separate FO A access and the possible appli-
cability of 5 U S. C 8§ 552a(t)(2) (addressing
access interplay between Privacy Act and FO A),
one of which was the | ower court in a conpanion
case to Benavides. See Smith v. Quinlan, No.
91-1187, slip op. at 7 (D.D.C. Jan. 13, 1992)
(court did "not find Section 552a(f)(3) as im
plenmented [by 28 C.F. R § 16.43(d)] and Section
552a(t)(2) to be inconpatible"; reasoning that
"I f Congress had intended Section 552a(t) to

di sal l ow or narrow the scope of special proce-
dures that agencies may deem necessary in re-

| easi ng nmedi cal and psychol ogi cal records, it
woul d have so indicated by legislation"), rev'd
& remanded sub nom Benavides v. United States
Bureau of Prisons, 995 F.2d 269 (D.C. Gr

1993); Waldron v. Social Sec. Admin., No. CS-92-
334, slip op. at 10-15 (E.D. Wash. June 1, 1993)
(same as Smith, but with regard to Social Secu-
rity Administration regulation); cf. Hill, No.
3-CV-92-0859, slip op. at 7 (MD. Pa. Apr. 12,
1993) (incorrectly interpreting subsection
(f)(3) as constituting an "exenpting statute"
under FO A).

For further discussion of this provision, see
OMB Gui delines, 40 Fed. Reg. 28,948, 28,957,
28,967 (1975), and the Report of the House Com
mttee on Governnent Operations, H R Rep. No.
1416, 93d Cong., 2d Sess., at 16-17 (1974),
reprinted in Source Book at 309-10.

5 U S.C § 552a(f)(4)

"establish procedures for reviewing a request froman in-
concerning the anendnent of any record or infornma-
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tion pertaining to the individual, for making a determ na-
tion on the request, for an appeal within the agency of an
initial adverse agency determ nation, and for whatever ad-
ditional nmeans may be necessary for each individual to be
able to exercise fully his rights under [the Act]."

comment -- For a discussion of this provision, see OVB
Qui del i nes, 40 Fed. Reg. 28,948, 28,967 (1975).

E. 5 US.C § 552a(f)(5)

"establish fees to be charged, if any, to any i ndividual
for maki ng copies of his record, excluding the cost of any
search for and review of the record.”

comment -- Unlike under the FO A, search and review costs
are never chargeabl e under the Privacy Act. See
OMB Cuidelines, 40 Fed. Reg. 28,948, 28,968
(1975).

Not e al so that subsection (f) provides that the
O fice of the Federal Register shall biennially
conpil e and publish the rules outlined above and
agency notices published under subsection (e)(4)
in a formavailable to the public at | ow cost.

CVIL REMEDI ES

The Privacy Act provides for four separate and distinct civil
causes of action, see 5 U S.C. §8 552a(g), two of which provide
for injunctive relief--amendnent |awsuits under (g)(1)(A) and
access |lawsuits under (g)(1)(B)--and two of which provide for
conpensatory relief in the formof nonetary danages--accuracy
| awsuits under (g)(1)(C and |lawsuits for other damages under

(9) (1) (D).

It is worth noting that several courts have stated that the remne-
dies provided for by the Privacy Act are exclusive, in that a vi-
ol ation of the Act does not provide for any relief in the course
of a federal crimnal prosecution, see United States v. Bressler,
772 F.2d 287, 293 (7th Gr. 1985) ("[E]ven if the defendant had
made a sustainable argunent [under 5 U.S.C. § 552a(e)(3)], the
proper renedy is a civil action under Section 552a(g)(1l) of the
Privacy Act, not dismssal of the indictnent."); United States v.
Bell, 734 F.2d 1315, 1318 (8th G r. 1984) (Even if appellant's
(e)(3) argunent was sufficiently raised at trial, "it cannot be a
basis for reversing his conviction."); United States v. Gllotti,
822 F. Supp. 984, 989 (WD.N. Y. 1993) ("[T]he appropriate relief
for a violation of Section 552a(e)(7) is found in the statute and
all ows for damages as well as anmendnent or expungenent of the un-
awful records . . . there is nothing in the statute itself, nor
in any judicial authority, which suggests that its violation may
provide any formof relief in a federal crimnal prosecution."),
nor is failure to conply with the Privacy Act a proper defense to
summons enforcenent, see United States v. MAnlis, 721 F.2d 334,
337 (11th Gr. 1983) (conpliance with 5 U . S.C. 8§ 552a(e)(3) not
prerequisite to enforcenent of summons); United States v. Berney,
713 F.2d 568, 572 (10th G r. 1983) (Privacy Act "contains its own
remedi es for nonconpliance"); see also Estate of Myers v. United
States, 842 F. Supp. 1297, 1300-02 (E.D. Wash. 1993) (although

di sm ssing Privacy Act claimon other grounds, neverthel ess rec-
ogni zing applicability of (e)(3) to IRS summobns). It has al so
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been held that "[Db]ecause the Privacy Act provides its own renedy
for an agency's inproper refusal to process a proper request for
information, [a plaintiff] is not entitled to mandanus relief."
Kotmair v. Netsch, No. 93-490, slip op. at 4 (D. Ml. July 21
1993); cf. Gahamv. Hawk, 857 F. Supp. 38, 41 (WD. Tenn. 1994)
("existence of renedies under the Privacy Act [for alleged inac-
curacy] preclude plaintiff's entitlenment to mandanus, even though
his claimunder that act is substantively neritless"), aff'd, 59
F.3d 170 (6th Cr. 1995) (unpublished table decision).

In the context of civil renedies, the only court of appeals to
consi der the issue has held that the Privacy Act "does not limt
the renmedial rights of persons to pursue whatever renedi es they
may have under the [Federal Tort Clains Act]" for privacy viola-
tions consisting of record disclosures. O Donnell v. United
States, 891 F.2d 1079, 1084-85 (3d Cr. 1989); cf. Al exander v.
EBl, No. 96-2123, 1997 W. 428532, at **7-8 (D.D.C. June 12, 1997)
(citing O Donnell and holding that Privacy Act does not preenpt
causes of action under |local or state |aw for common | aw i nvasion
of privacy tort) (interlocutory appeal pending). But see Hager
V. United States, No. 86-3555, slip op. at 7-8 (N.D. Chio Cct.

20, 1987). However, several district courts have held that the
Privacy Act's renedi es do preclude an action agai nst i ndividual
enpl oyees for danages under the Constitution in a "Bivens" suit.
See, e.g., Sullivan v. United States Postal Serv., 944 F. Supp.
191, 195-96 (WD.N. Y. 1996); Hughley v. Federal Bureau of Pris-
ons, No. 94-1048, slip op. at 5 (D.D.C. Apr. 30, 1996), aff'd sub
nom Hughley v. Hawks, No. 96-5159, 1997 W. 362725 (D.C. Cr. My
6, 1997); Blazy v. Wolsey, No. 93-2424, 1996 W 43554, at *1
(D.D.C. Jan. 31, 1996); WIllianms v. VA 879 F. Supp. 578, 585-87
(E.D. Va. 1995); Mangino v. Departnent of the Arny, No. 94-2067,
1994 W. 477260, at *9 (D. Kan. Aug. 24, 1994); Mttleman v. Unit-
ed States Treasury, 773 F. Supp. 442, 454 (D.D.C. 1991); see also
Patterson v. FBI, 705 F. Supp. 1033, 1045 n. 16 (D.N.J. 1989) (to
extent First Anmendnent claiminvol ves danages resulting from

mai nt enance of records, "such an action is apt to be forecl osed
by the existence of the Privacy Act"), aff'd, 893 F.2d 595 (3d
Cr. 1990). But see Doe v. United States Cvil Serv. Conmmn, 483
F. Supp. 539, 564-75 (S.D.N. Y. 1980) (permtting Bivens claim

but relying on fact that plaintiff's clains related in part to
events predating effective date of Privacy Act and, nore signifi-
cantly, so holding w thout benefit of subsequent Suprene Court
precedent bearing on issue); see also Al exander, No. 96-2123,
1997 WL 428532, at **7-8 (D.D.C. June 12, 1997) (agreeing with
outcone in Blazy and Mttleman, but holding that their |ogic does
not extend to prohibit recovery under local law for torts commt-
ted by individuals who, although governnent enpl oyees, were act-

i ng outside scope of their enploynent; holding that "Privacy Act
does not preenpt the common |aw i nvasion of privacy tort").

It al so has been held that a court may order equitable relief in
the formof the expungenent of records either in an action under
the Privacy Act or in a direct action under the Constitution.
See, e.qg., Doe v. United States Air Force, 812 F.2d 738, 741
(D.C. GCir. 1987); Smith v. N xon, 807 F.2d 197, 204 (D.C. Gir.
1986); Hobson v. Wlson, 737 F.2d 1, 65-66 (D.C. Gr. 1984);
Ezenwa v. Gallen, 906 F. Supp. 978, 986 (M D. Pa. 1995); cf.
Dickson v. OPM 828 F.2d 32, 41 (D.C. Cr. 1987) (suggesting that
it is not resolved "whether as a general proposition, the Privacy
Act defines the scope of renedies avail abl e under the Constitu-
tion"). See also discussion of expungenent of records under
"Amendnment Lawsuits," bel ow.
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Amrendment Lawsuits

"Whenever any agency . . . nakes a determ nation under sub-
section (d)(3) . . . not to anend an individual's record in
accordance with his request, or fails to make such review in
conformty with that subsection [the individual may bring a
civil action against the agency].” 5 U S.C. 8 552a(g)(1)(A).

-- Exhaustion of adm nistrative renedi es--through pursuit
of an anmendnment request to the agency and a request for
adm nistrative review, see 5 U S.C. § 552a(d)(2)-(3)--is a
prerequisite to a civil action for anendnent of records.

comment -- The exhaustion principle is well established
inthe case law. See, e.g., Quinn v. Stone,
978 F.2d 126, 137-38 (3d Cir. 1992); Hll v.
United States Air Force, 795 F.2d 1067, 1069
(D.C. Cir. 1986) (per curiam; Nagel v. HEW
725 F.2d 1438, 1441 (D.C. Cr. 1984); d.ivares
v. NASA, 882 F. Supp. 1545, 1552 (D. Md. 1995),
aff'd, 103 F.3d 119 (4th Cir. 1996) (unpub-
lished table decision); Jerez v. United States
Dep't of Justice, No. 94-100, slip op. at 8-9
(D. Ariz. Feb. 2, 1995); Hass v. United States
Air Force, 848 F. Supp. 926, 930 (D. Kan.
1994); GCergick v. Austin, No. 89-0838-CVv-W 2,
slip op. at 10-11 (WD. M. Apr. 29, 1992),
aff'd, No. 92-3210 (8th GCir. July 9, 1993);
Sinon v. United States Dep't of Justice, 752 F
Supp. 14, 23 & n.6 (D.D.C. 1990), aff'd, 980
F.2d 782 (D.C. Cir. 1992); Canpbell v. United
States Postal Serv., No. 86-3609, slip op. at
10 (E.D. La. Mar. 28, 1990); Geen v. United
States Postal Serv., No. 88-0539-CES, slip op.
at 6-7 (S.D.N.Y. June 19, 1989); Tracy v. So-
cial Sec. Admi n., No. 88-C-570-S, slip op. at
3-4 (WD. Ws. Sept. 23, 1988); Ertell v. De-
partment of the Arnmy, 626 F. Supp. 903, 909-10
(C.D. Ill. 1986); Freude v. MSteen, No. 4-85-
882, slip op. at 4-5 (D. Mnn. Cct. 23, 1985),
aff'd, 786 F.2d 1171 (8th Cir. 1986) (unpub-
i shed table decision); Beaver v. VA, No. 1-82-
477, slip op. at 2 (E.D. Tenn. Apr. 6, 1983);
Ross v. United States Postal Serv., 556 F
Supp. 729, 735 (N.D. Ala. 1983). One district
court has even held that a plaintiff could not
"boot-strap” an access claimunder (g)(1)(B)
into a (g)(1) (A anendnent violation, even
t hough she argued that by denying her request
for access the agency had prevented her from
exercising her right to request amendnent. See
Smith v. Continental Assurance Co., No. 91 C
0963, 1991 W. 164348, at *2 (N.D. IIl. Aug. 22,
1991).

Al t hough subsection (d)(2)(A) requires an agen-
cy to "acknowl edge in witing such receipt" of
an amendnent request within ten working days,
subsection (d)(2)(B) nerely requires an agency
to "pronptly" nmake the requested correction or
informthe individual of its refusal to anend.
In construing this | anguage, the Court of Ap-
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peals for the District of Colunbia G rcuit has
held that "[t]he statute provides no exenption
fromadm ni strative revi ew when an agency
fails, even by several nonths, to abide by a
deadline, and none is reasonably inplied."

D ckson v. OPM 828 F.2d 32, 40 (D.C. Gr.
1987) (requiring exhaustion of subsection
(d)(3) adm nistrative appeal renedy even when
agency did not respond to initial anmendnent re-
quest for 90 days (citing Nagel, 725 F.2d at
1440- 41)) .

However, in contrast to subsection (d)(2)(B)
subsection (d)(3) requires an agency to nake a
final determ nation on adm nistrative appeal
froman initial denial of an amendnent request
wi thin 30 working days (unless, for good cause
shown, the head of the agency extends this 30-
day period). Thus, court jurisdiction exists
as soon as an agency fails to conply with the
tinme requirenments of subsection (d)(3); "[t]o
require further exhaustion would not only con-
tradict the plain words of the statute but al so
woul d undercut [C]ongress's clear intent to
provi de speedy di sposition of these clains."

Di ederich v. Departnent of the Arny, 878 F.2d
646, 648 (2d G r. 1989).

In Harper v. Kobelinski, 589 F.2d 721 (D.C

Cr. 1978) (per curiam, and Liguori v. Al ex-
ander, 495 F. Supp. 641 (S.D.N. Y. 1980), the
agenci es deni ed anendnent requests but failed
toinformthe plaintiffs of their rights to
adm ni stratively appeal those decisions. 1In
[ight of the Act's requirenment that agencies

i nform conpl ai nants whose anendnent requests
have been denied of the avail able adm nistra-
tive renmedies, 5 U S.C. 8 552a(d)(2)(B)(ii),
the courts in Harper and Liguori refused to
penalize the plaintiffs for their failures to
exhaust. Harper, 589 F.2d at 723; Liguori, 495
F. Supp. at 646-47; see also Germane v. Heck-
ler, 804 F.2d 366, 369 (7th G r. 1986) (discus-
sing Harper and Liguori wth approval); Mhar
v. National Parks Serv., No. 86-0398, slip op.
at 7-11 (D.D.C. Dec. 23, 1987) (sane).

In White v. United States Gvil Serv. Comm n,
589 F.2d 713, 715-16 (D.C. Cr. 1978) (per cu-
riam), the DC. CGrcuit held that, notwth-
standi ng any exhaustion of adm nistrative rene-
di es, an anendnent action is "inappropriate and
premat ure" where the individual had not yet
sought judicial review (under the APA) of ad-
verse enpl oynment deci sions, because granting
Privacy Act relief "would tend to underm ne the
establ i shed and proven nethod by which i ndivid-
uals . . . have obtained review fromthe
courts." Cf. Douglas v. Farners Hone Adm n.

No. 91-1969, slip op. at 2-3 (D.D.C. June 26,
1992) (damages action under Privacy Act dis-

m ssed where plaintiff had not sought review

- 674 -



-- Courts

conmrent

PRI VACY ACT OVERVI EW

under APA of allegedly inaccurate property
appraisal). But see Churchwell v. United
States, 545 F.2d 59, 61 (8th Gr. 1976) (proba-
tionary enpl oyee need not pursue Privacy Act
remedy prior to proceeding with due process
claimfor hearing).

"shall determne the matter de novo." 5 U S. C
§ 552(9)(2)(A).

"De novo review does not contenplate that the
court will substitute its judgnent for the

[ agency' s], but rather that the court will un-
dertake an i ndependent determ nation of whether
t he anendnment request should be denied.” Nolan
V. United States Dep't of Justice, No. 89-A-
2035, slip op. at 4-5 (D. Colo. July 17, 1991),
appeal dism ssed in pertinent part on proce-
dural grounds, 973 F.2d 843 (10th Cr. 1992);
see also Doe v. United States, 821 F.2d 694,
697-98 (D.C. Gr. 1987) (holding that "[d]e
novo neans . . .a fresh, independent determ na-
tion of "the matter' at stake"). The applica-
bl e standards in anendnent |awsuits are accu-
racy, relevancy, tineliness, and conpl et eness.
5 US C 8 552a(d)(2)(B)(i). But see Doe v.
United States, 821 F.2d at 697 n.8, 699 (wth-
out explanation, stating that "whether the
nature of the relief sought is injunctive or
nonet ary, the standard agai nst which the accu-
racy of the record is neasured remains con-
stant” and "[t]hat standard is found in 5

U S C 8 552a(e)(5) and reiterated in 5 U S. C
8 552a(9)(1)(C"). The burden of proof is on
the individual. See Mervin v. FTC, 591 F.2d
821, 827 (D.C. Gr. 1978) (per curian); Thonp-
son v. Departnent of Transp. United States
Coast Guard, 547 F. Supp. 274, 282 (S.D. Fla.
1982); OMB Cuidelines, 40 Fed. Reg. 28, 948,
28,969 (1975).

Note that, in a unique statutory displ acenent
action, Congress has expressly renoved the ju-
risdiction of the district courts to order the
amendnent of I RS records concerning tax |iabil-
ity. 26 US.C 8§ 7852(e) (1994). See, e.q.,
Gogert v. IRS, No. 86-1674, slip op. at 3 (9th
Cr. Apr. 7, 1987); England v. Conm ssioner,
798 F.2d 350, 351-52 (9th Cr. 1986); Giffith
v. Conmm ssioner, No. 96-20134, 1996 W. 340806,
at **2-3 (N.D. Cal. June 13, 1996); Chandler v.
United States, No. 93-C-812A, slip op. at 3-4
(D. Uah Mar. 8, 1994); Fuselier v. IRS, No.
90-0300, slip op. at 1 (WD. La. Cct. 25,
1990); Mallas v. Kolak, 721 F. Supp. 748, 751
(MD.N.C 1989); Schandl v. Heye, No. 86-6219,
slip op. at 2 (S.D. Fla. Sept. 30, 1986); Dyr-
dra v. Conm ssioner, No. 85-0-41, slip op. at 2
(D. Neb. Cct. 28, 1985); Conklin v. United
States, No. 83-C-587, slip op. at 2-3 (D. Colo.
Feb. 26, 1985); Geen v. |IRS, 556 F. Supp. 79,
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80 (N.D. Ill. 1982), aff'd, 734 F.2d 18 (7th
Cir. 1984) (unpublished table decision).

Consistent wwth the OVB Gui delines, 40 Fed.
Reg. at 28,958, 28,969, courts have routinely
expressed disfavor toward litigants who attenpt
to invoke the subsection (g)(1) (A anendnent
remedy as a basis for collateral attacks on ju-
di cial or quasi-judicial determ nations record-
ed in agency records. See, e.qg., Douglas v.
Agricultural Stabilization & Conservation
Serv., 33 F.3d 784, 785 (7th Gir. 1994) ("Pri-
vacy Act does not authorize relitigation of the
subst ance of agency decisions"; "the right re-
sponse . . . is to correct the disposition un-
der the Adm nistrative Procedure Act"); Bailey
v. VA, No. 94-55092, slip op. at 3 (9th Cr.

Aug. 10, 1994) (plaintiff may not use Privacy
Act to collaterally attack grant or denial of
benefits); Sugrue v. Derwinski, 26 F.3d 8, 11
(2d Cr. 1994) (Privacy Act may not be used "as
a rhetorical cover to attack VA benefits deter-
m nations"); Edwards v. Rozzi, No. 92-3008,
slip op. at 2 (6th Gr. June 12, 1992) ("[T]he
Privacy Act may not be used to chall enge unfa-
vor abl e agency decisions."); Geurin v. Depart-
nent of the Arny, No. 90-16783, slip op. at 2,
4 (9th Gr. Jan. 6, 1992) (doctrine of res ju-
dicata bars relitigation of clainms under Pri-
vacy Act that had been deci ded agai nst pl ain-
tiff by United States Clains Court in prior
action under 28 U . S.C. 8§ 1491); Pellerin v. VA
790 F.2d 1553, 1555 (11th G r. 1986) (anendnent
| awsuit challenging VA disability benefits de-
termnation dismssed on ground that 38 U S. C
8§ 211(a) (later repealed, now see 38 U.S.C.

8§ 511 (1994)) limts judicial review of VA's
determ nations; noting that Privacy Act " may
not be enployed as a skeleton key for reopening
consi deration of unfavorable federal agency de-
cisions'" (quoting Rogers v. United States
Dep't of Labor, 607 F. Supp. 697, 699 (N. D

Cal. 1985))); Gowan v. Departnent of the Air
Force, No. 90-94, slip op. at 26, 33 (D.N M
Sept. 1, 1995) (Privacy Act "may not be used as
a collateral attack on the inproper preferral

of charges [for court martial], nor may the
Privacy Act be used as a nethod for the Court
to oversee the activities of the arned serv-
ices") (appeal pending); Gahamyv. Hawk, 857 F
Supp. 38, 40-41 (WD. Tenn. 1994) ("The Privacy
Act is not a nmeans of circunventing [habeas]
exhaustion requirenent."), aff'd, 59 F.3d 170
(6th GCr. 1995) (unpublished table decision);
Wlliams v. MCausland, 90 Cv. 7563, slip op.
at 38-39 (S.D.N. Y. Jan. 18, 1994) (MSPB prop-
erly denied plaintiff's request to suppl enent
record of his admnistrative proceedi ng before
MSPB because request "constitutes an attenpt to
contest the MSPB' s determ nation on the nerits
of his request for a stay of his renoval");
Smith v. VA, No. CV-93-B-2158-S, slip op. at 4-
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5 (N.D. Ala. Jan. 13, 1994) (following Pellerin
and holding that plaintiff could not use Pri-
vacy Act to chall enge di shonorabl e di scharge or
denial of VA disability benefits); Smth v.
Conti nental Assurance Co., No. 91 C 0963, 1991
W. 164348, at *5 (N.D. Ill. Aug. 22, 1991)
(plaintiff cannot use Privacy Act to coll ater-
ally attack agency deci sion regardi ng her Fed-
eral Enpl oyees Health Benefit Act claim; Rowan
v. United States Postal Serv., No. 82-C 6550,
slip op. at 3-4 (N.D. Ill. My 2, 1984)
(Privacy Act not "a neans for all governnenta
enpl oyees to have unflattering appraisals re-
nmoved fromtheir personnel files or shaded
according to their own whins or preferences");
Leib v. VA 546 F. Supp. 758, 762 (D.D.C. 1982)
("The Privacy Act was not intended to be and
shoul d not be allowed to becone a " backdoor
mechani smi to subvert the finality of agency
determ nations."); Lyon v. United States, 94
F.RD 69, 72 (WD. Ckla. 1982) (Privacy Act

cl ai m cannot be "a backdoor nmechani smto sub-
vert authority bestowed upon the Secretary of
Labor to handl e enpl oyee conpensation cl ai ns");
Allen v. Henefin, 2 Gov't Disclosure Serv.
(P-H T 81,056, at 81,147 (D.D.C. Dec. 10,
1980) (dism ssing | awsuit seeking anendnent of
supervi sor evaluation forns and conmments, for
failure to exhaust, but noting that "there is
consi derabl e doubt as to the permssibility of
a Privacy Act suit to collaterally attack a
final agency personnel determ nation of this
type"); Weber v. Departnent of the Air Force,
No. C-3-78-146, slip op. at 3-4 (S.D. Chio Mar.
19, 1979) (Privacy Act not proper nmeans "to
arbitrate and determ ne a dispute over job
classification"); Bashaw v. United States Dep't
of the Treasury, 468 F. Supp. 1195, 1196-97
(E.D. Ws. 1979) (citing OVB CGuidelines with
approval and hol ding that amendnent renedy is
"neither a necessary nor an appropriate vehicle
for resolving the nerits of the plaintiff's
[discrimnation] clains"); Kennedy v. Andrus,
459 F. Supp. 240, 242 (D.D.C. 1978) (noting
that OVMB CGuidelines "clearly forbid collatera
attack in the case of final judicial or quasi-
judicial actions" and observing that "the sane
consi derations would seemto apply to agency
per sonnel actions, such as the reprimnd here,
for collateral attack under the Privacy Act
coul d underm ne the effectiveness of agency
grievance systens"), aff'd, 612 F.2d 586 (D.C
Cr. 1980) (unpublished table decision); cf.
Doe v. HHS, 871 F. Supp. 808, 814-15 (E.D. Pa.
1994) ("[T]he specific reporting provisions
enconpassed in the [Health Care Quality Im
provenment] Act supersede[] any clains [plain-
tiff] mght have under the Privacy Act."),
aff'd, 66 F.3d 310 (3d G r. 1995) (unpublished
tabl e deci sion).
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It has even been held that the G vil Service
Ref orm Act's conprehensive renedi al schene
operates to deprive a court of subsection
(g9)(1)(A) jurisdiction to order the amendnent
of an allegedly inaccurate job descriptionin a
former federal enployee's personnel file. See
Kleiman v. Departnent of Energy, 956 F.2d 335,
338 (D.C. Gr. 1992) (refusing to all ow exhaus-
tive renmedial schenme of CSRA to be "inperm s-
sibly frustrated" by granting review of per-
sonnel decisions under Privacy Act); see also
Wills v. OPM No. 93-2079, slip op. at 3-4 (4th
Cr. Jan. 28, 1994) (alternative hol ding) (per
curianm) (where challenge to nerits of statenent
on SF-50 was actually conplaint regardi ng ad-
verse enpl oynment decision, jurisdiction was
proper under CSRA); Vessella v. Departnent of
the Air Force, No. 92-2195, slip op. at 4-6
(1st Cr. June 28, 1993) (citing Kl eiman and
hol ding that plaintiff could not "bypass the
CSRA' s regul atory schenme” by bringing Privacy
Act claimfor sanme all eged inperm ssible ad-
verse personnel practices he chall enged before
MSPB, even though MSPB di sm ssed his clains as
untinely).

Simlarly, the D.C. Crcuit has held that

"[t] he proper neans by which to seek a change
to mlitary records is through a proceeding
before the . . . Board for Correction of MIi-
tary Records,"” not under the Privacy Act.

dick v. Departnent of the Arny, No. 91-5213,
slipop. at 1 (D.C. Gr. June 5, 1992) (per cu-
riam); see also Cargill v. Marsh, 902 F.2d
1006, 1007-08 (D.C. Gr. 1990) (per curiam
(affirmng dismssal of Privacy Act claim
proper neans to seek substantive change in ml-
itary records is through proceedi ng before Arny
Board for Correction of MIlitary Records under
10 U.S.C. § 1552(a) (1994)); Doe v. Departnent
of the Navy, 764 F. Supp. 1324, 1327 (N.D. Ind.
1991) ("plaintiff is not free to choose to at-
tenpt anmendnment of his mlitary records under
the Privacy Act alone without resort to the
records correction board renedy"). But see

D ederich v. Departnent of the Arny, 878 F. 2d
646, 647-48 (2d Cir. 1989); see also Correc-
tions of Mlitary Records Under the Privacy
Act, Defense Privacy Board Advisory Opinion 4
(reissued Apr. 8, 1992) (affording limted
revi ew under Privacy Act for factual matters).

It should be noted that several courts have
ruled that statutes that provide other avenues
of redress, such as the CSRA, can bar certain
ki nds of subsection (g)(1)(C damages actions.
These cases are di scussed bel ow under "Accuracy
Lawsui ts For Danmges."

-- Courts can order an agency to anend records in accordance

wWth a request "or in such other way as the court nay
direct." 5 U S. C 8 552a(g)(2)(A.
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The Act contenpl ates "expungenent [of inaccura-
cies] and not nerely redress by suppl enent.”

R R v. Departnent of the Arny, 482 F. Supp.
770, 774 (D.D.C. 1980); see also Smith v. N x-
on, 807 F.2d 197, 204 (D.C. Cir. 1986); Hobson
v. Wlson, 737 F.2d 1, 65-66 (D.C. Cr. 1984).
In addition, several courts have concl uded t hat
j udges have the equitable power, even apart
fromthe Privacy Act, to order the expungenent
of records when the affected individual's pri-
vacy interest greatly outweighs the govern-
ment's interest in maintaining the records.
See, e.qg., Doe v. United States Air Force, 812
F.2d 738, 740-41 (D.C. Gr. 1987); FEendler v.
United States Parole Commin, 774 F.2d 975, 979
(9th Cr. 1985); Chastain v. Kelley, 510 F.2d
1232, 1235-38 (D.C. Gr. 1975); Ezenwa v. @Al -
len, 906 F. Supp. 978, 986 (M D. Pa. 1995);
NTEU v. I RS, 601 F. Supp. 1268, 1273 (D.D.C
1985); cf. Johnson v. Sessions, No. 92-201,
slip op. at 3-4 (D.D.C. Aug. 19, 1992) (refus-
ing to invoke equitable powers to expunge
plaintiff's arrest record because court did not
have jurisdiction to order FBI to violate its
own regul ations which require FBI to wait for
aut hori zation from appropriate judicial author-
ity before expunging arrest record). But see
Scruggs v. United States, 929 F.2d 305, 307
(7th Gr. 1991) (questioning jurisdictional
power of courts to order expungenent of records
that satisfy Privacy Act's requirenents).

Once an agency offers to destroy a record in
response to an expungenent request, the | awsuit
is at an end and the agency cannot be conpell ed
to affirmatively determ ne and announce t hat
the chal l enged record violated the Act. See
Reuber v. United States, 829 F.2d 133, 144-49
(D.C. Cr. 1987); see also Commttee in Soli -
darity v. Sessions, 929 F.2d 742, 745 n.2 (D.C
Cr. 1991); Metadure Corp. v. United States,
490 F. Supp. 1368, 1375 (S.D.N. Y. 1980). But
see Doe v. United States Cvil Serv. Conmm n,
483 F. Supp. 539, 551 (S.D.N. Y. 1980).
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B

Access Lawsuits

"Whenever any agency . . . refuses to conply with an individ-

ual request

under subsection (d)(1) of this section [the in-

di vidual may bring a civil action against the agency]."
5 U S C § 552a(g)(1)(B)

-- Courts can enjoin the agency fromw thhol ding records and
order their production to the individual. See 5 U S.C
8§ 552a(g)(3)(A.

conment

-- Just as under the FO A, a requester nust conply

wi th agency procedures and exhaust all avail -
abl e adm ni strative renedi es--through pursuit
of an access request to the agency--prior to
bringing a subsection (g)(1)(B) action. See
Phillips v. Wdnall, No. 96-2099, 1997 W
176394, at *3 (10th Gr. Apr. 14, 1997); Haase
V. Sessions, 893 F.2d 370, 373 (D.C. Cir

1990); Taylor v. United States Dep't of the
Treasury, IRS, No. A-96-CA-333, 1996 U S. Dist.
LEXI'S 19909, at *6 (WD. Tex. Dec. 17, 1996)
(appeal pending); Biondo v. Departnent of the
Navy, 928 F. Supp. 626, 630-33 (D.S.C. 1995),
aff'd, 86 F.3d 1148 (4th Cir. 1996) (unpub-

i shed table decision); Reeves v. United
States, No. 94-1291, slip op. at 7-8 (E. D. Cal.
Nov. 16, 1994), aff'd, 108 F.3d 338 (9th Gir.
1997) (unpublished table decision); Guzman v.
United States, No. S 93-1949, slip op. at 3-5
(E.D. Cal. Qct. 5, 1994); Hass v. United States

Air Force, 848 F. Supp. 926, 930 (D. Kan.
1994); GCergick v. Austin, No. 89-0838-CVv-W 2,
slip op. at 10-11 (WD. M. Apr. 29, 1992),
aff'd, No. 92-3210 (8th Cir. July 9, 1993);
Wod v. IRS, No. 1:90-Cv-2614, slip op. at 7
(N.D. Ga. July 26, 1991); Searcy v. Social Sec.
Adm n., No. 91-C-26 J, slip op. at 8-11 (D

Ut ah June 25, 1991) (nmgistrate's recomenda-
tion), adopted (D. Utah Sept. 19, 1991), aff'd,
No. 91-4181 (10th G r. Mar. 2, 1992); C ooker
v. Bureau of Prisons, 579 F. Supp. 309, 311
(D.D.C. 1984); Crooker v. United States Mar-
shals Serv., 577 F. Supp. 1217, 1217-18 (D.D. C.
1983); Lilienthal v. Parks, 574 F. Supp. 14, 18
&n.7 (E D Ark. 1983); G bbs v. Rauch, No. 77-
59, slip op. at 2-3 (E.D. Ky. Feb. 9, 1978);
Larsen v. Hoffrman, 444 F. Supp. 245, 256
(D.D.C. 1977).

The Court of Appeals for the Fourth Circuit has
al so noted that an individual cannot "construc-
tively exhaust" his adm nistrative renedies
under the Privacy Act, as "the Privacy Act
contains no equivalent to FOA s "constructive
exhaustion' provision[, 5 U S. C

§ 552(a)(6)(C]." Pollack v. Departnent of
Justice, 49 F.3d 115, 116 n.1 (4th GCr.) (only
FO A clai mwas properly before district court),
cert. denied, 116 S. &. 130 (1995); cf. John-
son v. FBI, No. 94-1741, slip op. at 6 (D.D.C
Aug. 31, 1995) (access case citing Pollack and
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stating that "Privacy Act contains no " con-
structive exhaustion' provision as does the
FO A " but determning that "since plaintiff
has sought an action in equity, and has not
exhausted his adm nistrative renmedi es through
adm nistrative appeal . . . plaintiff is barred
from seeking injunctive relief under the Pri-
vacy Act"). However, an agency's failure to
conply with its own regul ati ons can undercut an
exhaustion defense. See Jonsson v. |IRS, No.

90- 2519, slip op. at 2-3 (D.D.C. May 4, 1992);
Hal dane v. Conm ssioner, No. 90-654M slip op.
at 4-6 (WD. Wash. Aug. 23, 1990).

Several courts have recogni zed that jurisdic-
tion to consider a Privacy Act access claim
exists only if the governnent has failed to
conply with a request for records; once a re-
quest is conplied wwth and the responsive rec-
ords have been discl osed, a Privacy Act access
claimis noot. See Biondo, 928 F. Supp. at
631; Letscher v. IRS, No. 95-0077, slip op. at
3 (D.D.C July 6, 1995); Pol ewsky v. Soci al
Sec. Admn., No. 5:93-CV-200, slip op. at 9-10
(D. Vvt. Mar. 31, 1995) (mmgistrate's recomen-
dation), adopted (D. Vt. Apr. 13, 1995), aff'd,
No. 95-6125, 1996 W. 110179, at *2 (2d Cr.
Mar. 12, 1996); Smith v. Continental Assurance
Co., No. 91 C 0963, 1991 W. 164348, at *3 (N.D.
I11. Aug. 22, 1991).

The Court of Appeals for the Seventh Circuit
has ruled that 26 U S.C. 8§ 6103 (1994 & Supp. |
1995) "di spl aces" the Privacy Act and shields
tax return information fromrel ease even to a
first-party requester. Cheek v. IRS, 703 F.2d
271, 272 (7th Gr. 1983) (per curiam; see also
Paige v. IRS, No. 1P-85-64-C, slip op. at 3-4
(S.D. I'nd. Jan. 13, 1986). The Court of Ap-
peals for the Ninth Crcuit has confusingly
interpreted 26 U . S.C. § 7852(e) (1994) to I|ike-
W se prevent Privacy Act access to records per-
taining to tax liability. Jacques v. IRS, No.
91-15992, slip op. at 6 (9th Cr. Aug. 5,
1992); O Connor v. United States, No. 89-15321
slip op. at 5 (9th Gr. June 4, 1991). The
Ninth Crcuit's interpretation of 26 U S. C

8§ 7852(e), however, seens to go beyond that
statute's objective of exenpting determ nations
of tax litability fromthe Privacy Act's anend-
ment provisions. Cf. Wod v. IRS, No. 1:90-Cv-
2614, slip op. at 1-2, 7 (N.D. Ga. July 29,
1991) (denying plaintiff summary judgnent on

ot her grounds, but not barring Privacy Act re-
guest for access to records concerning plain-
tiff's tax liability).

Damages are not recoverable in an access case.
See Benoist v. United States, No. 87-1028, slip
op. at 3 (8th Gr. Nov. 4, 1987); Thurston v.
United States, 810 F.2d 438, 447 (4th Gr

1987); Vennes v. IRS, No. 5-88-36, slip op. at
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6-7 (D. Mnn. Cct. 14, 1988) (nmmgistrate's rec-
ommendation), adopted (D. Mnn. Feb. 14, 1989),
aff'd, No. 89-5136MN (8th Cir. Cct. 13, 1989);
Bent son v. Conm ssioner, No. 83-048-G.O VDB
slip op. at 2 (D. Ariz. Sept. 14, 1984); see
also Quinn v. HHS, 838 F. Supp. 70, 76

(WD. N Y. 1993) (citing Thurston in dictum.

-- Courts "shall determne the nmatter de novo." 5 U. S. C
§ 552a(g)(3)(A).

-- Courts nmay review records in canera to determ ne whet her
any of the exenptions set forth in subsection (k) apply.
See 5 U.S.C. 8§ 552a(9g)(3)(A.

C. Accuracy Lawsuits for Damages

"Whenever any agency . . . fails to maintain any record con-
cerning any individual with such accuracy, relevance, tineli-
ness, and conpl eteness as is necessary to assure fairness in
any determnation relating to the qualifications, character,
rights, or opportunities of, or benefits to the individual
that may be nade on the basis of such record, and consequent -
ly a determination is nade which is adverse to the individual
[the individual may bring a civil action against the agen-
cy]." 5 US.C 8 552a(9)(1)(0O.

comment -- The standard of accuracy under this provision is
t he sane as under subsection (e)(5), which re-
gui res agencies to maintain records used in meking
determ nations about individuals "with such accu-
racy, relevance, tineliness, and conpl eteness as
is reasonably necessary to assure fairness to the
i ndividual in the determ nation."

As mentioned earlier, failure to conply with sub-
section (e)(5) gives rise to an anmendnent | awsuit
under subsection (g)(1)(A), provided that adm nis-
trative renedi es (under subsections (d)(2)-(3))
have been exhausted. Note, however, that such ex-
haustion is not required prior to bringing a dam
ages | awsuit under subsection (g)(1)(C (or, for
that matter, under subsection (g)(1)(D)). See
Phillips v. Wdnall, No. 96-2099, 1997 W. 176394,
at **2-3 (10th Gr. Apr. 14, 1997); D ederich v.
Departnent of the Arny, 878 F.2d 646, 648 (2d G r
1989); Hubbard v. United States Envtl. Protection
Agency, Admir, 809 F.2d 1, 7 (D.C. Gr.), vacated
in nonpertinent part & reh'g en banc granted (due
to conflict in circuit), 809 F.2d 1 (D.C. Gr
1986), resolved on reh'g en banc sub nom Spagnol a
v. Mathis, 859 F.2d 223 (D.C. Cir. 1988); Nagel v.
HEW 725 F.2d 1438, 1441 & n.2 (D.C. Cir. 1984);
Gergick v. Austin, No. 89-0838-CV-W2, slip op. at
11 (WD. M. Apr. 29, 1992), aff'd, No. 92-3210
(8th Cir. July 9, 1993); Doe v. FBI, No. 91-1252,
slip op. at 8 (D.N.J. Feb. 26, 1992); Pope v.

Bond, 641 F. Supp. 489, 500 (D.D.C. 1986). But
see AOivares v. NASA 882 F. Supp. 1545, 1546,
1552 (D. Md. 1995) (apparently confusingly con-
cluding that failure to exhaust adm nistrative
remedi es precludes damages cl ai munder subsection
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(e)(5)), aff'd, 103 F.3d 119 (4th GCir. 1996) (un-
publi shed tabl e decision); Gahamv. Hawk, 857 F
Supp. 38, 40 (WD. Tenn. 1994) (heedlessly stating
that "[e]ach paragraph of 5 U S.C. 8§ 552a(q9)
requires as a prerequisite to any action that the
agency refuse an individual's request to take sone
corrective action regarding his file"), aff'd, 59
F.3d 170 (6th Cr. 1995) (unpublished table deci-
sion).

In addition, de novo review is not provided for in
(9)(1)(C (or, for that matter, (g)(1)(D)) ac-
tions, see 5 US. C 8§ 552a(g)(4) rat her, the
court is to determ ne whether the standards artic-
ulated in subsection (g)(1)(C have been net. See
Sellers v. Bureau of Prisons, 959 F.2d 307, 312-13
(D.C. GCir. 1992); Wite v. OPM 787 F.2d 660, 663
(D.C. Cr. 1986); Nolan v. United States Dep't of
Justice, No. 89-A-2035, slip op. at 4 (D. Colo.
July 17, 1991), appeal dismi ssed in pertinent part
on procedural grounds, 973 F.2d 843 (10th G r
1992); see also Doe v. United States, 821 F.2d
694, 712 (D.C. Gr. 1987) (en banc) (M kva, J.,

j oi ned by Robi nson and Edwards, JJ., dissenting.)

However, in order to bring a damages action under
subsection (g)(1)(C, an individual has the burden
of proving that (1) a defective record (2) proxi-
mat el y caused (3) an adverse determ nation con-
cerning him See, e.qg., Deters v. United States
Parole Commin, 85 F.3d 655, 657 (D.C. Cr. 1996);
Rose v. United States, 905 F.2d 1257, 1259 (9th
Cr. 1990); Johnston v. Horne, 875 F.2d 1415, 1422
(9th Cr. 1989); Wite v. OPM 840 F.2d 85, 87
(D.C. GCir. 1988); Hubbard, 809 F.2d at 4-6; Hew tt
V. Grabicki, 794 F.2d 1373, 1379 (9th Cir. 1986);
Perry v. FBI, 759 F.2d 1271, 1275, rev'd en banc
on other grounds, 781 F.2d 1294 (7th Cr. 1986);
Molerio v. FBI, 749 F.2d 815, 826 (D.C. Gir

1984); darkson v. IRS, 678 F.2d 1368, 1377 (11lth
Cr. 1982) (citing Edison v. Departnent of the
Arnmy, 672 F.2d 840, 845 (11lth Cir. 1982)); Kellett
v. United States, 856 F. Supp. 65, 70-71 (D.N.H
1994), aff'd, 66 F.3d 306 (1st G r. 1995) (unpub-
i shed table decision); MGegor v. Geer, 748 F.
Supp. 881, 886 (D.D.C. 1990); Mobley v. Doyle, No.
JH 87-3300, slip op. at 3-5 (D. Md. Nov. 8, 1988);
Wrth v. Social Sec. Admin., No. JH 85-1060, slip
op. at 6 (D. Ml. Jan. 20, 1988); NTEU v. |IRS, 601
F. Supp. 1268, 1271-72 (D.D.C 1985); see also
Wllians v. Bureau of Prisons, No. 94-5098, 1994
W. 676801, at *1 (D.C. Cr. Cct. 21, 1994) (appel-
lant did not establish either that agency "nain-
tained an inaccurate record or that it nmade a de-
termnation adverse to himin reliance on inac-
curate information capable of verification, the
statutory prerequisites to maintaining an action
pursuant to the Privacy Act"); Hadley v. Mon, No.
94-1212, 1994 W. 582907, at **1-2 (10th Cr. Cct.
21, 1994) (plaintiff nust allege actual detrinent
or adverse determ nation in order to nmaintain

cl ai munder Privacy Act); Hughley v. Federal Bu-
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reau of Prisons, No. 94-1048, slip op. at 4-5
(D.D.C. Apr. 30, 1996) (admtted inaccuracy in
plaintiff's presentence investigation report re-
garding length of prior sentence did not result in
"any cogni zable injury that would give rise to an
action under Section (g)(1)(C because no adverse
determ nati on was nmade based on the inaccurate
statenent"; report correctly cal cul ated plain-
tiff's crimnal history points regardl ess of er-
ror), aff'd sub nom Hughley v. Hawk, No. 96-5159,
1997 W. 362725 (D.C. Gr. My 6, 1997); Schwartz
V. United States Dep't of Justice, No. 94 C V.
7476, 1995 W. 675462, at **7-8 (S.D.N. Y. Nov. 14,
1995) (alleged inaccuracy in presentence report
"cannot have caused an adverse determ nation”
wher e sentenci ng judge was made aware of error and
stated that fact at issue was not material for
sentenci ng, nor did any om ssion of additional
facts in report result in plaintiff's "not re-
ceiving a fair determnation relating to his
rights"), aff'd, 101 F.3d 686 (2d GCir. 1996) (un-
publ i shed tabl e decision); Gowan v. Departnent of
the Air Force, No. 90-94, slip op. at 34 (D.N. M
Sept. 1, 1995) (inaccuracy in report, i.e., list-
ing of witnesses who were not interviewed, did not
cause adverse agency action) (appeal pending).

In addition, an agency nust be found to have acted
inan "intentional or willful” manner in order for
a danages action to succeed. See 5 U S.C

8 552a(g)(4). This standard is discussed bel ow
under "Intentional /WIIful Standard and Actual
Damages in Accuracy and O her Damages Lawsuits.™

Just as in the amendnent context (see discussion
above), many courts have expressed disfavor toward
[itigants who attenpt to invoke the subsection
(9)(1)(C) damages renedy as a basis for collateral
attacks on judicial and quasi-judicial agency de-
term nations, such as benefit and enpl oynent deci -
sions. See, e.q., Douglas v. Farners Hone Adm n.,
No. 91-1969, slip op. at 2-3 (D.D.C. June 26,

1992) (applying principles of Wite v. United
States Gvil Serv. Commin, 589 F.2d 713 (D.C. Cr
1978) (per curiam (amendnment |awsuit), and hol d-
ing that plaintiff not entitled to bring Privacy
Act damages action for allegedly inaccurate ap-
prai sal of his property where he had not sought
judicial review under APA); Thomas v. United
States Parole Conmin, No. 94-0174, slip op. at 11-
12 (D.D.C. Sept. 7, 1994) (plaintiff should not be
allowed to use Privacy Act "to collaterally attack
the contents of his presentence report,"” as he
"originally had the opportunity to challenge the
accuracy . . . before the judge who sentenced
him'); Castella v. Long, 701 F. Supp. 578, 584-85
(N.D. Tex.) ("collateral attack on correctness of
the finding supporting the discharge decision”

i nproper under Act), aff'd, 862 F.2d 872 (5th Gr.
1988) (unpublished tabl e decision); Holnberg v.
United States, No. 85-2052, slip op. at 2-3
(D.D.C. Dec. 10, 1985) (Privacy Act "cannot be
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used to attack the outcone of adjudicatory-type
proceedi ngs by alleging that the underlying record
was erroneous"); see also Hurley v. Bureau of
Prisons, No. 95-1696, 1995 U. S. App. LEXI S 30148,
at *4 (1st GCr. QCct. 24, 1995) (any alleged inac-
curacy in plaintiff's presentence report, which
agency relied on, "should have been brought to the
attention of the district court at sentencing; or,
at the very |east, on appeal fromhis conviction
and sentence"). The OMB Cuidelines, 40 Fed. Reg.
28,948, 28,969 (1975), also address this issue.

As in the anendnent context, 26 U S.C. § 7852(e)
(1994) (Internal Revenue Code) al so displaces the
Privacy Act's damages renedies for matters con-
cerning tax liability. See, e.qg., Ford v. United
States, IRS, No. 91-36319, slip op. at 4-5 (9th
Cr. Dec. 24, 1992); MMIllen v. United States
Dep't of Treasury, 960 F.2d 187, 188 (1st Cr.
1991); Sherwood v. United States, No. 96-2223,
1996 W. 732512, at *9 (N.D. Cal. Dec. 9, 1996);
Trinble v. United States, No. 92-74219, slip op.
at 1-2 (E.D. Mch. May 18, 1993), aff'd, 28 F. 3d
1214 (6th Gr. 1994) (unpublished tabl e decision);
cf. Governnent Nat'l Mortgage, Ass'n v. Lunsford,
No. 95-273, 1996 U.S. Dist. LEXIS 1591, at *8
(E.D. Ky. Feb. 2, 1996) (dism ssing Privacy Act
claimfor wongful disclosure (presunmably brought
under (g)(1)(D)) and stating that "26 U. S. C

8§ 7852(e) precludes the naintenance of Privacy Act
damages renedies in matters concerning federal tax
l[iabilities"); Estate of Myers v. United States,
842 F. Supp. 1297, 1302-04 (E.D. Wash. 1993) (dis-
m ssing Privacy Act (g)(1l) (D) damages clai mand
applying 8 7852(e)'s jurisdictional bar to pre-
clude Privacy Act applicability to determ nation
of foreign tax liability).

I n Hubbard v. United States Envtl. Protection
Agency, Admir, the leading D.C. Circuit case con-
cerning the causation requirenent of subsection
(9)(1)(C, the D.C. Circuit's finding of a |lack of
causation was heavily influenced by the G vil
Service Reform Act's jurisdictional bar to dis-
trict court review of governnent personnel prac-
tices. See 809 F.2d at 5. Although the D.C
Circuit stopped short of holding that the CSRA s
conpr ehensi ve renedi al schene constitutes a juris-
dictional bar to a subsection (g)(1)(C action, it
noted that "it would be anomal ous to construe the
pre-existing Privacy Act to grant the district
court power to do indirectly that which Congress
precluded directly: “the Privacy Act was not in-
tended to shield [federal] enployees fromthe vi-
ci ssitudes of federal personnel managenent deci -
sions."" Id. (quoting Albright v. United States,
732 F.2d 181, 190 (D.C. Cir. 1984)); cf. Biondo v.

Departnent of the Navy, No. 2:92-0184-18, slip op.
at 21-23 (D.S.C. June 29, 1993) (finding, based on
Hubbard, "that the “collateral attack' argunent
conpl ements the causation requirenment of the Pri-
vacy Act"). The concurring opinion in Hubbard
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objected to this "canon of niggardliness" in con-
strui ng subsection (g)(1)(C and noted that cir-
cuit precedents since the passage of the CSRA have
"W thout a hint of the majority's caution, re-
viewed the Privacy Act clains of federal enployees
or applicants enbroiled in personnel disputes.”
809 F.2d at 12-13 (wald, J., concurring) (citing
Mol erio, 749 F.2d at 826, Albright, 732 F.2d at
188, and Borrell v. United States Int'l Conmunica-
ti ons Agency, 682 F.2d 981, 992-93 (D.C. G
1982)).

Al t hough Hubbard nerely applied a strict causation
test where a governnent personnel determ nation
was bei ng chal | enged, several nore recent cases
have extended Hubbard's reasoni ng and have con-
strued the CSRA's conprehensive renedial schene to
constitute a jurisdictional bar to subsection
(9)(1)(C) damages | awsuits chal |l enging federal em
pl oynment determ nations. See Houlihan v. OPM 909
F.2d 383, 384-85 (9th Gr. 1990) (per curiam;
Henderson v. Social Sec. Admn., 908 F.2d 559,
560-61 (10th G r. 1990), aff'g 716 F. Supp. 15,
16-17 (D. Kan. 1989)); Mller v. Hart, No. PB-C
91-249, slip op. at 6-8 (E.D. Ark. Feb. 25, 1993);
Kassel v. VA, No. 87-217-S, slip op. at 7-8
(D.N.H Mar. 30, 1992); Holly v. HHS, No. 89-0137,
slip op. at 1 (D.D.C. Aug. 9, 1991), aff'd, 968
F.2d 92 (D.C. Cr. 1992) (unpublished table
decision); Barhorst v. Marsh, 765 F. Supp. 995,
999 (E.D. Mo. 1991); Barkley v. United States
Postal Serv., 745 F. Supp. 892, 893-94 (WD.N.Y.
1990); McDowell v. Cheney, 718 F. Supp. 1531, 1543
(MD. Ga. 1989); Holly v. HHS, No. 87-3205, slip
op. at 4-6 (D.D.C. Aug. 22, 1988), aff'd, 895 F.2d
809 (D.C. Cir. 1990) (unpublished table decision);
Tuesburg v. HUD, 652 F. Supp. 1044, 1049 (E.D. Mb.
1987); see also Phillips v. Wdnall, No. 96-2099,
1997 WL 176394, at *3 (10th Gr. Apr. 14, 1997)
(citing Henderson to hold that claimconcerning

al | eged i naccuracies and om ssions in appellant's
enpl oynent file that formed basis of her claimfor
damages to renedy | oss of pronotion and ot her
benefits of enploynent "is not a recognizable

clai munder the Privacy Act," as "CSRA provides

t he exclusive renedi al schenme for review of
[appellant's] clains related to her position as a
nonappropriated fund instrunentality enpl oyee");
Vessella v. Departnent of the Air Force, No. 92-
2195, slip op. at 5-6 (1st Cir. June 28, 1993)
(citing Hubbard and Henderson for proposition that
Privacy Act "cannot be used . . . to frustrate the
excl usi ve, conprehensive schene provided by the
CSRA"); Pippinger v. Secretary of the United
States Treasury, No. 95-CV-017, 1996 U.S. D st.
LEXI S 5485, at *15 (D. Wo. Apr. 10, 1996) (citing
Henderson and stating that to extent plaintiff
chal | enges accuracy of his personnel records,
action cannot be maintai ned because court does not
have jurisdiction "to review errors in judgnent
that occur during the course of an

enpl oynent / per sonnel deci sion where the CSRA
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precl udes such review') (appeal pending); Edwards
v. Baker, No. 83-2642, slip op. at 4-6 (D.D.C
July 16, 1986) (Privacy Act challenge to "enpl oyee
per formance apprai sal systenf rejected on ground
that "plaintiffs my not use that Act as an alter-
native route for obtaining judicial review of al-

| eged violations of the CSRA"). Oher cases have
declined to go that far. See Doe v. FBI, 718 F
Supp. 90, 94-95 n. 14 (D.D.C. 1989) (rejecting con-
tention that CSRA limts subsection (g)(1)(C ac-
tions); see also Halus v. United States Dep't of
the Arny, No. 90-654M slip op. at 11 n.8 (E D

Pa. Aug. 15, 1990) ("court nay determ ne whether a
Privacy Act violation caused the plaintiff damage
(here, the loss of his job)"); Hay v. Secretary of
the Arny, 739 F. Supp. 609, 612-13 (S.D. Ga. 1990)
(simlar).

As yet, the D.C. Circuit has declined to rule that
the CSRA bars a Privacy Act claimfor damages.

See Kleiman v. Departnent of Energy, 956 F.2d 335,
337-39 & n.5 (D.C. Gr. 1992) (holding that Priva-
cy Act does not afford relief where plaintiff did
not contest that record accurately reflected his
assigned job title, but rather challenged his po-
sition classification--a personnel decision judi-
cially unrevi ewabl e under the CSRA--but noting
that nothing in opinion "should be taken to cast
doubt on Hubbard's statenment that "the Privacy Act
permts a federal job applicant to recover danages
for an adverse personnel action actually caused by
an inaccurate or inconplete record " (quoting Hub-
bard, 809 F.2d at 5)); Holly v. HHS, No. 88-5372,
slipop. at 1 (D.C. Cr. Feb. 7, 1990) (declining
to decide whether CSRA in all events precludes
Privacy Act claimchallenging federal enploynent
determ nation; instead applying doctrine of "issue
preclusion"” to bar individual "fromrelitigating
an agency's mai ntenance of chal |l enged records
where an arbitrator--in a negotiated grievance
proceedi ng that included review of such records--
had previously found that no "[agency] nanager
acted arbitrarily, capriciously or unreasonably in
determining [that plaintiff] was not qualified").
But see Holly v. HHS, No. 89-0137, slip op. at 1
(D.D.C. Aug. 9, 1991) (citing Kleiman for proposi-
tion that court |acks subject matter jurisdiction
in Privacy Act damages action where challenging a
personnel action governed by the CSRA), aff'd, 968
F.2d 92 (D.C. Gr. 1992) (unpublished table deci-
sion).

In Rosen v. Walters, 719 F.2d 1422, 1424-25 (9th
Cr. 1983), the Court of Appeals for the N nth
Crcuit held that 38 U S.C. 8§ 211(a) (later re-
peal ed, now see 38 U.S.C. 8§ 511 (1994))--a statute
that broadly precludes judicial review of VA dis-
ability benefit decisions--operated to bar a sub-
section (g)(1)(C damages action. |In Rosen, the
plaintiff contended that the VA deliberately de-
stroyed nedical records pertinent to his disabili-
ty claim thereby preventing himfrom presenting
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all the evidence in his favor. |[d. at 1424. The
Ninth Circuit ruled that such a damages claim
woul d "necessarily run counter to the purposes of
8§ 211(a)" because it would require a determ nation
as to whether "but for the m ssing records, Rosen
shoul d have been awarded disability benefits."

Id. at 1425. Further, it declined to find that
the Privacy Act "repealed by inplication”

38 U S.C § 211(a). 1d.; see also RR v. Depart-
nent of the Arny, 482 F. Supp. 770, 775-76 (D.D.C
1980) (rejecting damages claimfor |ack of causa-
tion and noting that "[w] hat plaintiff apparently
seeks to acconplish is to circunvent the statutory
provi sions making the VA's determ nations of bene-
fits final and not subject to judicial review');
cf. Kaswan v. VA No. 81-3805, slip op. at 31
(E.D.N. Y. Sept. 15, 1988) (Privacy Act "not avail -
able to collaterally attack factual and | egal de-
cisions to grant or deny veterans benefits"),
aff'd, 875 F.2d 856 (2d Cr. 1989) (unpublished
tabl e decision); Leib v. VA 546 F. Supp. 758,
761-62 (D.D.C. 1982) ("The Privacy Act was not in-
tended to be and shoul d not be allowed to becone a
“backdoor mechanism to subvert the finality of
agency determ nations.” (quoting Lyon v. United
States, 94 F.R D. 69, 72 (WD. la. 1982))).

Two district courts in California have al so de-
clined to review Privacy Act clains concerning
Federal Aviation Adm nistration orders because the
Federal Aviation Act, 49 U S.C. 8§ 46110 (1994),
"preenpts district courts from exercising subject
matter jurisdiction over clains against the FAA

i nvol ving final FAA orders" and places "excl usive
jurisdiction" in the courts of appeals. Crist v.
Lei ppe, No. ClV.S-95-2100, 1996 W. 173124, at **2-
3 (E.D. Cal. Apr. 3, 1996) (appeal pending); Rug-
giero v. FAA, No. C95-20008, 1995 W 566022, at
*1 (N.D. Cal. Sept. 21, 1995).

In Perry v. FBI, 759 F.2d at 1275, the Court of
Appeal s for the Seventh Circuit, wthout discuss-

i ng subsection (g)(1)(C), adopted a conparatively
narrower construction of subsection (e)(5), hold-

i ng that "when one federal agency sends records to
anot her agency to be used by the latter in making
a deci sion about soneone, the responsibility for
ensuring that the information is accurate, rele-
vant, tinely, and conplete lies with the receiving
agency--the agency making "the determ nation'

about the person in question--not the sending
agency. "

Subsequent |y, though, in D ckson v. OPM 828 F.2d
32, 36-40 (D.C. Cir. 1987), the D.C. Crcuit held
that a subsection (g)(1)(C damages lawsuit is
proper agai nst any agency nai ntaining a record
violating the standard of fairness mandated by the
Act, regardl ess of whether that agency is the one
maki ng the adverse determ nation. See also Doe v.
United States Gvil Serv. Conmin, 483 F. Supp.

539, 556 (S.D.N. Y. 1980) (applying subsection
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(e)(5) to agency whose records were used by anoth-
er agency in making determ nation about individu-
al); RR v. Departnent of the Arny, 482 F. Supp.
at 773 (sane). In so holding, the D.C. Crcuit
noted that "the structure of the Act nmakes it
abundantly cl ear that [sub]section (g) civil rem
edy actions operate independently of the obliga-
tions inposed on agency recordkeepi ng pursuant to
[ sub] section (e)(5)." Dickson, 828 F.2d at 38.

In Dickson, the D.C. Crcuit distinguished Perry
on the grounds that "[a]ppellant is not proceeding
under [sub]section (e)(5), Perry does not discuss
[ sub]section (g)(1)(C, and the construction of
(e)(5) does not mgrate by logic or statutory man-
date to a separate [sub]section on civil rene-
dies." 828 F.2d at 38. See also Doe v. FBI, 718
F. Supp. at 95 n. 15 (noting conflict in cases).

Assumi ng that causation is proven, "actual dam
ages" sustained by the individual as a result of
the failure--or $1,000, whichever is greater--are
recoverable. See 5 U S.C. 8 552a(g)(4)(A). The
nmeani ng of "actual damages" and the $1, 000 mi ni mum
recovery provision are discussed bel ow under "In-
tentional /WIIful Standard and Actual Danmages in
Accuracy and O her Damages Lawsuits."

O her Damages Lawsuits

"Whenever any agency . . . fails to conply with any ot her
provi sion of this section, or any rule pronul gated thereun-
der, in such a way as to have an adverse effect on an indi-

vi dual

[the individual may bring a civil action].” 5 U S. C

§ 552a(9)(1) (D).

conment

-- Aconplaint is subject to dismssal, for failure

to state a subsection (g)(1)(D) danamges claim if
no "adverse effect” is alleged. See, e.g., Qinn
v. Stone, 978 F.2d 126, 135 (3d Gr. 1992) ("[T]he
adverse effect requirement of (g)(1)(D) is, in ef-
fect, a standing requirenent."”); Hass v. United
States Air Force, 848 F. Supp. 926, 932 (D. Kan.
1994); Swenson v. United States Postal Serv., No.
S-87-1282, slip op. at 19-20 (E.D. Cal. Mar. 10,
1994); Geen v. United States Postal Serv., No.
88-0539, slip op. at 7 (S.D.N. Y. June 19, 1989);
Tracy v. Social Sec. Admin., No. 88-C570-S, slip
op. at 4-5 (WD. Ws. Sept. 23, 1988); Bryant v.
Departnment of the Air Force, No. 85-4096, slip op.
at 5 (D.D.C. Mar. 31, 1986); Harper v. United
States, 423 F. Supp. 192, 196-97 (D.S.C. 1976);
see also Crichton v. Conmunity Servs. Admin., 567
F. Supp. 322, 324 (S.D.N. Y. 1983) (nere mainte-
nance of allegedly "secret file" insufficient to
war rant damages where no show ng of adverse ef-
fect); Church v. United States, 2 Gov't Disclosure
Serv. (P-H) ¢ 81,350, at 81,911 (D. M. Jan. 5,
1981) (no adverse effect fromfailure to provide
subsection (e)(3) notice).

An "adverse effect” includes not only nonetary
damages, but al so nonpecuni ary and nonphysi cal
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harm such as nental distress, enbarrassnent, or
enotional trauma. See Quinn, 978 F.2d at 135-36;
Albright v. United States, 732 F.2d 181, 186 (D.C
Cir. 1984); Usher v. Secretary of HHS, 721 F.2d
854, 856 (1st Cir. 1983); Parks v. IRS, 618 F.2d
677, 682-83 & n.2 (10th Cr. 1980); Ronero-Vargas
v. Shalala, 907 F. Supp. 1128, 1134 (N.D. Chio
1995); see also Englerius v. VA 837 F.2d 895, 897
(9th Cir. 1988).

For a novel interpretation of "adverse effect,”
see Bagwell v. Brannon, No. 82-8711, slip op. at
5-6 (11th Gr. Feb. 22, 1984), in which the Court
of Appeals for the Eleventh Crcuit found that no
"adverse effect" was caused by the governnent's

di scl osure of an enpl oyee's personnel file (during
cross-exam nation) while defending against the em
pl oyee's tort |lawsuit, because the "enpl oyee cre-
ated the risk that pertinent but enbarrassing as-
pects of his work record would be publicized" and
"di scl osure was consistent with the purpose for
whi ch the information was originally collected.™

The threshold show ng of "adverse effect,” which
typically is not difficult for a plaintiff to sat-
i sfy, should carefully be distinguished fromthe
conceptual |y separate requirenent of "actual dam
ages," discussed bel ow.

A show ng of causation--that the violation caused
an adverse effect, and that the violation caused
"actual danmages," as discussed below-is also re-
quired. See, e.qg., Quinn, 978 F.2d at 135; Hewi tt
V. Grabicki, 794 F.2d 1373, 1379 (9th Cir. 1986);
Al bright, 732 F.2d at 186-87; Edison v. Depart nent
of the Arny, 672 F.2d 840, 842, 845 (11th Cr
1982); Swenson, No. S-87-1282, slip op. at 19-21
(E.D. Cal. Mar. 10, 1994); Connelly v. Conptroller
of the Currency, No. H 84-3783, slip op. at 4
(S.D. Tex. June 3, 1991); Rodgers v. Departnent of
the Arny, 676 F. Supp. 858, 862 (N.D. IIl. 1988);
Tuesburg v. HUD, 652 F. Supp. 1044, 1048 (E.D. M.
1987); Ely v. Departnent of Justice, 610 F. Supp.
942, 946 (N.D. IIl. 1985), aff'd, 792 F.2d 142
(7th Gr. 1986) (unpublished table decision). But
see Rickles v. Marsh, No. 3:88-100, slip op. at 8-
9 (NND. Ga. Jan. 10, 1990) (aberrational decision
awar di ng m ni nrum darmages even in absence of causa-
tion).

In addition, an agency nust be found to have acted
inan "intentional or willful” manner in order for
a danages action to succeed. See 5 U S.C

8 552a(g)(4). This standard is discussed bel ow
under "Intentional /WIIful Standard and Actual
Damages in Accuracy and O her Damages Lawsuits.™

E. Intentional/WIIful Standard and Actual Danages in Accuracy
and O her Damages Lawsuits

"I'n any suit brought under the provisions of subsection
(9)(1)(C) or (D) of this section in which the court deter-
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m nes that the agency acted in a nmanner which was intentional
or willful, the United States shall be liable to the indi-
vidual in an anmount equal to the sumof . . . actual damages
sustained by the individual as a result of the refusal or
failure, but in no case shall a person entitled to recovery
receive less than the sumof $1,000." 5 U S.C. 8 552a(qg)(4).

comment -- In order for there to be any liability in a
(9)(1)(C) or (D damages |awsuit, the agency nust
have acted in an "intentional or willful" nmanner.
5 US C 8 552a(g)(4). It is inportant to under-
stand that the words "intentional"” and "wl|lful"
in subsection (g)(4) do not have their vernacul ar
meani ngs; instead, they are "terns of art.” Wite
v. OPM 840 F.2d 85, 87 (D.C. Gr. 1988) (per
curianm). The Act's legislative history indicates
that this unique standard is "[o]n a continuum
bet ween negligence and the very high standard of
willful, arbitrary, or capricious conduct,"” and
that it "is viewed as only sonewhat greater than
gross negligence." 120 Cong. Rec. 40,406 (1974),
reprinted in Source Book at 862.

While not requiring preneditated malice, see Parks
v. IRS 618 F.2d 677, 683 (10th Cr. 1980), the
vol um nous case |l aw construing this standard makes
clear that it is a formdable barrier for a plain-
tiff seeking damages. See, e.qg., Deters v. United
States Parole Commin, 85 F.3d 655, 660 (D.C. GCr
1996) (Parole Commission did not " flagrantly dis-
regard' " plaintiff's privacy when it suppl enented
his file wwth rebuttal quantity of drugs attribut-
ed to himin presentence investigation report

(PSI') and offered i nnate hearing concerning accu-
racy of disputed report and "[e]ven if the Comm s-
sion inadvertently or negligently violated [plain-
tiff's] Privacy Act rights by not exam ning the
accuracy of the PSI before preparing a prelimnary
assessnment . . . such a violation (if any) could
in no sense be deened " patently egregi ous and un-
[awful"" (quoting Albright and Lani ngham infra));
Bailey v. day, No. 95-7533, 1996 W. 155160, at *1
(4th Gr. Mar. 29, 1996) (stating that because ap-
pell ant had all eged nere negligence, he had not
stated claimunder Privacy Act); Nathanson v.

FDI C, No. 95-1604, 1996 U.S. App. LEXI S 3111, at
**3-6 (1st Cir. Feb. 22, 1996) (per curianm (al-

t hough declining to affirmdistrict court opinion
on basis that disclosure pursuant to routine use
was proper given that published agency conmmentary
conflicted wth such routine use, neverthel ess
affirmng on grounds that disclosure was not in-
tentional and willful because routine use "afford-
ed reasonabl e grounds for belie[f] that [agency
enpl oyee' s] conduct was lawful"); Kellett v. Unit-
ed States Bureau of Prisons, No. 94-1898, 1995

U S App. LEXIS 26746, at **8-10 (1st Cr. Sept.
18, 1995) (per curiam (standard requires "show ng
that the agency acted w thout grounds for believ-
ing its action to be lawful, or in “flagrant dis-
regard' for rights under the Act" (quoting WIDborn
v. HHS infra)); Rose v. United States, 905 F. 2d
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1257, 1260 (9th G r. 1990) ("conduct anpunting to
nore than gross negligence" is required); Johnston
v. Horne, 875 F.2d 1415, 1422-23 (9th Cr. 1989)
(sanme); Scullion v. VA No. 87-2405, slip op. at
4-8 (7th Gr. June 22, 1988) (no damages where
agency relied upon apparently valid and unrevoked
witten consent to disclose records); Andrews v.
VA, 838 F.2d 418, 424-25 (10th Cr. 1988) (stand-
ard requires conduct anpunting to nore than gross
negligence [and it nust be] "at the very |east,
reckl ess behavior"); Reuber v. United States, 829
F.2d 133, 144 (D.C. Cr. 1987) (standard not net
as no evidence showed mai ntenance of record "was
anyt hing other than a good-faith effort to pre-
serve an unsolicited and possibly useful piece of
information"); Laninghamv. United States Navy,
813 F. 2d 1236, 1242-43 (D.C. G r. 1987) (per curi-
am) (violation nmust be so " patently egregious and
unl awful ' " that anyone undertaking the conduct
"“shoul d have known it unlawful'" (quoting Wsdom
v. HUD, infra)); HIll v. United States Air Force,
795 F.2d 1067, 1070 (D.C. G r. 1986) (per curiam
(no danmages where no evidence of conduct greater

t han gross negligence); Mskiewi cz v. USDA, 791
F.2d 561, 564 (7th Gr. 1986) (noting that "el e-
ments of reckl essness often have been a key char-
acteristic incorporated into a definition of wll-
ful and intentional conduct” (citing Sorenson v.
United States, 521 F.2d 325 (9th Cir. 1975); South
v. FBI, 508 F. Supp. 1104 (N.D. Ill. 1981))); Dowd

v. IRS, 776 F.2d 1083, 1084 (2d Cr. 1985) (per
curianm) ("nmere admnistrative error” in negligent-
|y destroying files not a predicate for liabili-
ty); Chapman v. NASA, 736 F.2d 238, 242-43 (5th
Cr. 1984) (per curiam (standard not net where
agency "reasonably coul d have thought" untinely
filing of evaluations was proper; "before our pre-
vious opinion "tinely' had no precise | egal nean-
ing inthis circuit"); Albright v. United States,
732 F.2d 181, 189-90 (D.C. Cr. 1984) (standard
requires that agency "act w thout grounds for be-
lieving it to be lawful, or by flagrantly disre-
garding others' rights under the Act"); Wsdomv.
HUD, 713 F.2d 422, 424-25 (8th G r. 1983) (good
faith rel ease of |oan default records pursuant to
unchal | enged "Handbook" not willful violation of
Act); Perry v. Block, 684 F.2d 121, 129 (D.C. Cir
1982) (del ayed di scl osure of docunents through ad-
m ni strative oversight not intentional or wll-
ful); Edison v. Departnent of the Arny, 672 F.2d
840, 846 (11th Cr. 1982) (failure to prove agency
acted "unreasonably" in nmaintaining records pre-
cludes finding intentional or willful conduct);
Bruce v. United States, 621 F.2d 914, 917 (8th
Cr. 1980) (standard not net where agency relied
on regul ations permtting disclosure of records
pursuant to subpoena, as there were "at that tine
no regul ations or other authority to the con-
trary"); Porter v. United States Postal Serv., No.
CVv595-30, slip op. at 10, 13, 21-22 (S.D. Ga. July
24, 1997) (concluding that Postal Service acted
with "nere negligence" when it disclosed |letter
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fromplaintiff's attorney witten as response to
plaintiff's proposed termnation to two union
officials with belief that they had "a right and
duty to know the disciplinary affairs of a fell ow
postal worker" even though plaintiff had not filed
a grievance through union and "had specifically
instructed the managenent that he did not want
anyone fromthe [union] representing his inter-
ests") (appeal pending); Purrier v. HHS No. 95-
CV-6203, slip op. at 6-7 (WD.N. Y. Mar. 15, 1996)
("given [defendant's] know edge that she was sub-
ject to a grand jury subpoena,” disclosure of Iim
ited information "even if [it] did violate the Act
(which, wth respect to plaintiff at least, [it]
did not), fell far short of the kind of flagrant
di sregard of plaintiff's rights that is re-
quired'); Smth v. United States Bureau of Pris-
ons, No. 94-1798, 1996 W. 43556, at *2 (D.D.C.
Jan. 31, 1996) (standard not nmet where adverse
determ nation had been rectified; fact that cer-
tain forns were corrected i medi ately, even though
anot her form may not have been, "indicates that
BOP officials did not intend to maintain plain-
tiff["]s records incorrectly"); Henson v. Brown,
No. 95-213, slip op. at 5-7 (D. Md. June 23, 1995)
(di scl osure of nedical records in response to sub-
poena signed by judge to attorney for plaintiff's
ex-wife, rather than to court, did not "constitute
an extrene departure fromthe standard of ordinary
care"); Baitey v. VA No. 8:Cv89-706, slip op. at
8 (D. Neb. June 21, 1995) (standard not net where
plaintiff failed to prove that VA acted in "fla-
grant or reckless disregard of [plaintiff's]
rights under the Privacy Act" when it disclosed
his nedical records in response to inconplete and
unsi gned nedi cal authorization); Aivares v. NASA,
882 F. Supp. 1545, 1549-50 (D. Md. 1995) (NASA' s
actions in contacting educational institutions to
verify and correct discrepancies in plaintiff's
record, even assumng initial consent to contact
those institutions was |imted, were not even neg-
ligent and do not "conme close" to neeting stand-
ard), aff'd, 103 F.3d 119 (4th Cr. 1996) (unpub-
i shed table decision); Wbb v. Magaw, 880 F.
Supp. 20, 25 (D.D.C. 1995) (stating that even if
court had found Privacy Act violation, agency con-
duct "at worst . . . would only amount to negli -
gence . . . and would not amount to willful, in-
tentional or even reckless disregard"); Sterling
v. United States, 826 F. Supp. 570, 572 (D.D.C
1993) (standard not net where agency's "efforts
both before and after the rel ease of information
. indicate a sensitivity to the potential harm
the rel ease m ght cause and represent attenpts to
avert that harnt), summary affirmance granted, No.
93-5264 (D.C. Cir. Mar. 11, 1994); D ckson v. OPM
No. 83-3503, slip op. at 38, 39 (D.D.C. Aug. 27,
1991) ("mere negligence" due to failure to follow
i nternal guidelines not enough to show wi || ful-
ness), summary affirmance granted, No. 91-5363
(D.C. Gr. Aug. 31, 1992); Stephens v. TVA 754 F.
Supp. 579, 582 (E.D. Tenn. 1990) (no damages where
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"sone authority" existed for proposition that re-
trieval not initially and directly from system of
records was not a "disclosure,” and agency at-

tenpted to sanitize disclosed records); Brunmey v.

United States Dep't of Labor, No. 87-2220, slip
op. at 6 (D.D.C. Dec. 5, 1990) (no danages for de-
| ayed response to anendnent request); Al exander V.

IRS, No. 86-0414, slip op. at 10-16 (D.D.C. June
30, 1987) (standard not nmet where agency relied on
OMB Cuidelines and internal manual in interview ng
third parties prior to contacting plaintiff);
Blanton v. United States Dep't of Justice, No. 82-
0452, slip op. at 6-8 (D.D.C. Feb. 17, 1984) (un-
aut hori zed "l eak"” of record not intentional or

wi || ful agency conduct); Krohn v. United States
Dep't of Justice, No. 78-1536, slip op. at 3-7
(D.D.C. Nov. 29, 1984) (standard not net where
agency relied in good faith on previously unchal -

| enged routine use to publicly file records with
court); Daniels v. St. Louis VA Reg'l Ofice, 561
F. Supp. 250, 252 (E.D. Mb. 1983) (nere delay in
di sclosure due in part to plaintiff's failure to
pay fees not intentional or willful); Doe v. GSA,
544 F. Supp. 530, 541-42 (D. M. 1982) (disclosure
not "whol |y unreasonabl e" where "sone kind of con-
sent" given for rel ease of psychiatric records and
wher e agency enpl oyees believed that rel ease was
aut hori zed under GSA's interpretation of its own
gui del i nes, even though court concluded that such
interpretati on was erroneous).

While a few district court decisions have found
"intentional or wllful" violations of the stat-
ute, see, e.qg., Porter, No. CV595-30, slip op. at
22-23 (S.D. Ga. July 24, 1997); Dong v. Smthson-
ian Inst., 943 F. Supp. 69, 73-74 (D.D.C. 1996)
(appeal pending); Ronero-Vargas v. Shalala, 907 F
Supp. 1128, 1133-34 (N.D. Chio 1995); Swenson V.
United States Postal Serv., No. S 87-1282, slip
op. at 22-30 (E.D. Cal. Mar. 10, 1994); Connelly
v. Conptroller of the Currency, No. H 84-3783,
slip op. at 25-27 (S.D. Tex. June 3, 1991);
MacDonald v. VA, No. 87-544-CIV-T-15A, slip op. at
4, 7 (MD. Fla. July 28, 1989); Fitzpatrick v.
IRS, 1 Gov't Disclosure Serv. (P-H) Y 80,232, at
80,580 (N.D. Ga. Aug. 22, 1980), aff'd in part,
vacated & remanded in part, on other grounds, 655
F.2d 327 (11th Cir. 1982); see also Louis v. VA
No. C95-5606, slip op. at 4-5 (WD. Wash. Cct. 31
1996) (awardi ng danages where agency conduct
anmounted to "reckl ess disregard” of plaintiff's
rights), as yet the only court of appeals to have
found "intentional or willful" violations of the
statute is the Court of Appeals for the Ninth
Crcuit, see Wlborn v. HHS, 49 F.3d 597, 602-03
(9th Gr. 1995); Covert v. Harrington, 876 F.2d
751, 756-57 (9th Cir. 1989).

In Wlborn, the plaintiff, an attorney who had
been previously enployed by the Departnent of

Heal th and Human Servi ces, sought danages under
the Privacy Act for the disclosure of adverse per-
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sonnel information about himthat was disclosed in
an opinion by an Adm nistrative Law Judge before
whom he had presented a case. 49 F.3d at 599-602.
The court ruled that the "uncontroverted facts
plainly establish that the ALJ di sclosed the in-

formation . . . wthout any ground for believing
it to be lawful and in flagrant disregard of the
rights of WIborn under the Privacy Act." 1d. at

602. The Ninth Crcuit noted that not only was
the ALJ personally famliar with the Privacy Act
and had advised his staff concerning the Act's

di scl osure prohibition, but further, that the ALJ
had been infornmed by an agency attorney that the
| anguage at issue was "i nappropriate and shoul d

not be included in the decision.” 1d. Particu-
larly troubling in this case is the additiona
fact that all information pertaining to the ad-

verse personnel record was required to, and in
fact had been, renoved fromthe system of records
by the ALJ as a result of a grievance action filed
by the plaintiff. Id.

In Covert, the Ninth Circuit ruled that the De-
partnent of Energy |nspector General's routine use
di scl osure of prosecutive reports, show ng possi -
ble crimnal fraud, to the Justice Departnent vi-
ol ated subsection (e)(3)(C because, at the tine
of their original collection by another conponent
of the agency, portions of those reports--consist-
i ng of personnel security questionnaires submtted
by the plaintiffs--did not provide actual notice
of the routine use. 876 F.2d 751, 754-57 (9th
Cr. 1989). The Ninth Grcuit held that the fail-
ure to conply with subsection (e)(3)(C was
"greater than grossly negligent" even though the

| nspector CGeneral was relying on statutes, regul a-
tions and di sclosure practices that appeared to
permt disclosure, and no prior court had ever
suggested that nonconpliance with subsection
(e)(3)(C) would render a subsequent subsection
(b)(3) routine use disclosure inproper. See id.
Though it paid lip service to the correct stand-
ard, the Ninth GCrcuit in Covert actually applied
a strict liability standard--one based upon the
governnment's failure to anticipate its nove

"lI'i nkage" between subsection (e)(3)(C and sub-
section (b)(3)--a standard which markedly departs
fromsettled precedent. Conpare Covert, 876 F.2d
at 756-57, with Chapman, 736 F.2d at 243, W sdom
713 F.2d at 424-25, and Bruce, 621 F.2d at 917.
See also Doe v. Stephens, 851 F.2d 1457, 1462
(D.C. Gr. 1988) ("We cannot, in short, fairly
predi cate negligence liability on the basis of the
VA's failure to predict the precise statutory
interpretation that led this court in [Doe v.

D Genova, 779 F.2d 74, 79-85 (D.C. GCir. 1985)] to
reject the agency's reliance on the [l aw indicat-
ing that a subpoena constituted a subsection
(b)(11) court order].").

The Court of Appeals for the Third Crcuit has
hel d that the Privacy Act--with its stringent
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"greater than gross negligence" standard for I|ia-
bility--does not indicate a congressional intent
tolimt an individual's right under state law to
recover damages caused by the nerely negligent

di scl osure of a psychiatric report. See O Donnel
v. United States, 891 F.2d 1079, 1083-87 (3d Cr.
1989) (Federal Tort C ains Act case). But see
Hager v. United States, No. 86-3555, slip op. at
7-8 (N.D. Chio Cct. 20, 1987) (Privacy Act pre-
enpts FTCA action alleging wongful disclosure);
cf. Doe v. Di Genova, 642 F. Supp. 624, 629-30, 632
(D.D.C. 1986) (holding state | aw FTCA cl ai m pre-
enpted by Veterans' Records Statute, 38 U S.C

88 3301-3302 (renunbered as 38 U.S.C. 8§ 5701-5702
(1994))), aff'd in pertinent part, rev'd in part &
remanded sub nom Doe v. Stephens, 851 F.2d 1457
(D.C. Gir. 1988).

Assuming that a Privacy Act plaintiff can show

(1) a violation; (2) an adverse effect; (3) cau-
sation; and (4) intentional or wllful agency con-
duct, then "actual damages sustained by the
[plaintiff are recoverable] but in no case shall a
person [who is] entitled to recovery receive |ess
t han the sumof $1,000." 5 U S.C

8§ 552a(qg)(4) (A

The issue of what kinds of danages are recoverable
under subsection (g)(4)(A) has engendered sone
confusing case law. The OB Cui delines state that
"[a] ctual damages or $1, 000, whichever is great-
er," arel/is recoverable. OMVB Quidelines, 40 Fed.
Reg. 28,948, 28,970 (1975) (enphasis added). Con-
sistent with OWB' s gui dance, several courts have
hel d that the statutory m ni nrum damages anount of
$1,000 is recoverable for "proven injuries"--even
in the absence of out-of-pocket expenses (pecuni -
ary loss). See Fitzpatrick v. IRS, 665 F.2d 327-
31 (11th Cr. 1982); Leverette v. Federal Law En-
forcenent Training Cr., No. CV 280-136, slip op
at 2-5 (S.D. Ga. July 6, 1982).

Two courts have seened to take this even further
by seem ngly not requiring "proven injuries." See
Wl born, 49 F.3d at 603 (no need to remand to dis-
trict court for determ nation of anount of damages
because Wl born had |imted damages sought to
statutory mni mum of $1,000 (citing Fitzpatrick));
Roner o- Vargas, 907 F. Supp. at 1134 (stating that
"enotional distress caused by the fact that the
plaintiff's privacy has been violated is itself an
adverse effect, and . . . statutory damages can be
awar ded wi t hout an i ndependent show ng of adverse
effects"), notion to alter or anend denied, id. at
1135 (al t hough def endant argued that court had
made an error of law in awarding plaintiffs statu-
tory damages in absence of specific findings of
mental distress, finding that plaintiffs did pre-
sent adequate evidence that they were adversely
affected by disclosures); cf. Fitzpatrick, 665
F.2d at 330 (although confronted with a case in
whi ch appellant had "proved . . . that he suffered
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a general nmental injury," stating that "$1, 000
damage floor" was added as additional el enent of
recovery "[t]o avoid a situation in which persons
suffering injury had no provabl e danmages and hence
no incentive to sue"); Porter, No. CV595-30, slip
op. at 15, 25 (S.D. Ga. July 24, 1997) (finding

t hat because plaintiff had proven intentional and
willful violation of his Privacy Act rights, he
was entitled to recover statutory m ni mum of

$1, 000 even though he had suffered no pecuniary

| oss and court did not discuss any nonpecuni ary

| oss).

However, a few courts have held that even recovery
of the statutory m ni rum damages anount of $1, 000
requi res proof of "actual danmages"--which, accord-
ing to these courts, consist only of out-of-pocket
expenses. See DiMura v. FBI, 823 F. Supp. 45, 48
(D. Mass. 1993); Nutter v. VA No. 84-2392, slip
op. at 6 n.2 (D.D.C. July 9, 1986); Houston v.
United States Dep't of the Treasury, 494 F. Supp.
24, 30 (D.D.C 1979); see also Mbley v. Doyl e,
No. JH 87-3300, slip op. at 6 (D. Md. Nov. 8,
1988) (congressional "intention to limt "~ actual
damages' to "out of pocket' expenses"); Pope v.
Bond, 641 F. Supp. 489, 500-01 (D.D.C. 1986)
(plaintiff's recovery limted to "out-of-pocket"
expenses).

Wth respect to damages beyond the $1, 000 |evel,
"actual damages" nust be proven. Although it is
settled that actual damages include out-of - pocket
expenses, there is a split of authority as to
whet her nonpecuni ary damages for physical and nen-
tal injury--such as enotional trauma, anger, fear
or fright--are recoverable. Conpare Johnson v.
Departnment of the Treasury, IRS, 700 F.2d 971
974-80 (5th G r. 1983) (nonpecuni ary damages
recoverable), Parks, 618 F.2d at 682-83, 685
(stating that plaintiffs had "all eged viable
clains for danages” where only all eged adverse ef-
fect was "psychol ogi cal harnt), Dong, 943 F. Supp.
at 74 (awardi ng damages for "direct" and
"indirect" injury to plaintiff's reputation);
Loui s, No. C95-5606, slip op. at 5 (WD. Wash
Cct. 31, 1996) (awardi ng damages for "enoti onal
suffering"), Swenson, No. S-87-1282, slip op. at
30-35 (E.D. Cal. Mar. 10, 1994) (follow ng John-
son), and Kassel v. VA, No. 87-217-S, slip op. at
38 (D.N.H Mar. 30, 1992) (sane), with Fitz-
patrick, 665 F.2d at 329-31 (danmges for general -
ized nental injuries, |oss of reputation, enbar-
rassnment or other nonquantifiable injuries not
recoverable), Gowan v. Departnent of the Air
Force, No. 90-94, slip op. at 31 (D.NM Sept. 1,
1995) (adopting analysis of D Mira that enotional
damages are not recoverable) (appeal pending),

D Mura, 823 F. Supp. at 47-48 (" actual damages'
does not include enotional damages"), Pope, 641 F
Supp. at 500-01 (only out-of-pocket expenses re-
coverabl e), and Houston, 494 F. Supp. at 30
(sane).
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The Court of Appeals for the District of Col unbia
Circuit has not expressly ruled on this issue. In
Albright v. United States, 558 F. Supp. 260, 264
(D.D.C. 1982), the district court, citing Houston
wi th approval, held that only out-of-pocket ex-
penses--not damages for enotional trauma, anger,
fright, or fear--are recoverable. On appeal, how
ever, the DC. Crcuit affirnmed on other grounds,
expressly declining to deci de whether "actual dam
ages" include nore than out-of-pocket expenses.
Albright, 732 F.2d at 183, 185-86 & n.11.

It is well settled that injunctive relief is
avai |l abl e only under subsections (g)(1) (A (anmend-
ment) and (g)(1)(B) (access)--both of which, inci-
dentally, require exhaustion--and that it is not
avai | abl e under subsections (g)(1)(C or
(9)(1)(D). See Doe v. Stephens, 851 F.2d at 1463;
Hastings v. Judicial Conference of the United
States, 770 F.2d 1093, 1104 (D.C. Cr. 1985);

Edi son, 672 F.2d at 846; Hanley v. United States
Dep't of Justice, 623 F.2d 1138, 1139 (6th Cr.
1980) (per curiam; Parks, 618 F.2d at 684; Cel
Assocs. v. NIH, 579 F.2d 1155, 1161-62 (9th Cr.
1978); Purrier, No. 95-CV-6203, slip op. at 5
(WD.N. Y. Mar. 15, 1996); Anerican Fed'n of Gov't
Enpl oyees v. HUD, 924 F. Supp. 225, 228 n.7
(D.D.C. 1996), rev'd on other grounds, 118 F.3d
786 (D.C. Gr. 1997); Robinson v. VA No. 89-1156-
B(M, slip op. at 2 (S.D. Cal. Dec. 14, 1989);
Houston, 494 F. Supp. at 29; see also Wrd v.
United States, 604 F.2d 1127, 1130 (8th Cr. 1979)
(no "exclusionary rule"™ for subsection (b) viola-
tions; "No need and no authority exists to design
or grant a renedy exceeding that established in
the statutory schene."); Shields v. Shetler, 682
F. Supp. 1172, 1176 (D. Colo. 1988) (Act "does not
create a private right of action to enjoin agency
di scl osures”); 120 Cong. Rec. 40,406 (1974), re-
printed in Source Book at 862. But see Florida
Med. Ass'n v. HEW 479 F. Supp. 1291, 1299 & n.8
(MD. Fla. 1979) (aberrational decision construing
subsection (g)(1)(D) to confer jurisdiction to
enj oi n agency's disclosure of Privacy Act-
protected record).

There should be no reason for regarding this set-
tled I aw as inapplicable where a subsection (e)(7)
claimis involved. See Wabun-Inini v. Sessions,
900 F.2d 1234, 1245 (8th Cir. 1990); darkson v.
IRS, 678 F.2d 1368, 1375 n.11 (11th Cr. 1982);
Commttee in Solidarity v. Sessions, 738 F. Supp.
544, 548 (D.D.C. 1990), aff'd, 929 F.2d 742 (D.C
Cr. 1991); see also Socialist Wrkers Party v.
Attorney Gen., 642 F. Supp. 1357, 1431 (S.D.N.Y.
1986) (in absence of exhaustion, only damages rem
edy, rather than injunctive relief, is available
for violation of subsection (e)(7)). In Haase v.
Sessions, 893 F.2d 370, 373-75 (D.C. Gr. 1990),
however, the D.C. Circuit, in dictum suggested
that its decision in Nagel v. HEW 725 F.2d 1438,
1441 (D.C. Cr. 1984), could be read to recognize

- 698 -



F

PRI VACY ACT OVERVI EW

the availability of injunctive relief to renedy a
subsection (e)(7) violation, under subsection
(9)(1)(D); cf. Becker v. IRS, 34 F.3d 398, 409
(7th Gr. 1994) (finding that I RS had not justi-
fied mai ntenance of docunents under subsection
(e)(7) and stating that thus "the docunents shoul d
be expunged”). Such a viewis sonewhat difficult
to reconcile with the structure of subsection (Q)
and with the case | aw nenti oned above.

There is a split of authority on the issue of
whet her destruction of a Privacy Act record gives
rise to a danmages action. Conpare Tufts v. De-
partnment of the Air Force, 793 F.2d 259, 261-62
(10th Gr. 1986) (no), with Rosen v. Walters, 719
F.2d 1422, 1424 (9th Cr. 1983) (assum ng action
exists), and Waldrop v. United States Dep't of the
Air Force, 3 Gov't Disclosure Serv. (P-H)

7 83,016, at 83,453 (S.D. Ill. Aug. 5, 1981)
(yes); see also Dowd v. IRS, 776 F.2d 1083, 1084
(2d Cir. 1985) (per curiam (expressly declining
to decide issue).

Principles Applicable to All Privacy Act Cvil Actions

Attorney Fees and Costs

I n anmendnent | awsuits brought under subsection (g)(1)(A),
and access | awsuits brought under subsection (g)(1)(B), at-
torney fees and costs that are "reasonably incurred" are
recoverable, in the court's discretion, if the plaintiff
"has substantially prevailed.” 5 U S.C. 8§ 552a(qg)(2)(B)
(amendnent), (g)(3)(B) (access).

| n damages | awsui ts brought under subsection (g)(1)(C or
subsection (g)(1)(D), "the costs of the action together

Wi th reasonabl e attorney fees as determ ned by the court™
are recoverable by the prevailing plaintiff. 5 U S.C

8 552a(g)(4)(B). Such an award is not discretionary. See
OMB Cuidelines, 40 Fed. Reg. 28,948, 28,970 (1975).

comment -- The Privacy Act is one of approximately 100
federal statutes containing a "fee-shifting"
provision allowing a prevailing plaintiff to
recover attorney fees and costs fromthe gov-
er nment .

The Suprene Court has held that a pro se attor-
ney may not recover attorney fees under the fee-
shifting provision of 42 U S.C. § 1988 (1994).
See Kay v. Ehrler, 499 U S 432 (1991). The
Court's reasoning in Kay calls into question the
propriety of Cazalas v. United States Dep't of
Justice, 709 F.2d 1051 (5th G r. 1983), which
addressed the award of attorney fees under the
Privacy Act and held that a pro se attorney may
recover attorney fees. 709 F.2d at 1052 n. 3,
1057.

Al t hough the Suprenme Court in Kay did not ex-
pressly rule on the issue of the award of attor-
ney fees to nonattorney pro se litigants, the
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Court recognized that "the Crcuits are in
agreenent . . . that a pro se litigant who is
not a lawyer is not entitled to attorney's fees”
and was "satisfied that [those cases so hol di ng]
were correctly decided."” 499 U S. at 435. Fur-
thernore, the Court's rationale in Kay woul d
seemto preclude an award of fees to any pro se
Privacy Act litigant, as the Court observed that
"awar ds of counsel fees to pro se litigants--
even if limted to those who are nenbers of the
bar--would create a disincentive to enpl oy coun-
sel" and that "[t]he statutory policy of fur-
thering the successful prosecution of neritori-
ous clains is better served by a rule that cre-
ates an incentive to retain counsel in every
such case." See id. at 438; see also Wlborn v.
HHS, No. 91-538, slip op. at 14-16 (D. O. Mar.
5, 1996) (rejecting argunent that rationale in
Kay shoul d be construed as applying only to dis-
trict court stage of litigation; "policy of the
Privacy Act . . . would be better served by a
rule that creates an incentive to retain counsel
at all stages of the litigation, including ap-
peal s"), appeal voluntarily dism ssed, No. 96-
35569 (9th Cir. June 3, 1996).

| ndeed, the Court of Appeals for the District of
Colunmbia Circuit granted sunmary affirmance to a
district court decision which held that a "non-
attorney pro se litigant cannot recover attor-
ney's fees under the Privacy Act." Sellers v.
United States Bureau of Prisons, No. 87-2048,
slip op. at 1 (D.D.C. Jan. 26, 1993), sunmmary
affi rmance granted, No. 93-5090 (D.C. Gr. July
27, 1993). The district court in Sellers was
"persuaded by the Fifth Crcuit's opinion in
Barrett v. Bureau of Custons, 651 F.2d 1087,
1089 (5th Gr. 1981)," an earlier Privacy Act
deci sion al so denying a nonattorney pro se liti-
gant fees, and noted that "[t]he rationale util-
ized by the Suprenme Court in Kay . . . is in
accord." Sellers, No. 87-2048, slip op. at 1
(D.D.C. Jan. 26, 1993); see also Smth v.

O Brien, No. 94-41371, slip op. at 4 (5th GCr.
June 19, 1995) (per curian) (citing Barrett and
stating: "Pro se litigants are not entitled to
attorney fees under either the FOA or the Pri-
vacy Act unless the litigant is also an attor-
ney."); Westendorf v. IRS, No. 3:92-cv-761W5,
slip op. at 4 (S.D. Mss. July 7, 1994) (citing
Barrett and hol ding that nonattorney pro se
plaintiff is not entitled to attorney fees),
appeal dism ssed, No. 94-60503, slip op. at 2-3
(5th Gr. Nov. 17, 1994) (stating that district
court's holding is correct under Barrett).

I n addition, although under the FOA it has pre-
viously been held that a fee enhancenent as com
pensation for the risk in a contingency fee ar-
rangenment mght be available in limted circum
stances, see, e.qg., Wisberg v. United States

Dep't of Justice, 848 F.2d 1265, 1272 (D.C. Cir
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1988), the Suprene Court has clarified that such
enhancenents are not avail able under statutes
aut hori zing an award of reasonable attorney fees
to a prevailing or substantially prevailing
party, Cty of Burlington v. Dague, 505 U. S.

557, 561-66 (1992) (prohibiting contingency en-
hancenent in environnental fee-shifting stat-
utes); see also King v. Palner, 950 F.2d 771,
775 (D.C. Gr. 1991) (en banc) (pre-Cty of Bur-

lington case anticipating result |ater reached
by Suprenme Court). In light of the Court's fur-
t her observation that case | aw "construi ng what
is a reasonable' fee applies uniformy to al
[federal fee-shifting statutes],"” there seens to
be little doubt that the sane principle also
prohi bits fee enhancenents under the Privacy
Act .

Attorney fees are not recoverable for services
rendered at the adm nistrative |level. See Ken-
nedy v. Andrus, 459 F. Supp. 240, 244 (D.D.C.
1978), aff'd, 612 F.2d 586 (D.C. Cr. 1980)
(unpubl i shed tabl e deci sion).

The D.C. Grcuit has held that attorney fees are
not available in a subsection (g)(1) (A anend-
ment case unless the plaintiff has exhausted his
admnistrative renedies. See Haase v. Sessions,
893 F.2d 370, 373-75 (D.C. Cir. 1990).

Subsection (g)(3)(B) is simlar to 5 U S. C

8 552(a)(4)(E), the FOA s attorney fees provi-
sion, so FO A decisions concerning attorney fees
shoul d be consulted in this area. For a discus-
sion of current decisions, see the section of
the "Justice Departnent Guide to the Freedom of
Information Act" entitled "Litigation Considera-
tions, Attorney Fees and Litigation Costs."

Litigation costs (if reasonably incurred) can be
recovered by all plaintiffs who substantially
prevail. See Parkinson v. Conmm ssioner, No. 87-
3219, slip op. at 5 (6th Cr. Feb. 17, 1988);
Young v. CI A, No. 91-527-A, slip op. at 2 (E. D
Va. Nov. 30, 1992), aff'd, 1 F.3d 1235 (4th Cr
1993) (unpublished table decision). Conpare
Herring v. VA No. 94-55955, 1996 W. 32147, at
**5-6 (9th Gr. Jan. 26, 1996) (although ruling
in favor of VA on plaintiff's access claim
nonet hel ess finding that plaintiff was "a pre-
vailing party with respect to her access clain
because "the VA did not provide her access to
all her records until she filed her lawsuit"),
with Abernethy v. IRS, 909 F. Supp. 1562, 1567-
69 (N.D. Ga. 1995) ("[T]he fact that records
were rel eased after the lawsuit was filed, in
and of itself, is insufficient to establish
Plaintiff's eligibility for an award of attor-
neys' fees."), aff'd, No. 95-9489 (11th G

Feb. 13, 1997).
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"Judgnents, costs, and attorney's fees assessed
agai nst the United States under [subsection (g)
of the Privacy Act] woul d appear to be payabl e
fromthe public funds rather than from agency
funds.” OMB CQuidelines, 40 Fed. Reg. 28,948,
28,968 (1975) (citing 28 U . S.C. § 2414 (1994 &
Supp. | 1995); 31 U.S.C. 8§ 724a (later replaced
during enactnent of revised Title 31, now see
31 U S.C. 8 1304 (1994 & Supp. | 1995) (first
sentence of former 8 724a) and 39 U. S. C

8 409(e) (1994) (last sentence of forner

§ 724a)); and 28 U.S.C. § 1924 (1994)).

2. Jurisdiction and Venue

"An action to enforce any liability created under this sec-
tion may be brought in the district court of the United
States in the district in which the conpl ai nant resides, or
has his principal place of business, or in which the agency
records are situated, or in the District of Colunbia."

5 U S C 8§ 552a(9g)(5).

comment -- By its very ternms, this section limts jurisdic-
tion over Privacy Act matters to the federal
district courts. 5 U S.C. 8 552a(g)(5); see
also, e.g., Mnnich v. MSPB, No. 94-3587, 1995
U S. App. LEXIS 5768, at *3 (Fed. Cir. Mar. 21,
1995) (per curiam (MSPB does not have jurisdic-
tion over Privacy Act clains); Frasier v. United

States, No. 94-5131, 1994 U. S. App. LEXI S 35392,
at *3 (Fed. Cr. Dec. 6, 1994) ("U. S. Court of
Federal C ains does not have jurisdiction over
Privacy Act matters").

Because venue is always proper in the District
of Col unbia, the Privacy Act decisions of the
Court of Appeals for the District of Colunbia
Circuit are of great inportance.

For cases involving this provision, see Akuto-
wicz v. United States, 859 F.2d 1122, 1126 (2d
Cir. 1988) (venue proper only in District of
Colunmbia for plaintiff who resided and worked
continuously in France), and Finley v. National
Endowrent for the Arts, 795 F. Supp. 1457, 1467
(C.D. Cal. 1992) ("[I]n a multi-plaintiff Priva-
cy Act action, if any plaintiff satisfies the
venue requirenent of 5 U.S.C. § 552a(g)(5), the
venue requirenent is satisfied as to the renain-
ing plaintiffs.").

3. Statute of Limtations

"An action to enforce any liability created under this sec-
tion may be brought . . . within tw years fromthe date on
whi ch the cause of action arises, except that where an
agency has materially and wllfully m srepresented any in-
formati on required under this section to be disclosed to an
i ndividual and the infornmation so m srepresented is materi -
al to establishnment of the liability of the agency to the

i ndi vi dual under this section, the action nay be brought at
any time wwthin two years after discovery by the individual
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of the m srepresentation. Nothing in this section shall be
construed to authorize any civil action by reason of any
injury sustained as the result of a disclosure of a record
prior to Septenber 27, 1975." 5 U S.C. § 552a(g)(5).

comment -- The statute of |[imtations is jurisdictional in
nature and nust be strictly construed as it is
an "“integral condition of the sovereign's con-
sent to be sued under the Privacy Act.'" Bow
yer v. United States Dep't of the Air Force,
875 F.2d 632, 635 (7th Gr. 1989) (quoting
Diliberti v. United States, 817 F.2d 1259, 1262
(7th Cir. 1987)); accord Wlliams v. Reno, No.
95-5155, 1996 W. 460093, at *1 (D.C. Cr. Aug.
7, 1996); Akutowcz v. United States, 859 F. 2d
1122, 1126 (2d Cir. 1988); Davis v. Goss, No.
83-5223, slip op. at 2-3 (6th Gr. My 10,
1984); Munson v. Departnent of Justice, No. 96-
CV-70920-DT, slip op. at 1 (E.D. Mch. July 2,
1996); Mangino v. Departnent of the Arny, 818
F. Supp. 1432, 1437 (D. Kan. 1993), aff'd, 17
F.3d 1437 (10th G r. 1994) (unpublished table
deci sion).
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Amendnent

The Court of Appeals for the Ninth Crcuit has
hel d that when a subsection (g)(1)(A) anmendnent
action is involved, the limtations period com
mences "at the tinme that a person knows or has
reason to know that the request has been de-
nied," rather than as of the date of the re-
guest letter. Englerius v. VA 837 F.2d 895,
897-98 (9th Cir. 1988). 1In so holding, the
Ninth Crcuit noted that "[w] here the agency
has not issued an express denial of the re-
quest, the question when a person |earns of the
denial requires a factual inquiry and cannot
ordinarily be decided on a notion to dismss."
ld.; cf. Jarrell v. United States Postal Serv.
753 F.2d 1088, 1092 (D.C. Cir. 1985) (holding
that issue of material fact existed and there-
fore summary judgnent was inappropriate where
agency contended that cause of action arose
when it issued final denial of expungenent re-
gquest but requester argued that due to agency's
exci sion of certain parts of docunents, he was
unaware of information until later point in
tinme).

The Court of Appeals for the Fourth Grcuit
endorsed a stricter interpretation when it
deened as "correct" a district court determ na-
tion that the statute of Iimtations ran from
the tinme that the plaintiff sent his first

| etter requesting amendnent, as at such tine
"he shoul d have known of the alleged viol a-
tion." WIls v. OPM No. 93-2079, slip op. at
2-3 (4th Gr. Jan. 28, 1994) (alternative hol d-

ing) (per curiam.

One district court has held that the limta-
tions period for a subsection (g)(1)(A) anend-
ment action comrences as of the date of the
agency's initial denial rather than as of the
date of the agency's adm nistrative appeal de-
termnation. See Quarry v. Departnent of Jus-
tice, 3 Gov't D sclosure Serv. (P-H) 1 82,407,
at 83,020-21 (D.D.C. Feb. 2, 1982); see also
Singer v. OPM No. 83-1095, slip op. at 2
(D.N.J. Mar. 8, 1984) (rejecting claimthat
[imtations period began on date plaintiff's
appeal was dism ssed as tinme-barred under agen-
cy reqgulation); cf. Shannon v. General El ec.
Co., 812 F. Supp. 308, 320 & n.10 (N.D.N. Y.

1993) (finding that cause of action for damages
cl ai m arose when plaintiff's anmendnent request

was partially denied and noting that "no case-

| aw can be found to support a finding that the

pendency of the appeal has any affect upon the

running of the statute of Iimtations").

Access

The two-year statute of limtations set forth
i n subsection (g)(5) applies to the access pro-
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vision of the Privacy Act as well. 5 U S.C

8 552a(g)(5). However, because an individual's
Privacy Act access request should be processed
under the FO A as well--see HR Rep. No. 98-
726, pt. 2, at 16-17 (1984), reprinted in 1984
US CCA N 3741, 3790-91 (regardi ng anendnent
of Privacy Act in 1984 to include subsection
(t)(2) and stating: "Agencies that had made it
a practice to treat a request nmade under either
[the Privacy Act or the FOA] as if the request
had been nmade under both | aws shoul d conti nue
to do so."); FOA Update, Wnter 1986, at 6--
and the FOA is subject to the general six-year
statute of limtations, see Spannaus v. Depart -

nent of Justice, 824 F.2d 52, 55-56 (D.C. Cir
1987) (applying 28 U S.C. §8 2401(a) to FOA
actions), the Privacy Act's "two-year bar" nmay
be of little, if any, consequence. The ramfi-
cations of these arguably conflicting provi-
sions have not been expl ored.

| ndeed, only three decisions have addressed the
Privacy Act's statute of limtations in the
access context. See Biondo v. Departnent of
the Navy, 928 F. Supp. 626, 632, 634-35 (D.S.C.
1995) (summarily stating that 1987 request
"cannot serve as a basis for relief for a suit
brought in 1992 because the Privacy Act has a
two-year statute of limtations"; simlar
statenents nmade as to undocunented requests for
information in md-80's and in 1976-77), aff'd,
86 F.3d 1148 (4th Cr. 1996) (unpublished table
decision); Burkins v. United States, 865 F
Supp. 1480, 1496 (D. Colo. 1994) (cause of
action "should not be timnme-barred" because it
woul d have accrued when plaintiff knew his
request for access had been denied); Mttleman
V. United States Treasury, 773 F. Supp. 442,
448, 450-51 n.7 (D.D.C. 1991) (where clains
barred by statute of limtations, plaintiff
"cannot attenpt to resurrect” them by nmaking
subsequent request nore than three years after
she had first received information and al nost
six nmonths after conplaint had been filed),
rel at ed subsequent case, Mttleman v. OPM No.
92-158, slip op. at 1 n.1 (D.D.C. Jan. 18,
1995), sumary affirmnce granted, 76 F.3d
1240, 1242 (D.C. Cir. 1996).

Damages

The Court of Appeals for the Seventh Circuit
has adopted an extrenely strict standard for
determ ning when the limtations period com
mences for a damages action brought under sub-
sections (g)(1)(C and/or (g)(1)(D) for viola-
tion of subsection (e)(5). See Bower v. Unit-

ed States Dep't of the Air Force, 875 F. 2d 632,
636-39 (7th Cr. 1989); Diliberti v. United
States, 817 F.2d 1259, 1262-64 (7th GCir. 1987).
In each case, the Seventh Circuit held that the
[imtations period begins to run when "the
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plaintiff first knew or had reason to know t hat
the private records were being naintained."
Bowyer, 875 F.2d at 636; Diliberti, 817 F.2d at
1262. In the Seventh Crcuit's view, a plain-
tiff, upon know ng or having reason to know of
a record' s existence, even if based upon hear-
say or runors, has a "duty to inquire" into the
matter--i.e., "tw years fromthat tinme to in-
vesti gate whether sufficient factual and | egal
bases existed for bringing suit." Bower, 875
F.2d at 636-37; accord Diliberti, 817 F.2d at
1264; Munson, No. 96-CV-70920-DT, slip op. at
2-3 (E.D. Mch. July 2, 1996) (quoting D liber-
ti); Mangino, 818 F. Supp. at 1438.

In both Bower and Diliberti, the Seventh Gr-
cuit rejected several alternative theories
about when the limtations period could be
deened to commence: (1) at the tine a plain-
tiff gains physical possession of the records;
(2) at the tinme a plaintiff knows or has reason
to know the records are erroneous or otherw se
i nproperly maintained; and (3) at the tine an
adverse determ nati on based on the records oc-
curs. Bowyer, 875 F.2d at 636-38; Diliberti,
817 F.2d at 1262-64; see also Nwangoro v. De-
partnment of the Arny, 952 F. Supp. 394, 397-98
(N.D. Tex. 1996) ("[T]he limtation period com
mences not when the plaintiff first obtains
possession of the particular records at issue,
but rather when he first knew of their exist-
ence."); Strang v. Indahl, No. 93-97, slip op.
at 2-4 (MD. Ga. Apr. 13, 1995) ("The statute
does not await confirmation or actual access to
the records; hearsay and runor are sufficient
to begin running the statute of limtations.");
Committee in Solidarity v. Sessions, 738 F
Supp. 544, 548 (D.D.C. 1990) (followng Dli-
berti), aff'd, 929 F.2d 742 (D.C. GCir. 1991);
Rickard v. United States Postal Serv., No. 87-

1212, slip op. at 5 (C.D. Ill. Feb. 16, 1990)
(sane); Ertell v. Departnent of the Arny, 626
F. Supp. 903, 908 (C.D. Ill. 1986) (limtations

period conmences when plaintiff "knew' that
there "had been negative evaluations in his
file which may explain why he is not being se-
| ected,” rather than upon actual discovery of
such records); cf. Szymanski v. United States
Parole Comin, 870 F. Supp. 377, 378-79 (D.D.C.
1994) (although finding that plaintiff had com
pl ai ned about sane information in his appeal to
Par ol e Conm ssion nore than two years previous-
ly, stating also that claimwas tine-barred be-
cause plaintiff had been given opportunity to
revi ew docunents and wai ved that opportunity
and thus shoul d have known about any errors at
time of waiver).

Al t hough applying a stricter standard, Bower
and Diliberti relied upon Bergman v. United
States, 751 F.2d 314, 316-17 (10th Cr. 1984),
in which the Court of Appeals for the Tenth
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Circuit held that the limtations period for a
damages action under subsection (g)(1)(C com
mences at the tine three conditions are net:

(1) an error was nmade in maintaining plain-
tiff's records; (2) plaintiff was wonged by
such error; and (3) plaintiff either knew or
had reason to know of such error. See also
Mangi no, 818 F. Supp. at 1437-38 (applying
Bergman, Bowyer, and Diliberti, and finding

t hat cause of action accrued on date of letter
in which plaintiff indicated know edge of rec-
ords being used by agency as basis for revoking
his security clearance, rather than upon his
recei pt of records); Szymanski v. United States

Parole Comin, 870 F. Supp. 377, 378-79 (D.D.C.
1994) (citing Bergnan and Tijerina and stating
that "[Db]ecause plaintiff was given the oppor-
tunity to review the docunents he now maintains
contain incorrect information and wai ved that
opportunity, the Court finds that he should
have known about any errors at the time of this
wai ver" but that, additionally, plaintiff had
conpl ai ned about the sane information in his
appeal to Parole Conm ssion nore than two years
previously); Malewich v. United States Postal
Serv., No. 91-4871, slip op. at 21-22 (D.N.J.
Apr. 8, 1993) (statute began to run when pl ain-
tiff was aware that file was being used in in-
vestigation of plaintiff and when he was noti -
fied of proposed term nation of enploynent),
aff'd, 27 F.3d 557 (3d Gr. 1994) (unpublished
tabl e deci sion).

In Bergman, the Tenth Crcuit ruled that the
limtations period commenced when the agency
first notified plaintiff in witing that it
woul d not reconsider his discharge or correct
his job classification records, and rejected
the argunent "that a new cause of action arose
upon each and every subsequent adverse determ -
nati on based on erroneous records." 751 F.2d
at 316-17; see also Diliberti, 817 F.2d at 1264
(citing Bergman and rejecting argunent that
continuing violation doctrine should toll stat-
ute of limtations); Bower, 875 F.2d at 638
(citing Bergman and Diliberti for sane proposi-
tion); Malew ch, No. 91-4871, slip op. at 23-25
(D.N.J. Apr. 8, 1993) (sane); Shannon v. Cener-
al Elec. Co., 812 F. Supp. 308, 319-20
(N.D.N. Y. 1993) (because plaintiff knew of er-
ror in records when his anendnent request was
partially denied, "at which tinme he al so should
have realized that the error was potentially
harnful ," cause of action for adverse inpact of
those records on his security rating arose when
amendnent request was partially denied; plain-
tiff "cannot revive a potential cause of action
si nply because the violation continued to oc-
cur; he can all ege subsequent violations only
if there are subsequent events that occurred in
violation of the Privacy Act"); cf. Baker v.
United States, 943 F. Supp. 270, 273 (WD.N.Y.
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1996) (citing Shannon with approval). But cf.
Burkins v. United States, 865 F. Supp. 1480,
1496 (D. Colo. 1994) (citing Bergman and vi ew
ing plaintiff's harmas "continuing transac-
tion").

In contrast to Bowyer, Diliberti, and Bergnan,
the Court of Appeals for the Second Circuit has
suggested that the limtations period for a
subsection (g)(1)(C damages action would com
mence when a plaintiff actually receives his
record--i.e., when he discovers the inaccuracy.
Akutowicz v. United States, 859 F.2d 1122, 1126
(2d Cr. 1988); see also Rose v. United States,
905 F.2d 1257, 1259 (9th Cir. 1990) (subsection
(g)(1)(C) action accrues when reasonabl e person
"knows or has reason to know of the alleged
viol ation" and that period conmenced when
plaintiff received copy of his file); Lepkowski
V. United States Dep't of the Treasury, 804
F.2d 1310, 1322-23 (D.C. Cir. 1986) (Robinson,
J., concurring) (subsection (g)(1)(C action
"accrued no | ater than the date upon which
[plaintiff] received IRS letter . . . appris-
ing himof destruction of the photographs and
associ ated workpapers"); Harry v. United States
Postal Serv., 867 F. Supp. 1199, 1205 (M D. Pa.
1994) (al though exact date when plaintiff
shoul d have known about alleged inproper file
mai nt enance was uncl ear, date of actual discov-
ery was "sterling clear"--when plaintiff physi-
cally reviewed his files); Shannon, 812 F

Supp. at 319-20 (causes of action arose when
plaintiff |earned of wongs allegedly commtted
agai nst hi mwhi ch was when he recei ved docu-
ments that were allegedly inaccurate or w ong-
fully maintained); Fiorella v. HEW 2 Gov't

Di sclosure Serv. (P-H) ¢ 81,363, at 81,944
(WD. Wash. Mar. 9, 1981); cf. Steele v. Coch-
ran, No. 95-35373, 1996 W. 285651, at *1 (9th
Cr. May 29, 1996) (citing Rose and hol di ng
that Privacy Act claimfiled in 1994 was tine-
barred because plaintiff wote letter to agency
guestioning validity of information disclosed
to State Bar in 1991 and was fornmally inforned
by State Bar that he was denied adm ssion in
1991).

The Court of Appeals for the District of Colum
bia Crcuit has held that the limtations peri-
od for a subsection (g)(1) (D) damages action
for "wongful disclosure” in violation of sub-
section (b) comences when the plaintiff
"“know s] or ha[s] reason to know that the ad-
verse action occurred.'” Tijerina v. Walters,
821 F.2d 789, 797 (D.C. Cr. 1987) (quoting
Pope v. Bond, 641 F. Supp. 489, 499-500 (D.D.C.
1986)). In rejecting the governnent's argunent
that the limtations period conmences when the
contested disclosure occurs, the D.C. Grcuit
observed that such an unauthorized discl osure
"is unlikely to cone to the subject's attention
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until it affects himadversely, if then." 821
F.2d at 797. Cf. Wllians v. Reno, No. 95-
5155, 1996 W. 460093, at *1 (D.C. Gr. Aug. 7,
1996) (citing Tijerina and stating that action
"arises when the plaintiff knew or should have
known of the alleged violation"); Brown v. VA
No. 94-1119, 1996 W 263636, at **1-2 (D.D.C.
May 15, 1996) (Privacy Act claimbarred by
statute of limtations because plaintiff "knew
or should have known that the Privacy Act may
have been viol ated" when he submtted federal
tort claimto VA concerning sanme matter "over
two and a half years" before suit filed); Gor-
don v. Departnent of Justice, Fed. Bureau of
Prisons, No. 94-2636, 1995 W 472360, at *2
(D.D.C. Aug. 3, 1995) (statute of limtations
ran fromtinme of plaintiff's receipt of letter
from sentencing judge rejecting information
contained in presentencing report, at which
point plaintiff "knew or . . . should have
known what becane inaccuracies in his pre-
sentencing report"); R ce v. Hawk, No. 94-1519,
slip op. at 2-3 &n.1 (D.D.C. Dec. 30, 1994)
(plaintiff knew of contents of presentence re-
port at tinme he filed "Cbjection to Presentence
| nvestigation Report," at which tinme statute of
[imtations began to run), sunmary affirmance
granted, No. 95-5027, 1195 W 551148 (D.C. Cr
Aug. 2, 1995); Szymanski, 870 F. Supp. at 378-
79 (citing Bergman and Tijerina and stating
that "[Db]ecause plaintiff was given the oppor-
tunity to review the docunents he now maintains
contain incorrect information and wai ved that
opportunity, the Court finds that he should
have known about any errors at the time of this
wai ver" but that, additionally, plaintiff had
conpl ai ned about sane information in his appeal
to Parole Comm ssion nore than two years previ-
ously).

Note al so that the statute's own terns provide
that if the plaintiff remains unaware of his
cause of action because of the agency's materi -
al and wllful msrepresentations of infornma-
tion required by the statute to be disclosed to
himand the information is material to estab-
lishment of the liability of the agency to the
i ndividual, then the imtations period runs
fromthe date upon which the plaintiff discov-
ers the msrepresentation. 5 U S C

8 552a(g)(5); see also Tijerina, 821 F.2d at
797-98; Burkins, 865 F. Supp. at 1496; Pope,
641 F. Supp. at 500; cf. Minson, No. 96-CV-
70920-DT, slip op. at 4-5 (ED. Mch. July 2,
1996) (statenent that agency could find no
record of disclosure of report to state police
but that it would check further "does not pro-
vide any evidence of a wllful and materi al

m srepresentation”); Strang v. Indahl, No. 93-
97, slip op. at 2-4 (MD. Ga. Apr. 13, 1995)
(agency's denial of allegations in plaintiff's
conplaint did not equate as nmaterial m srepre-
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sentation; by voluntarily dism ssing suit on
belief that reliance on circunstantial evidence
was insufficient, plaintiff "elected to forego
the very lawsuit which would have . . . sub-
stanti ated her suspicions").

The Seventh Circuit has stated, however, that
this special relief provision is necessarily
incorporated into tests, such as the one set
forth in Bergman, that focus on when a plain-
tiff first knew or had reason to know of an
error in maintaining his records. Diliberti,
817 F.2d at 1262 n.1; see also Malew ch, No.
91-4871, slip op. at 25-27 (D.N.J. Apr. 8§,
1993). In Tijerina v. Walters, 821 F.2d 789,
797-98 (D.C. Cr. 1987), the governnment pre-
sented essentially this viewto the D C
Crcuit. Although the court ultimately held
that "in a normal Privacy Act claim the cause
of action does not arise and the statute of
[imtations does not begin to run until the
plaintiff knows or should know of the all eged
violation," the governnment had argued that by
so holding, the DDC. Grcuit would be reading
out of existence the clause providing for a
nmore liberal limtations period in cases of

Wi llful msrepresentation. 1d. The D.C. Gr-
cuit rejected that argunent and stated that in
order to ensure that the governnent cannot es-
cape liability by purposefully m srepresenting
information, "the Act allows the period to com
mence upon actual discovery of the m srepresen-
tation, whereas . . . for other actions under
the Act, the period begins when the plaintiff
knew or shoul d have known of the violation

. thus in no way affect[ing] the speci al
treatment Congress provided for the particul ar-
|y egregi ous cases of government m sconduct
singled out in the Act's statute of |limta-
tions." 1d. at 798.

One district court decision has al so considered
the statute of limtations in connection with a
Privacy Act clai munder subsection (e)(3) con-
cerning the collection of information fromin-
dividuals. Darby v. Jensen, No. 94-S-569, 1995
U.S Dist. LEXIS 7007, at **7-8 (D. Col o. My
15, 1995). In that case, the court determ ned
that the claimwas tinme-barred, as nore than
two years had passed since the date upon which
the plaintiff had received the request for in-
formation. |1d.

Anot her district court decision found that be-
cause no adm ni strative exhaustion requirenent
exi sts before a damages action can be brought,
voluntary pursuit of adm nistrative procedures
should not toll the running of the statute of
[imtations. See Unl v. Swanstrom 876 F
Supp. 1545, 1560-61 (N.D. lowa 1995), aff'd on
ot her grounds, 79 F.3d 751 (8th Cr. 1996).
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4. Jury Trial

The Act is silent on this point, but every court to have
considered the issue has ruled that there is no right to a
jury trial under the statute. See Harris v. USDA, No. 96-
5783, 1997 U.S. App. LEXIS 22839, at **8-9 (6th Cir. Aug.
26, 1997); darkson v. IRS, No. 8:88-3036-3K, slip op. at 8
(D.S.C. May 10, 1990), aff'd, 935 F.2d 1285 (4th Cr. 1991)
(unpubl i shed table decision); Wlliams v. United States,
No. H 80-249, slip op. at 13-14 (D. Conn. Apr. 10, 1984);
Cal houn v. Wells, 3 Gov't Disclosure Serv. (P-H ¢ 83,272,
at 84,059 n.2 (D.S.C. July 30, 1980); Henson v. United
States Arny, No. 76-45-C5, slip op. at 2-7 (D. Kan. Mar.
16, 1977).

CRIM NAL PENALTI ES

"Any officer or enployee of an agency, who by virtue of his em
pl oyment or official position, has possession of, or access to,
agency records which contain individually identifiable informa-
tion the disclosure of which is prohibited by this section or
by rules or regul ations established thereunder, and who know ng
that disclosure of the specific material is so prohibited,

W llfully discloses the material in any manner to any person or
agency not entitled to receive it, shall be guilty of a m sde-
meanor and fined not nore than $5,000." 5 U.S.C. 8§ 552a(i)(1).

"Any officer or enployee of any agency who willfully maintains
a systemof records wi thout neeting the notice requirenents of
subsection (e)(4) of this section shall be guilty of a m sde-

nmeanor and fined not nore than $5,000." 5 U.S.C. 8§ 552a(i)(2).

"Any person who knowingly and willfully requests or obtains any
record concerning an individual froman agency under false pre-
tenses shall be guilty of a m sdeneanor and fined not nore than
$5,000." 5 U S.C. 8 552a(i)(3).

coment -- These provisions are solely penal and create no
private right of action. See Jones v. Farm Credit
Adm n., No. 86-2243, slip op. at 3 (8th Gr. Apr.
13, 1987); Unt v. Aerospace Corp., 765 F.2d 1440,
1448 (9th Cir. 1985); MNeill v. IRS, No. 93-2204,
slip op. at 7 (D.D.C. Feb. 7, 1995); Lapin v. Tay-
lor, 475 F. Supp. 446, 448 (D. Haw. 1979); see also
FLRA v. DOD, 977 F.2d 545, 549 n.6 (11th Cr. 1992)
(dictum; Beckette v. United States Postal Serv.
No. 88-802, slip op. at 14 n.14 (E.D. Va. July 3,
1989); Kassel v. VA 682 F. Supp. 646, 657 (D.N H
1988); Bernson v. ICC, 625 F. Supp. 10, 13 (D. Mass.
1984) .

There has been at | east one crimnal prosecution for
unl awf ul di scl osure of Privacy Act-protected rec-
ords. See United States v. Gonzal ez, No. 76-132
(MD. La. Dec. 21, 1976). See generally In re Ml -
lins (Tanposi Fee Application), 84 F.3d 1439, 1441
(D.C. Cr. 1996) (per curiam (case concerning ap-
plication for reinbursenent of attorney fees where
| ndependent Counsel found no prosecution was war -
rant ed under Privacy Act because there was no con-
clusive evidence of inproper disclosure of inforna-
tion).
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TEN EXEMPTI ONS

A

One Speci al

Exenmption--5 U. S. C. 8§ 552a(d)(5)

"nothing in this [Act] shall allow an individual access to any
information conpiled in reasonable anticipation of a civil ac-
proceedi ng. "

tion or

comrent

The subsection (d)(5) provision is sonetinmes m s-
takenly overl ooked because it is not |ocated with
the other exenptions in sections (j) and (k). It
is an exenption fromonly the access provision of
the Privacy Act.

Thi s exenption provision reflects Congress's in-
tent to exclude civil litigation files from access
under subsection (d)(1). See 120 Cong. Rec.

36, 959-60 (1974), reprinted in Source Book at 936-
38. Indeed, this Privacy Act provision has been
held to be simlar to the attorney work-product
privilege, see, e.g., Martin v. Ofice of Special
Counsel , 819 F.2d 1181, 1187-89 (D.C. Cr. 1987);
Her nandez v. Al exander, 671 F.2d 402, 408 (10th
Cr. 1982); Barber v. INS, No. 90-0067C, slip op.
at 4-6 (WD. Wash. May 15, 1990), and to extend
even to information prepared by nonattorneys, see
Smertka v. United States Dep't of the Treasury,
447 F. Supp. 221, 227-28 (D.D.C. 1978) (broadly
construi ng subsection (d)(5) to cover docunents
prepared by and at direction of |ay agency staff
persons during period prior to plaintiff's fir-
ing), remanded on other grounds, 604 F.2d 698
(D.C. Gr. 1979); see also Taylor v. United States
Dep't of Educ., No. 91 N 837, slip op. at 3, 6 (D
Col 0. Feb. 25, 1994) (applying subsection (d)(5)
to private citizen's conplaint |etter maintained
by plaintiff's supervisor in anticipation of
plaintiff's term nation); Governnent Accounta-
bility Project v. Ofice of Special Counsel, No.
87-0235, slip op. at 10-11 (D.D.C. Feb. 22, 1988)
(subsection (d)(5) "extends to any records com
piled in anticipation of civil proceedi ngs, wheth-
er prepared by attorneys or lay investigators");
Crooker v. Marshals Serv., No. 85-2599, slip op.

at 2-3 (D.D.C. Dec. 16, 1985) (subsection (d)(5)
protects information "regardl ess of whether it was
prepared by an attorney"); Barrett v. Custons
Serv., No. 77-3033, slip op. at 2-3 (E.D. La. Feb
22, 1979) (applying subsection (d)(5) to "policy
recommendations regarding plaintiff['s] separation
fromthe Custons Service and the possibility of a
sex discrimnation action").

This provision shields information that is com
piled in anticipation of court proceedi ngs and
quasi -judicial admnistrative hearings. See
e.qg., Martin, 819 F.2d at 1188-89; Frets v. De-
partnment of Transp., No. 88-0404-Cv-W9, slip op.
at 11 (WD. Md. Dec. 14, 1988); see also OB

Gui delines, 40 Fed. Reg. 28,948, 28,960 (1975)
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("civil proceeding" termintended to cover "quasi-
judicial and prelimnary judicial steps").

It should be noted, however, that this provision
is in certain respects not as broad as Exenption 5
of the Freedomof Information Act, 5 U S.C

8§ 552(b)(5) (1994), as anended by El ectronic Free-
dom of Information Act Amendnents of 1996,

5 US CA 8 552 (Wst Supp. 1997). For exanpl e,
by its ternms it does not cover information com
piled in anticipation of crimnal actions. O
course, subsection (j)(2), discussed bel ow, may
provi de protection for such information. Al so,
subsection (d)(5) does not incorporate other Ex-
enption 5 privileges, such as the deliberative
process privilege. See, e.g., Savada v. DOD, 755
F. Supp. 6, 9 (D.D.C. 1991). This neans that de-
liberative information regularly w thheld under
the FO A can be required to be disclosed under the
Privacy Act. See, e.qg., id.; see also FOA Up-
date, Spring 1994, at 5-6 (encouraging discretion-
ary disclosure of attorney work-product inforna-
tion under FO A Exenption 5).

Unlike all of the other Privacy Act exenptions

di scussed bel ow, however, subsection (d)(5) is en-
tirely "self-executing," inasnmuch as it does not
require an inplenenting regulation in order to be
effective. Cf. Mervin v. Bonfanti, 410 F. Supp.
1205, 1207 (D.D.C. 1976) ("[A] n absol ute prerequi-
site for taking advantage of [exenption (k)(5)] is
that the head of the particul ar agency promnul gate
arule.").
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B

Two CGeneral Exenptions--5 U . S.C. 8§ 552a(j)

"The head of any agency may pronul gate rules, in accordance
with the requirenments (including general notice) of sections
553(b) (1), (2), and (3), (c), and (e) of this title, to exenpt
any system of records within the agency fromany part of this
section except subsections (b), (c)(1) and (2), (e)(4)(A
through (F), (e)(6), (7), (9), (10), and (11), and (i) if the
system of records is--

(1) nmintained by the Central Intelligence Agency; or

(2) nmaintained by an agency or conponent thereof which per-
forms as its principal function any activity pertaining
to the enforcenent of crimnal |aws, including police
efforts to prevent, control, or reduce crine or to ap-
prehend crimnals, and the activities of prosecutors,
courts, correctional, probation, pardon, or parole
aut horities, and which consists of

(A) information conpiled for the purpose of identifying
i ndi vidual crimnal offenders and all eged offenders
and consisting only of identifying data and not a-
tions of arrests, the nature and di sposition of
crimnal charges, sentencing, confinenent, release,
and parol e and probation status;

(B) information conpiled for the purpose of a crimnal
i nvestigation, including reports of informants and
i nvestigators, and associated with an identifiable
i ndi vi dual ; or

(C reports identifiable to an individual conpiled at
any stage of the process of enforcenment of the
crimnal laws fromarrest or indictnent through re
| ease from supervi sion

At the tinme rules are adopted under this subsection, the
agency shall include in the statenment required under section
553(c) of this title, the reasons why the system of records
is to be exenpted froma provision of this section.”

comment -- For cases involving subsection (j)(1), see Aford

v. CIA 610 F.2d 348, 348-49 (5th Cr. 1980),
Hunsberger v. CIA No. 92-2186, slip op. at 2-3
(D.D.C. Apr. 5, 1995); WIlson v. CIA No. 89-3356,
slip op. at 2-3 (D.D.C. CQct. 15, 1991), Bryant v.
C A No. 90-1163, slip op. at 2 (D.D.C. June 28,
1991), and Anthony v. CIA 1 Gov't Disclosure
Serv. (P-H § 79,196, at 79,371 (E.D. Va. Sept.

19, 1979).

Subsection (j)(2)'s threshold requirenment is that
the system of records be nmintai ned by "an agency
or conponent thereof which perforns as its princi-
pal function any activity pertaining to the en-
forcement of crimnal laws.”™ This requirenent is
usual ly met by such obvious | aw enforcenent com
ponents as the FBI, DEA, and ATF. In addition,
Depart ment of Justice conponents such as the Fed-
eral Bureau of Prisons, see, e.qg., Kellett v.
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United States Bureau of Prisons, No. 94-1898, 1995
U S App. LEXIS 26746, at **10-11 (1st Cr. Sept.
18, 1995) (per curiam; Duffin v. Carlson, 636
F.2d 709, 711 (D.C. Gr. 1980), the United States
Attorney's Ofice, see, e.qg., Hatcher v. United
States Dep't of Justice Ofice of Info. & Privacy
Act, 910 F. Supp. 1, 2-3 (D.D.C. 1995), and the
O fice of the Pardon Attorney, see, e.qg., Binion
V. United States Dep't of Justice, 695 F.2d 1189,
1191 (9th Gr. 1983), as well as the U S. Parole
Commi ssion, see, e.qg., Fendler v. United States
Parole Commin, 774 F.2d 975, 979 (9th Cr. 1985);
Janmes v. Baer, No. 89-2841, slip op. at 2-3
(D.D.C. May 11, 1990), a United States Postal
Servi ce conponent, the Postal |nspection Service,
see Dorman v. Milligan, No. 92 C 3230 (N.D. 11l1.
Sept. 23, 1992), and the Air Force Ofice of Spe-
cial Investigations, see Butler v. Departnent of
the Air Force, 888 F. Supp. 174, 179 (D.D.C
1995), aff'd per curiam No. 96-5111 (D.C. Cr
May 6, 1997), also qualify to use subsection

(1)(2).

However, it has been held that the threshold re-
qui renment is not nmet where only one of the princi-
pal functions of the conponent maintaining the
systemis crimnal |aw enforcenent. See Al exander
v. IRS, No. 86-0414, slip op. at 8-9 (D.D.C. June
30, 1987) (I RS Inspection Service's internal "con-
duct investigation"” systen); Anderson v. United
States Dep't of the Treasury, No. 76-1404, slip
op. at 6-7 (D.D.C. July 19, 1977) (sanme). Two
courts have held that an Inspector Ceneral's O -
fice qualifies as a "principal function" crimnal

| aw enf orcenent conponent. See Taylor v. United
States Dep't of Educ., No. 91 N 837, slip op. at 5
(D. Colo. Feb. 25, 1994); Von Tenpske v. HHS, 2
Gov't Disclosure Serv. (P-H) T 82,091, at 82, 385
(WD. M. Nov. 11, 1981) (IGs office qualifies to
use subsection (j)(2), but records at issue did
not fall within subsection (j)(2)(B) as they were
conpiled for "adm nistrative" rather than "crim -
nal " investigative purpose).

Once the threshold requirenent is satisfied, it
must be shown that the system of records at issue
consists of information conpiled for one of the
crimnal |aw enforcenent purposes |listed in sub-
section (j)(2)(A-(C. Gven the breadth of this
exenption, an agency's burden of proof is gener-
ally less stringent than under the FO A, at | east
in the access context. |Indeed, several courts
have observed that "the Vaughn rationale [requir-
ing item zed indices of wwthheld records] is prob-
ably inapplicable to Privacy Act cases where a
general exenption has been established.” Restrepo
V. United States Dep't of Justice, No. 5-86-294,
slip op. at 6 (D. Mnn. June 23, 1987) (citing
Shapiro v. DEA, 721 F.2d 215, 218 (7th Gr. 1983),
vacated as noot, 469 U S. 14 (1984)); see also
MIller v. Director of FBI, No. 77-C- 3331, slip op
at 7 (ND IIl. Qct. 7, 1987); Welsh v. IRS, No.
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85-1024, slip op. at 3-4 (DDNM Cct. 21, 1986).
Mor eover, in access cases the Act does not grant
courts the authority to review the information at
issue in canera to determ ne whether subsection
(j)(2)(A)-(C is applicable. See 5 U S.C

8 552a(g9)(3)(A) (in camera review only where sub-
section (k) exenptions are invoked); see also
Exner v. FBI, 612 F.2d 1202, 1206 (9th Cr. 1980);
Reyes v. Supervisor of DEA, 647 F. Supp. 15009,
1512 (D.P. R 1986), vacated & renmanded on ot her
grounds, 834 F.2d 1093 (1st Gr. 1987). However,
this nmay be a rather academic point in light of
the FOA s grant of in canera review authority
under 5 U.S.C. 8 552(a)(4)(B). See, e.qg., Von
Tenpske v. HHS, 2 CGov't Disclosure Serv. at 82,385
(rejecting claimthat "adm nistrative inquiry" in-
vestigative file fell within subsection (j)(2)(B)
followng in canera review under FO A).

An inportant requirenent of subsection (j) is that
an agency nust state in the Federal Register "the
reasons why the systemof records is to be exenpt-
ed" froma particular subsection of the Act.

5 U S C 8 552a(j) (final sentence); see also

5 U S C 8 552a(k) (final sentence). It is un-

cl ear whether an agency's stated reasons for ex-
enption--typically, a list of the adverse effects
that woul d occur if the exenption were not avail -
able--limt the scope of the exenption when it is
applied to specific records in the exenpt system
in particular cases. See Exner, 612 F.2d at 1206
(framng issue but declining to decide it). As

di scussed bel ow, a confusing mass of case law in
this area illustrates the struggle to give | egal
effect to this requirenent.

Most courts have permtted agencies to claimsub-
section (j)(2) as a defense in access and/or
amendnent cases--usually w thout regard to the
specific records at issue or the regulation's
stated reasons for the exenption. See, e.qg.,
Castaneda v. Henman, 914 F.2d 981, 986 (7th Cr
1990) (amendnent); Wentz v. Departnent of Justice,
772 F.2d 335, 337-39 (7th Gr. 1985) (anmendnent);
Fendler, 774 F.2d at 979 (anendnent); Shapiro, 721
F.2d at 217-18 (access and anendnent); Binion, 695
F.2d at 1192-93 (access); Duffin, 636 F.2d at 711
(access); Exner, 612 F.2d at 1204-07 (access);
Ryan v. Departnent of Justice, 595 F.2d 954, 956-
57 (4th Gr. 1979) (access); Anderson v. United
States Marshals Serv., 943 F. Supp. 37, 39-40
(D.D.C. 1996) (access); Hatcher, 910 F. Supp. at
2-3 (access); Aquino v. Stone, 768 F. Supp. 529,
530-31 (E.D. Vva. 1991) (anendnent), aff'd, 957
F.2d 139 (4th Gr. 1992); Wittle v. Mschella,
756 F. Supp. 589, 595-96 (D.D.C. 1991) (access);
Sinon v. United States Dep't of Justice, 752 F
Supp. 14, 23 (D.D.C. 1990) (access), aff'd, 980
F.2d 782 (D.C. Cr. 1992); Bagley v. FBlI, No. C88-
4075, slip op. at 2-4 (N.D. lowa Aug. 28, 1989)
(access to accounting of disclosures); Anderson v.
Departnment of Justice, No. 87-5959, slip op. at 1-
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2 (E D Pa. May 16, 1988) (anendnent); Yon v. |IRS,
671 F. Supp. 1344, 1347 (S.D. Fla. 1987) (access);
Burks v. United States Dep't of Justice, No. 83-
CV-189, slip op. at 2 n.1 (ND. NY. Aug. 9, 1985)
(access); Stimac v. Departnent of the Treasury,
586 F. Supp. 34, 35-37 (N.D. Ill. 1984) (access);
Cooper v. Departnent of Justice (FBl), 578 F

Supp. 546, 547 (D.D.C. 1983) (access); Stinmac v.
FBl, 577 F. Supp. 923, 924-25 (N.D. II1l. 1984)
(access); Turner v. Ralston, 567 F. Supp. 606,
607-08 (WD. Md. 1983) (access); Smth v. United
States Dep't of Justice, No. 81-CVv-813, slip op.
at 11-15 (N.D.N. Y. Dec. 13, 1983) (anendnent);
Wlson v. Bell, 3 Gov't Disclosure Serv. (P-H)

1 83,025, at 83,471 (S.D. Tex. Nov. 2, 1982)
(amendnent); Nunez v. DEA, 497 F. Supp. 209, 211

(S.D.N Y. 1980) (access); Banbulas v. Chief, Unit-
ed States Marshal, No. 77-3229, slip op. at 2 (D
Kan. Jan. 3, 1979) (anendnent); Pacheco v. FBI

470 F. Supp. 1091, 1107 (D.P.R 1979) (amendnent);
Varona Pacheco v. FBI, 456 F. Supp. 1024, 1034-35
(D.P.R 1978) (anendnent). But cf. Mttleman v.
United States Dep't of the Treasury, 919 F. Supp
461, 469 (D.D.C. 1995) (finding subsection (k)(2)
applicable and citing regulation's stated reasons
for exenption of Departnent of Treasury | nspector
General system of records from accounting of dis-
cl osures provision pursuant to subsections (j) and
(k)(2)), aff'd in part & remanded in part on other

grounds, 104 F.3d 410 (D.C. Cr. 1997).

| ndeed, the Court of Appeals for the Seventh Cr-
cuit has gone so far as to hold that subsection
(j)(2) ""does not require that a regulation's
rationale for exenpting a record from[access]
apply in each particular case.'" Wntz, 772 F.2d
at 337-38 (quoting Shapiro, 721 F.2d at 218).

This appears also to be the view of the Court of
Appeals for the First Grcuit. See Irons v. Bell,
596 F.2d 468, 471 (1st G r. 1979) ("None of the
addi tional conditions found in Exenption 7 of the
FO A, such as disclosure of a confidential source,
need be nmet before the Privacy Act exenption ap-
plies."); see also Reyes, 647 F. Supp. at 1512
(noting that "justification need not apply to
every record and every piece of a record as |ong
as the systemis properly exenpted" and that
"[t]he general exenption applies to the whole
systemregardl ess of the content of individual
records wwthinit").

In contrast to these cases, a concurring opihnion
in the decision by the Court of Appeals for the
Ninth Crcuit in Exner v. FBI articulated a nar-
rower view of subsection (j)(2). See 612 F.2d
1202, 1207-08 (9th G r. 1980) (construing subsec-
tion (j)(2)(B) as "coextensive" with FO A Exenp-
tion 7 and noting that "reason for w thhol ding the
docunment nust be consistent wth at | east one of
the adverse effects listed in the [regulation]").
This narrower view of the exenption finds support
in two decisions--Powell v. United States Dep't of
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Justice, 851 F.2d 394, 395 (D.C. G r. 1988) (per
curian), and Rosenberg v. Meese, 622 F. Supp.
1451, 1460 (S.D.N. Y. 1985). In Powell, the Court
of Appeals for the District of Colunbia Crcuit
ruled that "no legitinmate reason” can exist for an
agency to refuse to anend a record (in an exenpt
system of records) already nmade public with regard
only to the requester's correct residence address,
and that subsection (j)(2) does not permt an
agency to refuse "disclosure or anmendnent of ob-
jective, noncontroversial information" such as
race, sex, and correct addresses). 851 F.2d at
395. I n Rosenberg, a district court ordered ac-
cess to a sentencing transcript contained in the
sane exenpt system of records on the ground that
the "proffered reasons are sinply inapplicable
when the particul ar docunent requested is a matter
of public record." 622 F. Supp. at 1460. The
system of records at issue in both Powell and
Rosenberg had been exenpted from subsection (d),
the Act's access and anmendnent provision. Powell,
851 F.2d at 395; Rosenberg, 622 F. Supp. at 1459-
60. However, the agency's regulation failed to
specifically state any reason for exenpting the
system from anendnent and its reasons for exenpt-
ing the systemfrom access were limted. Powell,
851 F.2d at 395; Rosenberg, 622 F. Supp. at 1460.
Apparently, because the contents of the particul ar
records at issue were viewed as innocuous--i.e.,

t hey had previously been made public--each court
found that the agency had |l ost its exenption
(j)(2) claim Powell, 851 F.2d at 395; Rosenberqg,
622 F. Supp. at 1460.

The issue di scussed above frequently arises when
an agency's regul ation exenpts its system of rec-
ords from subsection (g)--the Act's civil renedies
provision. ddly, the | anguage of subsection (j)
appears to permt this. See OVB Guidelines, 40
Fed. Reg. 28,948, 28,971 (1975). However, in
Tijerina v. Walters, 821 F.2d 789, 795-97 (D.C
Cr. 1987), the D.C. Crcuit held that an agency
cannot insulate itself froma wongful disclosure
damages action (see 5 U.S.C. § 552a(b), (9g)(1)(D)
in such a manner. |t construed subsection (j) to
permt an agency to exenpt only a system of rec-
ords--and not the agency itself--from other pro-
visions of the Act. See 821 F.2d at 796-97. The
result in Tijerina was heavily and understandably
i nfluenced by the fact that subsection (j) by its
terms does not permt exenption fromthe subsec-
tion (b) restriction-on-disclosure provision.

ld.; see also Nakash v. United States Dep't of
Justice, 708 F. Supp. 1354, 1358-65 (S.D.N.Y.
1988) (agreeing with Tijerina after extensive

di scussion of case law and | egislative history).

O her courts have indicated that agencies nmay em
pl oy subsection (j)(2) to exenpt their systens of
records fromthe subsection (g) civil renedies
provi sion. However, all of these cases suggest
that the regulation's statenent of reasons for
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such exenption itself constitutes a limtation on
the scope of the exenption. See Fendler, 846 F.2d
at 553-54 & n.3 (declining to dism ss subsection
(9)(1)(C) danmmges action--alleging violation of
subsection (e)(5)--on ground that agency's "stated
justification for exenption from subsection (Q)
bears no relation to subsection (e)(5)"); Ryan,
595 F. 2d at 957-58 (dism ssing access claim but
not w ongful disclosure claim on ground that rec-
ord system was exenpt from subsection (g) because
regul ati on nentioned only "access" as reason for
exenption); Nakash, 708 F. Supp. at 1365 (declin-
ing to dismss wongful disclosure action for sanme
reason) (alternative holding); Kinberlin v. United
States Dep't of Justice, 605 F. Supp. 79, 82 (N.D
I1l. 1985) (sane), aff'd, 788 F.2d 434 (7th Cr
1986); Nutter v. VA, No. 84-2392, slip op. at 2-4
(D.D.C. July 9, 1985) (sane); see also Alford, 610
F.2d at 349 (declining to deci de whet her agency
may, by regulation, deprive district courts of
jurisdiction to review decisions to deny access).

In contrast to the approach taken in these cases
(and in Tijerina), other courts have construed
subsection (j)(2) regulations to permt exenption
of systens of records from provisions of the Act
even where the stated reasons do not appear to be
applicable in the particular case. See, e.qg.,

Al exander v. United States, 787 F.2d 1349, 1351-52
& n.2 (9th CGr. 1986) (dism ssing subsection
(9)(1)(C) damages action--alleging violation of
subsection (e)(5)--on ground that system of rec-
ords was exenpt from subsection (g) even though

i npl enenting regul ati on nenti oned only "access" as
rational e for exenption); Wentz, 772 F.2d at 336-
39 (dism ssing anendnent action on ground that
system of records was exenpt from subsection (d)
even though inplenmenting regulation nentioned only
"access" as rationale for exenption and record at

i ssue had been disclosed to plaintiff). Note,
however, that the Ninth Crcuit's decision in
Fendler v. United States Bureau of Prisons signif-
icantly narrowed the breadth of its earlier hold-
ing in Al exander. See 846 F.2d at 554 n.3 (ob-
serving that agency in Al exander "had clearly and
expressly exenpted its systemof records fromboth
subsection (e)(5) and subsection (g) . . . [but
that for] sonme unexpl ai ned reason, the Bureau of
Prisons, unlike the agency involved in Al exander,
did not exenpt itself from[subsection] (e)(5)").

Anot her inportant issue can arise with regard to
the reconpilation of information originally com
piled for | aw enforcenent purposes into a non-I|aw
enforcenment record. The D.C. Grcuit confronted
this issue in Doe v. FBI, 936 F.2d 1346 (D.C. Gr
1991), in which it applied the principles of a Su-
preme Court FO A deci sion concerning reconpila-
tion, FBI v. Abranson, 456 U S. 615 (1982), to
Privacy Act-protected records. It held that "in-
formati on contained in a docunment qualifying for
subsection (j) or (k) exenption as a | aw enforce-
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ment record does not |ose its exenpt status when
reconpiled in a non-law enforcenent record if the
pur poses underlying the exenption of the original
docunent pertain to the reconpilation as well."
Doe, 936 F.2d at 1356. As was held in Abranson,
the DC. Grcuit determned that reconpilation
does not change the basic "nature" of the infor-
mation. 1d.; accord OVB Cuidelines, 40 Fed. Reg.
at 28,971 ("The public policy which dictates the
need for exenpting records . . . is based on the
need to protect the contents of the records in the
system-not the |ocation of the records. Conse-
quently, in responding to a request for access
wher e docunents of another agency are involved,

t he agency receiving the request should consult
the originating agency to determne if the records
i n question have been exenpted.").

C. Seven Specific Exenptions--5 U. S.C. § 552a(k)

"The head of any agency may pronul gate rules, in accordance
with the requirenments (including general notice) of sections
553(b) (1), (2), and (3), (c), and (e) of this title, to ex-
enpt any system of records within the agency from subsections
(c)(3), (d), (e)(1), (e)(4) (g, (H, and (I) and (f) of this
section if the systemof records is--

[ The seven specific exenptions are discussed in order bel ow. ]

At the tinme rules are adopted under this subsection, the
agency shall include in the statement required under section
553(c) of this title, the reasons why the system of records
is to be exenpted froma provision of this section.”

comment -- As noted above, subsection (g)(3)(A) grants
courts the authority to review requested records
in canera when a subsection (k) exenption is in-
voked to deny access. Further, several courts
have hel d that reasonable segregation is required
under the Act whenever a subsection (k) exenption
is invoked. See, e.g., May v. Departnent of the
Air Force, 777 F.2d 1012, 1015-17 (5th Cr. 1985);
Lorenz v. NRC, 516 F. Supp. 1151, 1153-55 (D
Col 0. 1981); Nenetz v. Departnent of the Treasury,
446 F. Supp. 102, 105 (N.D. 1ll. 1978).

1. 5 U.S.C. § 552a(k)(1)

"subject to the provisions of section 552(b)(1) of this
title."

comrent -- Subsection (k)(1) sinply incorporates FO A
Exenmption 1, 5 U S. C 8 552(b)(1). See La-
rogue v. United States Dep't of Justice, No.
86-2677, slip op. at 4 (D.D.C. Mar. 16, 1988);
Moessnmer v. CIA No. 86-948C(1), slip op. at
3-5 (E.D. Mb. Feb. 19, 1987); Denetracopoul os
v. A 3 Gov't Disclosure Serv. (P-H)

! 82,508, at 83,279 (D.D.C. COct. 8, 1982); see
also OMB CGuidelines, 40 Fed. Reg. 28,948,
28,972 (1975). The exenption has been con-
strued to permt the w thholding of classified
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records froman agency enployee with a securi -
ty clearance who seeks only private access to
records about him See Martens v. United
States Dep't of Conmerce, No. 88-3334, slip
op. at 7-10 (D.D.C. Aug. 6, 1990).

5 U.S.C § 552a(k)(2)

"investigatory material conpiled for |aw enforcenment pur-
poses, other than material within the scope of subsection
(j)(2) of this section: Provided, however, That if any

i ndividual is denied any right, privilege, or benefit
that he would otherwi se be entitled by Federal |aw, or
for which he would otherwi se be eligible, as a result of
t he mai ntenance of such material, such material shall be
provi ded to such individual, except to the extent that

t he disclosure of such naterial would reveal the identity
of a source who furnished information to the CGovernnent
under an express pronise that the identity of the source
woul d be held in confidence, or, prior to the effective
date of this section [9-27-75], under an inplied prom se
that the identity of the source would be held in confi-
dence. "

comment -- This exenption covers: (1) material conpiled
for crimnal investigative | aw enforcenent
pur poses, by nonprincipal function crim nal
| aw enforcenent entities; and (2) materi al
conpil ed for other investigative |aw enforce-
ment purposes, by any agency.

The material nmust be conpiled for sone inves-
tigative "l aw enforcenent” purpose, such as a
civil investigation or a crimnal investiga-
tion by a nonprincipal function crimnal |aw
enf orcenent agency. See, e.g., Shewchun v.
INS, No. 95-1920, slip op. at 3, 8-9 (D.D.C
Dec. 10, 1996), sunmmary affirmance granted,
No. 97-5044 (D.C. Cir. June 5, 1997); Viotti
v. United States Air Force, 902 F. Supp. 1331,
1335 (D. Colo. 1995); Jaindl v. Departnment of
State, No. 90-1489, slip op. at 3 (D.D.C. Jan.
31, 1991), summary affirmance granted, No. 91-
5034 (D.C. Cir. Jan. 8, 1992); Barber v. INS,
No. 90-0067C, slip op. at 6-9 (WD. Wash. My
15, 1990); Culver v. IRS, Nos. 85-242, 85-243,
slip op. at 1-2 (N.D. lowa June 5, 1990);
Welsh v. IRS, No. 85-1024, slip op. at 2-3
(DONM Cct. 21, 1986); Spence v. IRS, No. 85-
1076, slip op. at 2 (D.NM MNar. 27, 1986);
Jones v. IRS, No. 85-0-736, slip op. at 2-3
(D. Neb. Mar. 3, 1986); Nader v. |ICC, No. 82-
1037, slip op. at 11 (D.D.C. Nov. 23, 1983);
Heinzl v. INS, 3 Gov't Disclosure Serv. (P-H)
7 83,121, at 83,725 (N.D. Cal. Dec. 18, 1981);
Lobosco v. IRS, No. 77-1464, slip op. at 6-11
(E.D.N.Y. Jan. 14, 1981); Uah Gas & G l, Inc.

v. SEC, 1 Gov't Disclosure Serv. (P-H)
! 80,038, at 80,114 (D. Utah Jan. 9, 1980);
see also OMB Cuidelines, 40 Fed. Reg. 28,948,

28, 972- 73 (1975).
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Therefore, subsection (k)(2) does not include
material conpiled solely for the purpose of a
routine background security investigation of a
job applicant. See Wnetalik v. FBI, 785 F.2d
1090, 1093-98 (D.C. Cir. 1986) (noting applic-
ability of narrower subsection (k)(5) to such
material and ruling that "specific allegations
of illegal activities" nust be involved in or-
der for subsection (k)(2) to apply); Bostic v.
EBI, No. 1:94 Cv 71, slip op. at 7-8 (WD
M ch. Dec. 16, 1994) (follow ng VWynetalik).
However, material conpiled for the purpose of
i nvestigating agency enpl oyees for suspected
violations of law can fall w thin subsection
(k)(2). See Strang v. United States Arns Con-
trol & D sarmanent Agency, 864 F.2d 859, 862-
63 n.2 (D.C. Gr. 1989) ("Unlike VWnetalik,
this case involves not a job applicant under-
going a routine check of his background and
his ability to performthe job, but an exist-
i ng agency enpl oyee investigated for violating
national security regulations."); Cohen v.
EBI, No. 93-1701, slip op. at 4-6 (D.D.C. Cct.
3, 1995) (applying VWynetalik and finding that
particul ar information wthin background in-
vestigation file qualified as "l aw enforce-
ment" information "wthheld out of a legiti-
mat e concern for national security," thus
"satisf[ying] the standards set forth in Vyne-
talik," which recognized that ""[i]f specific
all egations of illegal activities were in-
vol ved, then th[e] investigation mght well be
characterized as a | aw enforcenent investiga-
tion"" and that ""[s]o long as the investiga-
tion was "realistically based on a legitimte
concern that federal |aws have been or may be
violated or that national security nay be
breached"” the records nmay be considered | aw
enforcenent records'" (quoting Vynetalik, 785
F.2d at 1098, in turn quoting Pratt v. \WDb-
ster, 673 F.2d 408, 421 (D.C. Gr. 1982)));
see also Viotti, 902 F. Supp. at 1335 (infor-
mation was "conpiled for a | aw enforcenent
purpose as stated in 5 U S. C 8§ 552a(k)(2)"
where "origi nal purpose of the investigation

. was a conplaint to the [Inspector Gen-
eral] of fraud, waste and abuse,"” even though
"conpl ai nt was not sustained and no crim nal
charges were brought,"” because "plain | anguage
of the exenption states that it applies to the
pur pose of the investigation, not to the re-
sult"); Mttleman v. United States Dep't of
the Treasury, 919 F. Supp. 461, 469 (D.D.C
1995) (I nspector General's report "per-
tain[ing] to plaintiff's grievance agai nst
Treasury officials and related matters .
falls squarely within the reach of exenption
(k)(2)"), aff'd in part & renmanded in part on
ot her grounds, 104 F.3d 410 (D.C. Cr. 1997);
Martens v. United States Dep't of Commerce,
No. 88-3334, slip op. at 13-14 (D.D.C. Aug. 6,
1990); Fausto v. Watt, 3 CGov't Disclosure
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Serv. (P-H ¢ 83,217, at 83,929-30 (4th Cir.
June 7, 1983); Frank v. United States Dep't of

Justice, 480 F. Supp. 596, 597 (D.D.C. 1979).

However, in Doe v. United States Departnent of

Justice, 790 F. Supp. 17, 19-21 (D.D.C. 1992),
the District Court for the District of Colum
bia construed Vynetalik narrowy and deter-

m ned that although subsection (k)(5) was "di-
rectly applicable," subsection (k)(2) also ap-
plied to records of an FBlI background check on
a prospective Departnent of Justice attorney.
It determ ned that the Departnent of Justice,
as "the nation's primary | aw enforcenent and

security agency," id. at 20, had a legitimte
| aw enf orcenent purpose in ensuring that "of-
ficials like Doe . . . be “reliable, trustwor-

t hy, of good conduct and character, and of
conpl ete and unswerving loyalty to the United
States,'" 1d. (quoting Exec. Order No. 10, 450,
18 Fed. Reg. 2489 (Apr. 29, 1953)). It seens
to follow that subsection (k)(2) would Iike-
w se apply to background investigations of
prospective FBI/DEA special agents. See Put-
namyv. United States Dep't of Justice, 873 F.
Supp. 705, 717 (D.D.C. 1995) (finding subsec-
tion (k)(2) properly invoked to withhold in-
formation that would reveal identities of in-
di vi dual s who provided information in connec-
tion with former FBI agent's pre-enpl oynent

i nvestigation).

More recently, though, the District Court for
the District of Colunbia, when faced with the
sane issue concerning subsection (k)(2)/(k)(5)
applicability, relied entirely on the D.C
Crcuit's opinion in Wnetalik, with no nen-
tion whatsoever of Doe v. United States Dep't
of Justice. Cohen v. FBI, No. 93-1701 (D.D.C
Cct. 3, 1995). Nevertheless, the D.C. Dis-
trict Court found subsection (k)(2) to be ap-
plicable to one docunent in the background
investigation file because that docunent was
"W thheld out of a legitimte concern for na-
tional security," and "satisfie[d] the stand-
ards set forth in VWynetalik," which recognized
that ""[i]f specific allegations of illegal
activities were involved, then th[e] investi-
gation mght well be characterized as a | aw
enforcement investigation'" and that " [s]o
long as the investigation was "realistically
based on a legitimte concern that federal

| aws have been or nmay be violated or that na-
tional security may be breached"” the records
may be considered | aw enforcenent records.'"”
Cohen, No. 93-1701, slip op. at 3-6 (D.D.C
Cct. 3, 1995) (quoting Vynetalik, 785 F.2d at
1098, in turn quoting Pratt, 673 F.2d at 421).
Anot her district court rejected Doe and, fol-
lowng the rationale in Vynetalik, held that
"““law enforcenent purposes' as that termis
utilized in [subsection (k)(2) of] the Privacy
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Act, does not apply to docunents and i nfornma-
tion gathered during a[n FBI agent appli-
cant's] pre-enploynent background investi ga-
tion." Bostic, No. 1:94 Cv 71, slip op. at 7-
8 (WD. Mch. Dec. 16, 1994).

8 552(b)(7)(A), there is no tenporal linmta-
tion on the scope of subsection (k)(2). See
Irons v. Bell, 596 F.2d 468, 471 (1st Cr.
1979). But see Anderson v. United States
Dep't of the Treasury, No. 76-1404, slip op
at 9-11 (D.D.C. July 19, 1977) (subsection
(k)(2) inapplicable to investigatory report
regardi ng all eged wongdoi ng by I RS agent
where investigation was cl osed and no possi -
bility of any future |aw enforcenent proceed-
i ngs existed).

Unlike with FO A Exenption 7(A), 5 U S C
lim
)

Al t hough the issue has not been the subject of
much significant case |law, the OVB CGui del i nes
explain that the "Provided, however" provision
of subsection (k)(2) neans that "[t]o the ex-
tent that such an investigatory record is used
as a basis for denying an individual any right,
privilege, or benefit to which the individual
woul d be entitled in the absence of that rec-
ord, the individual nust be granted access to
that record except to the extent that access
woul d reveal the identity of a confidential
source." OMB Cuidelines, 40 Fed. Reg. at
28,973. The only case that has discussed this
provision in any depth is Viotti v. United
States Air Force, 902 F. Supp. at 1335-36, in
which the District Court for the District of
Col orado determ ned that an Air Force Col o-
nel's forced early retirenent "resulted in a

| oss of a benefit, right or privilege for

whi ch he was eligible--the |oss of six nonths
to four years of the difference between his
active duty pay and retirenent pay," and "over
his life expectancy . . . the difference in
pay between the anmount of his retirenent pay
for twenty-six years of active duty versus
thirty years of active duty.”" 1d. The court
found that "as a nmatter of |aw, based on [a
report of inquiry, plaintiff] |ost benefits,
rights, and privileges for which he was eligi-
bl e" and thus he was entitled to an unredacted
copy of the report "despite the fact that [it]
was prepared pursuant to a | aw enforcenent in-
vestigation." [d. It went on to find that
"the “express' promse requirenent” of (k)(2)
was not satisfied where a witness "nerely ex-
pressed a “fear of reprisal.'" Id. (citing
Londrigan v. FBlI, 670 F.2d 1164, 1170 (D.C
Cr. 1981)).

In Doe v. United States Dep't of Justice, 790
F. Supp. at 21 n.4, 22, the court noted this
provi si on of subsection (k)(2), but determ ned
that it was not applicable because the plain-
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tiff "ha[d] no entitlenment to a job with the
Justice Departnment."” |Inexplicably, the court
di d not discuss whether the denial of a fed-
eral job would anbunt to the denial of a
"privilege" or "benefit." See id.; see also
Jaindl, No. 90-1489, slip op. at 2 n.1 (D.D.C.
Jan. 31, 1991) (noting that "[Db]ecause there
is no general right to possess a passport,"”
application of (k)(2) was not limted in that
case). Another court refused to address the
provision's applicability where the plaintiff
failed to raise the issue at the admnistra-
tive level. Coner v. IRS, No. 85-10503-BC
slip op. at 3-5 (E.D. Mch. Mar. 27, 1986),
aff'd, 831 F.2d 294 (6th Cir. 1987) (unpub-
i shed tabl e decision).

It should be noted that information that orig-
inally qualifies for subsection (k)(2) protec-
tion should retain that protection even if it
subsequently is reconpiled into a non-Ilaw en-
forcement record. See Doe v. FBI, 936 F.2d
1346, 1356 (D.C. Cr. 1991) (discussed under
subsection (j)(2), above); accord OVB Cui de-
lines, 40 Fed. Reg. at 28,971 (sane).

Finally, two courts have considered clains
brought by individuals who all egedly provided
i nformati on pursuant to a prom se of confiden-
tiality and sought damages resulting fromdis-
closure of the information and failure to suf-
ficiently protect their identities pursuant to
subsection (k)(2). Bechhoefer v. United
States Dep't of Justice, 934 F. Supp. 535,
538-39 (WD. N Y. 1996); Sterling v. United
States, 798 F. Supp. 47, 49 (D.D.C. 1992). In
Sterling, the District Court for the District
of Colunbia stated that the plaintiff was "not
barred fromstating a claimfor nonetary dam
ages [under (g)(1)(D)] nerely because the rec-
ord did not contain "personal information'
about himand was not retrieved through a
search of indices bearing his nanme or other
identifying characteristics,” 798 F. Supp. at
49, but in a subsequent opinion the court ul-
timately ruled in favor of the agency, having
been presented with no evidence that the agen-
cy had intentionally or willfully disclosed
the plaintiff's identity. Sterling v. United
States, 826 F. Supp. 570, 571-72 (D.D.C.

1993), sumary affirmance granted, No. 93-5264
(D.C. CGr. WNar. 11, 1994). However, the D s-
trict Court for the Western District of New
York in Bechhoefer, when presented wth an ar-
gunent based on Sterling, stated that it did
not "find the Sterling court's anal ysis per-
suasi ve." Bechhoefer, 934 F. Supp. at 538-39.
Havi ng already determ ned that the information
at issue did not qualify as a record "about"
the plaintiff, that court recogni zed that sub-
section (k)(2) "does not prohibit agencies
fromreleasing material that woul d reveal the
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3.

identity of a confidential source" but rather
"all ows agencies to pronulgate rules to exenpt
certain types of docunents from mandatory dis-
cl osure under other portions of the Act." I1d.
The court went on to state:

[Pllaintiff's reliance on 8 552a(k)(2)
is msplaced. It is clear fromthe
statute that restrictions upon dis-
closure are set forth in § 552a(b)

.o Subsection (k), on the other
hand . . . is clearly not intended to
prohi bit agencies fromrel easing cer-
tain types of information, but sinply
to allow themto avoid the Act's man-
dat ory-di scl osure requirenents for
such information. Subsection (k),
then, is irrelevant to this case.

ld. at 539.

5 U S C § 552a(k)(3)

“mai ntai ned in connection with providing protective serv-

ices to the President of the United States or other indi-

vi dual s pursuant to section 3056 of Title 18."

comment -- This exenption obviously is applicable to
certain Secret Service record systens. For a
di scussion of this exenption, see OVMB Cui de-
lines, 40 Fed. Reg. 28,948, 28,973 (1975).

5 U S. C 8§ 552a(k)(4)

"required by statute to be maintained and used solely as
statistical records."

coment -- For a discussion of this exenption, see OVB
Gui delines, 40 Fed. Reg. 28,948, 28,973
(1975) .

5 U.S.C § 552a(k)(5)

"investigatory material conpiled solely for the purpose
of determning suitability, eligibility, or qualifica-
tions for Federal civilian enploynent, mlitary service,
Federal contracts, or access to classified information,
but only to the extent that the disclosure of such mate-
rial would reveal the identity of a source who furnished
information to the Governnment under an express proni se
that the identity of the source would be held in confi-
dence, or, prior to the effective date of this section

[ 9-27-75], under an inplied prom se that the identity of
t he source would be held in confidence."

comment -- This exenption is generally applicable to
source-identifying material in background
enpl oyment and personnel -type investigative
files. See OVB Guidelines, 40 Fed. Reg.
28,948, 28,973-74 (1975); 120 Cong. Rec.
40, 406, 40,884-85 (1974), reprinted in Source
Book at 860, 996-97. The Court of Appeals for
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the District of Colunbia Crcuit recently held
that exenption (k)(5) is also applicable to
source-identifying material conpiled for de-
termning eligibility for federal grants,
stating that "the term Federal contracts' in
Privacy Act exenption (k)(5) enconpasses a
federal grant agreenent if the grant agreenent
i ncludes the essential elenments of a contract
and establishes a contractual relationship

bet ween t he governnent and the grantee.”

Henke v. United States Dep't of Commerce, 83
F.3d 1445, 1453 (D.C. Cr. 1996). In situa-
tions where "specific allegations of illegal
activities" are being investigated, an agency
may be able to invoke subsection (k)(2)--which
is potentially broader in its coverage than
subsection (k)(5). See, e.qg., VWnetalik v.
EBl, 785 F.2d 1090, 1093-98 (D.C. Cr. 1986).

Subsection (k) (5)--known as the "Erl enborn
Amendnent " - -was anong the nost hotly debated
of any the Act's provisions because it pro-
vides for absolute protection to those who
qual ify as confidential sources, regardless of
the adverse effect that the material they pro-
vide may have on an individual. See 120 Cong.
Rec. 36,655-58 (1974), reprinted in Source
Book at 908- 19.

That asi de, though, subsection (k)(5) is stil

a narrow exenption in tw respects. First, in
contrast to FO A Exenption 7(D), 5 U.S.C

8 552(b)(7)(D), it requires an express proni se
of confidentiality for source material acquired
after the effective date of the Privacy Act
(Sept enber 27, 1975). Cf. Viotti v. United
States Air Force, 902 F. Supp. 1331, 1336 (D
Col 0. 1995) (finding that " express' prom se
requi renent"” of subsection (k)(2) was not satis-
fied when witness "nerely expressed a fear of
reprisal'"). For source material acquired prior
to the effective date of the Privacy Act, an
inplied prom se of confidentiality will suffice.
See 5 U S. C. 8 552a(k)(5); cf. Londrigan v. FBI
722 F.2d 840, 844-45 (D.C. Cr. 1983) (no "auto-
matic exenption"” for FBlI background interviews
prior to effective date of Privacy Act; however,
i nference drawn that interviewees were inpliedly
prom sed confidentiality where FBI showed that
it had pursued "policy of confidentiality" to
whi ch interview ng agents conforned their con-
duct). See generally United States Dep't of
Justice v. lLandano, 508 U. S. 165 (1993) (setting
standards for denonstrating inplied confidenti-
ality under FO A Exenption 7(D)). Second, in
contrast to the second clause of FO A Exenption
7(D), subsection (k)(5) protects only source-

identifying material, not all source-supplied
material. O course, where source-identifying

material is exenpt from Privacy Act access under
subsection (k)(5), it typically is exenpt under
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t he broader exenptions of the FOA as well

See, e.qg., Keenan v. Departnent of Justice, No.
94-1909, slip op. at 16-17 (D.D.C. Mar. 25,
1997); Bostic v. FBI, No. 1:94 CVv 71, slip op.
at 8-9, 12-13 (WD. Mch. Dec. 16, 1994); Mller
v. United States, 630 F. Supp. 347, 348-49
(E.D.N. Y. 1986); Patton v. FBI, 626 F. Supp.
445, 446-47 (M D. Pa. 1985), aff'd, 782 F.2d
1030 (3d Cir. 1986) (unpublished table deci-
sion); Dlanond v. FBI, 532 F. Supp. 216, 232
(S.D.N Y. 1981), aff'd, 707 F.2d 75 (2d Cir.
1983). One court has held that subsection

(k) (5) protects source-identifying material even
where the identity of the source is known. See
Volz v. United States Dep't of Justice, 619 F.2d
49, 50 (10th Cir. 1980). Another court has sug-
gested to the contrary. Doe v. United States
Gvil Serv. Commin, 483 F. Supp. 539, 576-77
(S.D. N Y. 1980) (aberrational decision holding

t hat addresses of three naned persons "not ex-
enpt fromdisclosure under (k)(5) . . . because
they didn't serve as confidential sources and
the plaintiff already knows their identity").

Subsection (k)(5) is not limted to those sour-
ces who provide derogatory comrents, see Londri -
gan v. FBI, 670 F.2d 1164, 1170 (D.C. G

1981); see also Voelker v. FBI, 638 F. Supp.
571, 572-73 (E.D. Mo. 1986), and it includes the
collection of information for continued as well
as original enploynent, see Hernandez v. Al ex-
ander, 671 F.2d 402, 406 (10th Cr. 1982).

Al so, the exenption's applicability is not di-
m ni shed by the age of the source-identifying
material. See D anond, 532 F. Supp. at 232-33.

However, an agency cannot rely upon subsection
(k) (5) to bar a requester's anendnent request,
as the exenption applies only to the extent that
di scl osure of information would reveal the iden-
tity of a confidential source. See VWynetalik,
785 F.2d at 1096-98; see also Doe v. FBI, 936
F.2d at 1356 n. 12 (al though docunents at issue
were not limted to exenption pursuant to sub-
section (k)(5), noting that subsection (Kk)(5)
woul d not apply where FBI refused to anend in-
formati on that had al ready been disclosed to

i ndi vi dual seeki ng anendnment); Bostic, No. 1:94
Cv 71, slip op. at 9 (WD. Mch. Dec. 16, 1994)
(application of exenption (k)(5) in this access
case not contrary to, but rather consistent
with, VWynetalik and Doe because in those cases
exenption (k)(5) did not apply because reli ef
sought was anendnent of records).

Note al so that OVB' s policy guidance indicates
that prom ses of confidentiality are not to be
made automatically. 40 Fed. Reg. 28,948, 28,974
(1975). Consistent with the OVB Guidelines, the
O fice of Personnel Managenent has pronul gated
regul ati ons establishing procedures for deter-
m ni ng when a pl edge of confidentiality is ap-

- 728 -



6.

PRI VACY ACT OVERVI EW

propriate. See 5 CF.R 8§ 736.103-04 (1996);
see also Larry v. Lawer, 605 F.2d 954, 961 n.8
(7th CGr. 1978) (suggesting that finding of
"good cause" is prerequisite for granting of
confidentiality to sources).

Neverthel ess, the District Court for the D s-
trict of Colunbia has held that in order to in-
voke exenption (k)(5) for sources that were in
fact prom sed confidentiality, it is not neces-
sary that the sources thenselves affirmatively
sought confidentiality, nor nust the governnent
make a showi ng that the sources woul d not have
furnished informati on wi thout a prom se of con-
fidentiality. Henke v. United States Dep't of
Commer ce, No. 94-0189, 1996 W. 692020, at **9-10
(D.D.C. Aug. 19, 1994). The court went on to
state: "[T]he question of whether the reviewers
expressed a desire to keep their identities con-
fidential is wholly irrelevant to the Court's
determ nati on of whether they were in fact given
prom ses of confidentiality.” 1d. at *10. On
appeal, the Court of Appeals for the District of
Columbia Circuit stated that while it "woul d not
go quite that far," as agencies "nmust use sub-
section (k)(5) sparingly,"” agencies may nake de-
term nations that prom ses of confidentiality
are necessary "categorically,” as "[n]Jothing in
either the statute or the case |aw requires that
[an agency] apply subsection (k)(5) only to
those particular reviewers who have expressly
asked for an exenption and woul d ot herwi se have
declined to participate in the peer review proc-
ess." Henke v. United States Dep't of Commerce,
83 F.3d 1445, 1449 (D.C. Cir. 1996).

Finally, it should be noted that information
that originally qualifies for subsection (k)(5)
protection should retain that protection even if
it subsequently is reconpiled into a non-Iaw
enforcenment record. See Doe v. FBI, 936 F.2d
1346, 1356 (D.C. Cr. 1991) (discussed under
subsection (j)(2), above); accord OVB Cui de-
lines, 40 Fed. Reg. at 28,971 (sane).

5 U.S.C § 552a(k)(6)

"testing or exam nation material used solely to detern ne
i ndi vi dual qualifications for appointnment or pronotion in
t he Federal service the disclosure of which would conpro-
m se the objectivity or fairness of the testing or exam -
nati on process."

comment -- It should be noted that material exenpt from
Privacy Act access under subsection (k)(6) is
also typically exenpt from FO A access under
FO A Exenption 2. See Patton v. FBI, 626 F.
Supp. 445, 447 (M D. Pa. 1985), aff'd, 782
F.2d 1030 (3d Gir. 1986) (unpublished table
decision); QCatley v. United States, 3 Cov't
Di scl osure Serv. (P-H) 1 83,274, at 84, 065-66
(D.D.C. Aug. 16, 1983). For a discussion of
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this provision, see OVMB Cuidelines, 40 Fed.
Reg. 28,948, 28,974 (1975).

7. 5 US.C 8§ 552a(k)(7)

"evaluation material used to determ ne potential for pro-
nmotion in the arned services, but only to the extent that
t he disclosure of such nmaterial would reveal the identity
of a source who furnished information to the governnent
under an express pronise that the identity of the source
woul d be held in confidence, or, prior to the effective
date of this section [9-25-75], under an inplied prom se
that the identity of the source would be held in confi-
dence. "

comment -- For an exanple of the application of this ex-
enption, see May v. Departnent of the Ar
Force, 777 F.2d 1012, 1015-17 (5th G r. 1985).
For a further discussion of this provision,
see OMB Cuidelines, 40 Fed. Reg. 28, 948,
28,974 (1975).

SOCI AL SECURI TY NUMBER USAGE

Section 7 of the Privacy Act (found at 5 U . S.C. 8§ 552a note
(Di sclosure of Social Security Nunber)) provides that:

"It shall be unlawful for any Federal, State or |ocal govern-
ment agency to deny to any individual any right, benefit, or
privilege provided by | aw because of such individual's re-

fusal to disclose his social security account nunber." Sec.
7(a)(1).
comment -- Note that although this provision applies beyond

federal agencies, it does not apply to: (1) any

di scl osure which is required by federal statute; or
(2) any disclosure of a social security nunber to
any Federal, State, or |ocal agency maintaining a
system of records in existence and operating before
January 1, 1975, if such disclosure was required
under statute or regulation adopted prior to such
date to verify the identity of an individual. See
Sec. 7(a)(2)(A-(B).

Note al so that the Tax Reform Act of 1976, 42 U. S.C
8 405(c)(2)(O (i), (iv) (1994), expressly exenpts
state agencies fromthis restriction to the extent
that social security nunbers are used "in the ad-

m ni stration of any tax, general public assistance,
driver's license, or notor vehicle registration |aw
wWthinits jurisdiction.” See also 42 U S.C

8 405(c)(2)(CO(ii) (authorizing state use of soci al
security nunbers in issuance of birth certificates
and for purposes of enforcenent of child support
orders); 42 U.S.C. 8§ 405(c)(2)(Q (iii1) (authorizing
use of social security nunbers by Secretary of Agri-
culture in admnistration of Food Stanp Act of 1977
and by Federal Crop Insurance Corporation in adm n-
istration of Federal Crop Insurance Act).

"Any Federal, State or |ocal governnent agency which requests
an individual to disclose his social security account nunber

- 730 -



PRI VACY ACT OVERVI EW

shall informthat individual whether that disclosure is manda-
tory or voluntary, by what statutory or other authority such
nunmber is solicited, and what uses will be nade of it." Sec.
7(b).

comment -- Jurisdiction to enforce the social security nunber
provi sion m ght appear questionable inasmuch as the
Act does not expressly provide for a civil renedy
agai nst a nonfederal agency, or for injunctive re-
lief outside of the access and anendnent contexts.
However, the courts have recogni zed inplied renedies
for violations of its requirenents. See Yeager V.
Hackensack Water Co., 615 F. Supp. 1087, 1090-92
(D.N.J. 1985); Wlnman v. United States, 501 F. Supp.
310, 311 (D.D.C 1980), remanded, 675 F.2d 1341
(D.C. Gr. 1982) (unpublished table decision), on
remand, 542 F. Supp. 84, 85-86 (D.D.C. 1982); Geat-
er Cleveland WIlfare Rights Org. v. Bauer, 462 F
Supp. 1313, 1319-21 (N.D. Chio 1978).

For ot her decisions construing the provision, see

Al caraz v. Block, 746 F.2d 593, 608-09 (9th Gr.
1984) (Section 7(b)'s notice provision satisfied
where agency informed "participants of the volun-
tariness of the disclosure, the source of authority
for it and the possible uses to which the disclosed
nunbers may be put"); Brookens v. United States, 627
F.2d 494, 496-99 (D.C. Cr. 1980) (agency did not
violate Privacy Act because agency nmi ntai ned system
of records "before January 1, 1975 and di scl osure of
a social security nunber to identify individuals was
requi red under [executive order]"); MElrath v. Cal-
ifano, 615 F.2d 434, 440 (7th Cr. 1980) (because

di scl osure of social security nunber required by A d
to Fam lies with Dependent Children program under

42 U.S.C. §8 602(a)(25) (1994), regul ations that give
effect to that requirenent are not violative of
Privacy Act); Geen v. Philbrook, 576 F.2d 440, 445-
46 (2d G r. 1978) (sane); Johnson v. Flem ng, No. 95
Cv. 1891, 1996 W. 502410, at **1, 3-4 (S.D.N.Y.
Sept. 4, 1996) (no violation of either section

7(a) (1) or section 7(b) where, during course of

sei zure of property fromplaintiff, an unlicensed
streetvendor, plaintiff refused to provide police
officer with his social security nunber and officer
"seized all of Plaintiff's records rather than only
“a bagful' as other officers allegedly had done" on
previ ous occasions); In re Rausch, No. BK-S-95-
23707, 1196 W. 333685, at *7 (Bankr. D. Nev. May 20,
1996) (Privacy Act "inapplicable" because 11 U. S.C,
8 110 (1994) "requires placing the SSN upon " docu-
ments for filing'"); In re Floyd, 193 B.R 548, 552-
53 (Bankr. N.D. Cal. 1996) (Bankruptcy Code,

11 U.S.C. 8 110(c) (1994), required disclosure of
soci al security nunber, thus section 7(a) inapplica-
ble; further stating that section 7(b) also inappli-
cable "even assunming the [U S. Trustee] or the clerk
of the bankruptcy court were agenci es" because no
"request" had been made; rather, because disclosure
of social security nunber is required by statute,
"the [U.S. Trustee] is enforcing a Congressional
directive, not “requesting' anyone's SSN' and "[t]he

- 731 -



PRI VACY ACT OVERVI EW

clerk receives docunents for filing but does not
police their content or formor request that certain
information be included"); Krebs v. Rutgers, 797 F
Supp. 1246, 1256 (D.N.J. 1992) (although state-char-
tered, Rutgers is not state agency or governnent-
control |l ed corporation subject to Privacy Act);

G eidinger v. Davis, 782 F. Supp. 1106, 1108-09
(E.D. Va. 1992) (Privacy Act violated where state
did not provide tinely notice in accordance with
Section 7(b) when collecting social security nunber
for voter registration), rev'd & remanded on ot her
grounds, 988 F.2d 1344 (4th Cir. 1993); Libertarian
Party v. Brener Ehrler, Etc., No. 91-231, slip op.

at 17-18 (E.D. Ky. Sept. 30, 1991) (requirenent that
voter include social security nunber on signature
petition violates Privacy Act); lIngernman v. |IRS, No.
89-5396, slip op. at 3-5 (D.N.J. Apr. 3, 1991) (Sec-
tion 7(b) not applicable to IRS request that taxpay-
ers affix printed mailing |abel containing social
security nunber on tax returns; no new discl osure
occurs because IRS already was in possession of tax-
payers' social security nunbers), aff'd, 953 F. 2d
1380 (3d Cir. 1992) (unpublished table decision);
Gakes v. I RS, No. 86-2804, slip op. at 2-3 (D.D.C.
Apr. 16, 1987) (Section 7(b) does not require agency
requesting individual to disclose his social securi-
ty nunber to publish any notice in Federal Reaqis-
ter); Doyle v. Wlson, 529 F. Supp. 1343, 1348-50
(D. Del. 1982) (Section 7(b)'s requirenents are not
fulfilled when no affirmative effort is made to dis-
close information required under 7(b) "at or before
the tinme the nunber is requested”); Doe v. Sharp,
491 F. Supp. 346, 347-50 (D. Mass. 1980) (sane as
Green and McElrath regarding Section 7(a); Section
7(b) creates affirmative duty for agencies to inform
applicant of uses to be nmade of social security
nunbers--"after-the-fact explanations"” not suffi-
cient); and Chanbers v. Klein, 419 F. Supp. 569, 580
(D.N.J. 1976) (sanme as G een, MElrath, and Doe
regardi ng Section 7(a); Section 7(b) not violated
where agency failed to notify applicants of use to
be made of social security nunbers as state had not
begun using them pending full inplenmentation of
statute requiring their disclosure), aff'd, 564 F.2d
89 (3d Cir. 1977) (unpublished table decision).

GOVERNVENT CONTRACTORS

"When an agency provides by a contract for the operation by or
on behalf of the agency of a system of records to acconplish an
agency function, the agency shall, consistent with its authori -
ty, cause the requirenents of this section to be applied to
such system For purposes of subsection (i) of this section
any such contractor and any enpl oyee of such contractor, if
such contract is agreed to on or after the effective date of
this section [9-27-75], shall be considered to be an enpl oyee
of an agency." 5 U S.C. § 552a(m(1).

"A consuner reporting agency to which a record is disclosed un-
der section 3711(e) of Title 31 shall not be considered a con-
tractor for the purposes of this section.” 5 U S. C

8§ 552a(m(2).
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comrent -- For guidance concerning this provision, see OVB
Gui delines, 40 Fed. Reg. 28,948, 28,951, 28,975-76,
(1975), and the legislative debate reported at 120
Cong. Rec. 40,408 (1974), reprinted in Source Book
at 866. See generally Boggs v. Southeastern Tide-
water Qpportunity Project, No. 2:96cv196, U. S. Dist.
LEXIS 6977, at *5 (E.D. Va. May 22, 1996) (subsec-
tion (m inapplicable to community action agency
that was not "in the business of keeping records for
f ederal agencies").

The Federal Acquisition Regulation sets forth the

| anguage that nust be inserted in solicitations and
contracts "[w hen the design, devel opnent, or opera-
tion of a systemof records on individuals is re-
quired to acconplish an agency function.” 48 C F. R
§ 24.104 (1996); see also id. 8 52.224-1 to -2.

Al so, see the discussion regardi ng subsection (m
contractors as "enpl oyees" for purposes of subsec-
tion (b)(1) disclosures under "Conditions O Disclo-
sure To Third Parties," above.

Even when subsection (m is applicable, the agency--
not the contractor--remains the only proper party
defendant in a Privacy Act lawsuit. See Canpbell v.

VA, 2 Gov't Disclosure Serv. (P-H ¢ 82,076, at
82,355 (S.D. lowa Dec. 21, 1981). But cf. Shannon
v. General Elec. Co., 812 F. Supp. 308, 311-15
(N.D.N. Y. 1993) (although subsection (m not nen-
tioned, permtting Privacy Act clains against CGE)
See generally Adelman v. Discover Card Servs., 915
F. Supp. 1163, 1166 (D. Utah 1996) (with no nention
of subsection (m, finding no waiver of sovereign
immunity for action brought for alleged violation by
state agency working as independent contractor to
adm ni ster federal programfor Social Security Ad-

m ni stration, even though procedures and standards
governing rel ati onship between SSA and state agency
explicitly stated that in event of alleged violation
of Privacy Act concerning operation of system of
records to acconplish agency function, civil action
coul d be brought agai nst agency).

MAI LI NG LI STS

"“An individual's nanme and address may not be sold or rented by
an agency unl ess such action is specifically authorized by |aw.
This provision shall not be construed to require the w thhol d-
i ng of nanes and addresses otherw se pernmtted to be nade pub-
lic." 5 US.C § 552a(n).

comment -- For a decision discussing this provision, see D s-
abled Oficer's Ass'n v. Runsfeld, 428 F. Supp. 454,
459 (D.D.C. 1977), aff'd, 574 F.2d 636 (D.C. Cr
1978) (unpublished table decision). For a further
di scussion of this provision, see OMB Guidelines, 40
Fed. Reg. 28,948, 28,976 (1975).

M SCELLANEQUS PROVI SI ONS
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Note that the Privacy Act al so contains provisions concerning
archival records, see 5 U S.C. § 552a(l); see also OVB Qui de-
lines, 40 Fed. Reg. 28,948, 28,974-75 (1975), reporting re-
qui renents for new record systens, see 5 U S.C. § 552a(r), and
a biennial report to Congress, see 5 U S.C. § 552a(s).
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